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I Preface

Purpose of This Document

This document describes the specifications of and how to use the Heat template supplied
with FUJITSU Cloud Service for 0SS 1aaS. Refer to this document when building a system on the
FUJITSU Cloud Service for OSS laaS.

Intended readers

This document is intended for users who plan or develop applications and services for use on
FUJITSU Cloud Service for 0SS laaS. Readers of this document are assumed to have:

* Basic knowledge of virtualization technology (hypervisor, virtual server, virtual storage, virtual
network).

* Basic knowledge of OpenStack

* Basic knowledge of the operating system that will be used

* Basic knowledge related to the Internet and intranets.

* Basic knowledge related to security.

* Basic knowledge of system operations, such as backups, monitoring, and redundancy

Target region of this document

The target regions of this document are East Japan Region 1, East Japan Region 2, West Japan
Region 1, West Japan Region 2.

Structure of the manuals

Refer to the following related manuals according to your purpose and usage.

Manual Purpose and usage
laas Features Handbook Explains details on the features provided by this service.
laaS API User Guide Explains how to use the REST API, how to build the API

runtime environment, and sample scripts according to
usage sequences, etc.

laaS API Reference Refer to this document as a detailed reference when
using the REST API.
laaS Service Portal User Guide Explains how to use the features provided by this service

when using the service portal (Web GUI).

Trademarks

* Microsoft, Windows, Windows Server, and the titles and names of other Microsoft products are
either reglstered trademarks or trademarks of Microsoft Corporation in the United States and/
or other countries.

* Linux® is a registered trademark of Linus Torvalds in the United States and other countries.
* Ubuntu is a registered trademark of Canonical Ltd.

* The OpenStack Word Mark is either a re%ﬁtered trademark/service mark or trademark/service
mark of the OpenStack Foundation, in the United States and other countries and is used with
the OpenStack Foundation's permission.

* All other company names and product names are trademarks or registered trademarks of their
respective owners.

Note that trademark symbols (™ or ®) are not appended to system names or product names used
in this document.




Export Administration Requlations

Exportation/release of this document may require following the necessary procedures in
accordance with the regulations of your resident country and/or US export control laws.

Notices

* Information in this document may be subject to change without prior notice.
* No part of the content of this document may be reproduced without the written permission of

Fujitsu Limited.

* Fujitsu assumes no responsibility for infringement of any patent rights or other rights of third
parties arising from the use of information in this document.
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Part 1: Preface

Topics:

* Purpose and scope of this
document



0 1.1 Purpose and scope of this document

This document explains the Heat template of the FUJITSU Cloud Service for 0SS laaS, which is
used to provide the orchestration function.

It should be noted that the content of this document is subject to change without prior notice.



Part 2: What is Heat?

Topics:

Overview of Heat
What are Heat templates?

Creating stacks using Heat
templates




l 2.1 Overview of Heat

Using the 1aa$, it is possible to automatically create and manage systems that involve virtual
resources such as "virtual servers', "virtual networks", and "virtual volumes", using the provided
orchestration function. Heat places requests for operations with the coordination function based
on various definition templates (text-based).

For details on the virtual resources that can be used with Heat, refer to "Supported resource
types".

Using Heat has the following merits:

1. Improved efficiency in system construction and management operations

2. Configuration of auto scaling
The details of each of these merits are explained below.

Improved efficiency in system construction and management operations
Using Heat it is possible to perform batch creation of virtual resources. In addition, reusing
created Heat template definitions makes it possible to easily replicate systems and perform
modification or deletion. This enables efficient system construction and management on |aas,
and reduces the workload of users.
An example, comparing the results of when construction is performed manually using the laaS
service portal and when the same operation (based on the number of screen operations on the
laa$s service portal) is performed using Heat is given on the following page.

This comparison is based on construction of a simple system involving a single virtual server and
one network as shown in the following figure.

SecurityGroup uses the default security group that is selected automatically.
Figure 1: System Configuration for Workload Comparison

The following figure shows the comparison results for each step of system construction.



Steps in System Construction Using only the K5 Iaa$ Portal Using a Heat Template

: Number of & Operations: 7 Create a Heat Template [N i
[ Create a Virtual Network J | UIIEE!, gL SEISEl UP=IEUens ‘

—\ Adapt a sample or

i
i e
i existing template to !
@ ] HOT| reate a text-based !
p template that defines |
— ] the system for i
[ Create a Virtual Router } | Number of Screen Operations: 9 ‘ | i !
v R Y o e e 1
Register the —
] Heat Template
[ Create a Key Pair J e - Number of Screen Operations: 5
E W i - Screen operations to register
@ @ ! | the created template
o . : - Creation of all phases in
. one batch
[ Create Virtual Servers ] Number of Screen Operations: 13|~ L o

i
L

Configuration of auto scaling

Auto scaling is a function for dynamically increasing or decreasing the number of virtual servers
in a system, based on the CPU workload and other events.

Auto scaling enables handling of sporadic increases in the requests for services.

In addition, as it is possible to automatically reduce the number of virtual servers when the
number of requests drops, unnecessary expenses are not incurred.

This auto scaling can only be configured using Heat.

The figure below gives an image of the operation of auto scaling (scale out) based on high CPU
workload of a virtual server for which load balancing is being performed.
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The figure below gives an image of the operation of auto scaling (scale in) when the workload of

the CPU lowers.
Fi 3] [ A Scaling O . (Scale Out)



Reduced number (\ (\
| ks |

[Tks | 11 of requests | ks |

,,,,,,,,,,,,,,,,,,,,,,

3| Low wor kload
detected

Monitoring Service  Heat Monitoring Service Heat Monitoring Service Heat

|2.2 What are Heat templates?

In order to use Heat, text-based templates written in the YAML format are necessary. These
templates are generally referred to as HOT (Heat Orchestration Templates), but in this document
they are referred to as Heat templates.

YAML is a format for expressing structured data. Heat templates described in the YAML format
are based on the format introduced in "HEAT Orchestration Template format". Each section is
used to describe resources, parameters, etc., and a single template describes the configuration
of an entire system.

Expressing these in highly readable YAML makes it easy to manage and modify system
configurations.

Also, the fact that they are text based makes them easy to reuse.

Based on the content defined in the Heat template, the various resources are created on laaS.
This group of resources is referred to as a "stack’.

Heat templates are text-based templates that are used to perform the definition, creation, and
management of stacks.

|2.3 Creating stacks using Heat templates

Here, as an example, we explain the procedure for creating a stack from a Heat template, using
the 1aa$ service portal.

The Heat template used as the sample is the one in "Sample system configuration - Example
Heat template" (Heat_template_sample.yaml).

The content of the stack created using this sample is as shown below.




Availability Zone
(jp-east-1a)

Security Group Network

(sample_network)

: (sample_sg)

:

; Subnet

i Key Pair N " (samplc_subnct)
il (sample_key) || ]

|

;\\ Port :
(sample_port) [
.@=-===

Server

(sample_vm)

System Volume 2
(sample_volume) [

For the method for creation using APIs, refer to "Creating stacks using APIs".
The following sections show the procedures for creating stacks and for checking stacks.

2.3.1 Creating a stack

Procedure

1. After logging in to the Portal, selecting "laaS Portal" from the "Management" tab displays the
"laaS Dashboard" as below. Here, select the region in which to create the stack.
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2. Select the project you want to create the stack in.
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3. Clicking "Template" > "Stack" displays the "Stack list" window.
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4. (licking the "+" on the upper right displays the "Create Stack" window.
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5. Input the desired name for the stack.
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6. Selecting "YAML" from "How to Specify Template" displays the "YAML Editor" field.
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7. Copy the content of the sample Heat template (Heat_template_sample.yaml), and paste it

into the "YAML Editor" field.
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HOT_sample

TAML =

]
# This iz a hello world HOT template
just defining a single compute

& server,

#

hemat_template_version: 2013-05-22

daseription: =
This HOT template that just
defires a single server and netwark.
Contains just base fratures to
verify base HOT support




8. Clicking "Parameter Settings" on the upper right displays the "Template Parameter Setting"

window.

FUPTSU Cloud Service K5 laas

Englzh jprwest-2 v - F".I[iTSU
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Database

Terrpiate

AF] Execution

Log
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= e e

HOT_sampla
YAML -

#
# This is a helle world HOT template
st defining a single compute

B aapser,

L3

heat_template_ verson: 2013-05-23

description: =
This HOT temphate that just
defines a single server and network.
Containg just base featras to
werify base HOT suppart,

PALAATRra

Template Parameter Setting Window - Display Example
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sample_network

sampls_part
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152, 168.0.0/24

The values defined in the parameters section of the sample are displayed for each parameter.
For details of the parameters section, refer to "Parameters Section".
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9. If there are any parameters you want to change, select their checkbox and input the new
value.

FUJITSU Cloud Service K5 laas engien v etz v [ i

O P 4
Template Parameter Setting W

Storage

Hestwarking

O e e
Database | e jp-wast-Ja
Tempiate 0 e =
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Manitaeing O egy_naera sample_key
AP Execation O cotuorirams sample_network
Lag Od pori_name sample_port
| g e sample_=g
] skl _cidr 102168, 128.0/24 I
O subeal_name cample_subnet
: .+ Ifthe value of a parameter is changed without checking the checkbox, the change
: CAE’E)N will not be reflected and the original value will be used.

* In the "Sample system configuration - Example Heat template’, the az (availability '
zone) is "jp-east-1a". Change the az based on the region you have selected. If there
are any other parameters that require changing, please change them.

..................................................................................................................................................

10.Clicking "Apply" on the upper right displays the "Template Parameter Setting" window.
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11.Clicking "Apply" returns you to the "Create Stack" window.

Template Parameter Setting

ATE WAL BLFE VR wanT 18 apply The paramelers?

12 (licking "Create" displays the request acceptance dialog.

E) If there are any mistakes in the format, etc. of the template, an error will occur here.

Notice
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13.(licking "Close" will return you to the "Stack list" window.

A request 1o oeate a stack has boon acoepied.

14.The status of the stack for which the creation request was accepted will be
"CREATE_IN_PROGRESS".
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15 After several minutes (*1), refresh the window, and if the status of the stack becomes
"CREATE_COMPLETE" (*2), creation of the resources described in the Heat template is

. w 5
FUJITSU Cloud Service K5 laas traich v peenn2 v [ rio
o
15 Dashioaed — &
Do puste
Stack List +
Sieinge
Metwarking Fitteer 1-1cilitem n 4
Database
Slack Hame - Dewciiption Seack ID Stalu Aatien
Templabe o This HOT
template that
just Saliesis &
Stack sngle server AT b2t s
AT ke a o i = CRE
0T _samph and nmm.:wk. P CREATE_COMPLETE
™ = Contsins ust
ol = b faaturas
g werily base
APl Execution HOT suppeat.

Log

1. * *1:The time taken for creation varies depending on the state of the laa$ service
“ and the content of the stack being created.

* *2: If the status becomes "CREATE_FAILED", it is p055|ble to check the error content
of stack creation using an API. Refer to "Handllng errors". :

.
..................................................................................................................................................

This completes creation.

2.3.2 Checking a stack

It is possible to confirm that the resources contained in the stack have been created from the
laas Service Portal.

Procedure
H n n m/: n
1. Click "Compute" > "Virtual Server".
FUIITSU Cloud Service KS laas Engizn v ez v [ it
= I 2
Compute "
Stack List +
Wirtual Server
Eey Pair Filter 1-1odlitem - n -
L Sachk Hame - [Description Stack IF Stabes Action
Schedule This HaT
femplate
that jiisl
Soeage defnes a
sngle server
Networking s L0552 -4 65
3 HOT sample n o £
OT_sample FAeMl:rk. B CREATE_COPMPLETE Achion W
Sonlans just
Dhatabuass W base
fealures 1o
Template ronly kaca
HOT
supp.

Manitaring
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2. Confirm that the server (sample_vm) has been created.

FUNTSL Cloud Sarvice K5 laas irgish v powen2 v [

Virtual Servers List +

i-1cFl e - .
Wirtuad Sercer Mame &~ Status 1P Bddrems AT HArtian

QM:‘NE 1523681252 Jp-west-Za Ao
Hetwarking
D

3. Click "Compute" > "Key Pair".
FUIITS Claud Servica K5 laas engich v jwestz v [ s
- 2

Compuie ]

Virtual Servers List +

Filter 1-12F1 bem - n a

Tmage WVirbeol Server Hame  ~ Status P Addeess Az

Aathom
e sample_wm & aomve 192,108,128 jewestza

Hetmirkirsg

Database

Ternpate
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4. Confirm that the key pair (sample_key) has been created.

FUITSU Clowd Service K5 laas egishv  jpwest2v [ FufiTsu
Ky Pair List + Ernpert Kiey Pair

Q 1-1ed] e f n

Ky Pair Mame Fingearprint Action

zarmple_key BSIT R b3 ek ST 1065 235 100G 150657 Delete

Schedule

5. Click "Storage" > "Block Storage".

FUNITSU Cloid Service KS laas trgisnv  jpowest2 v [ FURTSU
= I =
Ky Pair List + Impo Key Par

©, ries g p— i)

Key Pair Name Fingerprint HActian

smple_key ERTTR TS 3eed ST 1 00 5:23: 5 L0056 ;50557 Dlats

Tereglale
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6. Confirm that the block storage (sample_volume) has been created.

FUNITSU Cloud Service K5 laas

English jpewest-2 v _ H.I-|'i-TSLI

=

to

1-1afl bem o n =
Eiark Storage Cannrcted
- Status R Size (GHY Type AR Action
sargld TS
sample_olome neuse wdaCennecied 30GE ML Jp-west-2a
LL]
H n H n \WH n
7. Click "Networking" > "Virtual Network".
FUIITSU Cloud Service K5 laas egish v pesest2 v~ [ i
=
+
1-1afl s . n
Connected
Skatus e Shae (G Type AT Actien
sample_ymTo
ifruse widacaneded HGE LTH JerweR-da

Database
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8. Confirm that the network (sample_network) has been created.

FUJITSU Choud Service K5 laas engien v e v [T i

Virtual Metwork List *

®  Fite Lot d e n

- Slabus AX Shared . Artizn
Hame Subarest Slats
e s & s . oot 2a Ves up m
el
nl_azl_ed: e L & 1
= & s - w2 Yes up m
"e'g;““ & s p-west I Ves up m
Template
SPO B I
9. (lick the created network.
FUIITSY Choud Service K5 laaS engish ~ etz ~ [ A
caa ”
Wirtual Metwork List +
Networking
bl Fizer Lo dafd e n
Wirtual Metwork Miocsted Management
Skwtn AT Shared st Articn
Gicbal I
Firewall
nf_azl _ext- & ¢ -
Load Balancar a3 @ acTne - Jpewetla e Ua
& acThe Jp-west-lb ¥er kg m
Tereplita
Stack
Eamgln, it & e 1!:!.I-5=.L.'-\%D.-? P e e
7
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10.Confirm in the Subnet area that the subnet (sample_subnet) has been created.

FUJITSU Cloud Service K5 laas bgish v ez v [
Provider Virtusl Netwark
Subnet
Filt 1:1ef1iem n »
Subiel e o | Bt IF Vession Ganeway IF Action
Addien
152.168.1 280724 1w 192.160,125.1
Port
Filte 1-ZofZiem n :
Comneched
- Conmecied Maragemen
Harme Frhewts [P Wirtual Satin S Betiom
Server
dhepitaceni
iy
R 31dc-5b4E-
ts-acesa L
z 107 153,128 st riodte aTaGsEa-
dEa : S LTI ACTHVE g Action  w
11.Confirm in the Port area that the port (sample_port) has been created.
FUIITSU Cloud Service K5 laas e v jpwen2 v [ i
sarmgha_subasrt 1921551280024 Ped 102158.1281 m—
Part
ilter 1-2afmems - -
Conssected
Mame =~ FrvatelP ;:k"‘"’ Virtuad Skatus .:‘m"' s Action
- Servei
dhepificedd
=
Fide-Ehed-
FRIF18ca
dHE-4res-a 290170408
TR 197168428 netwaetedhe A7a568a :
e 3 P dzzadmit- s - T
s ned-d0ad-0
o E
S10ESAEE
1
fdd2a8al-3
2 = a3 o4 250
samels par 1:;.|ﬁﬁ.|.>3 gl e ACTOE up
: e BEschTaE
=
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12 Click "Networking" > "Security Group".

FUITS Clowd Service K5 laas tgish v jpwa2 v [ fufirsy
[z Dashbosrd _‘*’I =
Compute ™

Wirtual Metwork Detail

Virtual Metwork Overview

Wirtual Network Name SaAMple_netwark
Wirtual Natwork 1D SRR 1 o -4l 0508 S 106 548891 14
Project D .
Global IF AT jp-wast-3a
Tireswell Chatus ACTIVE
Load Balaroer Sharte Up
VPN Servioe
Shared Mo
B i External Virtuad Netwark hia

13.Confirm that the security group (sample_sg) has been created.

FUNTS Cloaed Service KS laas Ergish~  jp-west-2w - FiiTsSU
Campute Security Groug List *
eepga W
q 1-2od2ineme
Hetwarking ’
Security Graup Name Dossription Asticn
Wirtual Pletwork
default detadt At W

Wirtual Router
Seournby Group

Glodal 1P

Firvraill

Load Balancer

WP Serioe

Database

2.3.3 Updating a stack

Here, as an example, we explain the procedure for updating a stack using a Heat template,
using the laa$s service portal.

Procedure
This performs update of a stack that has already been created in advance.

Of the example Heat templates used in this document, first, use "Example virtual server creation
Heat template" (Creating_a_virtual_server.yaml) to create a resource.

For the created stack, perform update usinﬁ the example Heat template
"Example Heat template for changing the flavor of a virtual server using stack
update" (Updating_a_virtual_server.yaml) in this document.

The procedure for updating a stack is given below.
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1. Display "Template"

FUIITSA Cloud Service K5 laas

I

Storage

2. (lick "Edit".

FUITSU Cloud Service K5 laas

Tampiate

>"Stack List', and click "Action" of the stack to update.

Stack List

Eack Rume

Stack List

SHack e

L-1cft Hem

o [eseiption

Thiz temlabe crestes & dngle Widual
SErvEr with B Key par.

L1 cfldem

- Dresiuiglion

Thiz tamgdala crasias @ dngle Yl
Server with nKey poir.

S 0D

AT e AL A0t
Shia-ffcafErasa

St B

ARGTT 5 bR~ T
Abda-Fc2nfaTasi3

3. Click the "URL" of "Edit Stack" > "How to Specify Template".

FUITSH Cloud Service K5 laas

Edit Stack

Wack Hama

How b Spesify Template *

Timessst mmamartee)

Bhebt ¥ jremeid v Fufirsu

-

+
Sratis Retian
it dl
Erglinh - v jpruet-l W F"|.|IT"'U

-

+
Sratic AT

Delete

Ergiih jpweR-l W FuliTsy

m A m

| T

Template Parameters

hame

AZ

FLAVIOR
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4. Select "YAML".

FUITSU Cloud Service K5 laas

Edit Stack

tack N
Ho b Specify Tamplutes *
UL

Timecart mieetnr)

Template Parameters

FLAVOR

5. Enter the details of the YAML file from "Edit Stack" > "YAML Editor", and then click "Parameter

Settings".
FUITSU Cloud Service K5 laas
Edit Stack

tack N

Heria b Spuecify Tamplute *
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FAML

Fuifira

Fuifira

I
# Thiz template creatss 3 single
Wirtual Server with a Kay pair.

%

heat_template_version: 2013-05-23

desmiptian: =
This templste creates a singls
Wirtual Server with a Key pair.

paramsters:
AZ
types string
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6. "Template Parameters Setting" is displayed.

Place a check in the checkbox of the parameter to update, enter the updated value in "Value",

and then click "Apply".

FUIITSH Cloud Service K5 laas

Template Parameter Setting

Hsnie

AL

FLAVTIN
RAGER
KEY_hIARE
HETWORK D!
METVORE _MERE

SECLRITY_GROLP PLAAE

DDDDDDEDD

SERVER_MAME

-

Ergish ¥ jpwest2 ¥ FuliTsy

m

Value *
|p-east-1a
| B |

cIBETeSe-afd -850~ 01 Be 445004

Sample_Key 01

Geft 1248 -adad -dhdi-Ed 3d-Thsoeiba

Samgle_Metwark_ D1

Samgle_Security_Group 01

Samgle_Server 11

& If the value of a parameter is changed without checking the checkbox, the change

i CAUTION

will not be reflected and the original value will be used.

7. When "Are you sure you want to apply the parameters?" is displayed, click "Apply".

Template Faramater Setting

Hre you sure you et b apply the parersten?

S -




8. You are returned to the "Edit Stack" window.
Click "Update".

FUIITSY Clowd Sexrvice K5 laas

Edit Stack

Stach My

e b Spesily Tamplite *

Erginh ¥ jpmest-d T

= = 3

YAML

*
# This template creates a single
Wirtual Server with a Key pair.

¥

heat_templste_wersion: 2013-05-23

desaiptian =
Thiz temiplate creates a single
Wirtual Serwer with a Key pair.

parameters:
A
typec string
description: Mame of the -

9. When "A request to edit a stack has been accepted." is displayed, click "Close".

A reguest bo edit s vieck hes been scoepried
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10.You are returned to the "Stack List" window.
"UPDATE_IN_PROGRESS" is displayed for the "Status" of the updated stack.
Click the update button on the upper right, and confirm that the status is updated.
*It may take several minutes until the status is updated.

FUIITSH Cload Service K5 laas Erglsh > jpeeetl W FufiTy
= ;
Stack List +
L-icFitam n
Stack Rame ~ Descrigtion St Statis Actian

ampie T UPDIATE [M PROGFESS
y Server wih a Key pair A HeaafiTast _

11.Confirm that "UPDATE_COMPLETE" (*1) is displayed for the status of the updated stack, and
check the details of the resource to see that value of the parameter has been updated.

FUITSU Cloud Sevvice K5 laab Ergish ¥ jpowest-2 Fufirsa
v =&
Stack List +*
L-1cfdem n
Stack Hamic A Dresription St W Static Action
________ This berrgdite crestes & single Witual ABGTTATE- bad-40 2
Serer with m Key pair. Abda-Fc2afgTasf3

I * *1:Ifthe status becomes "UPDATE_FAILED", it is possible to use the API to check
f qunoy  the details of the stack creation error. Refer to "Handling errors".

This ends the update operation for a stack.
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Part 3: Heat Orchestration
Template (HOT) format

Topics:

* Template Structure
* Parameters Section
* Resources Section

* outputs Section

* Intrinsic Functions
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3.1 Template Structure

The Heat Orchestration Template (HOT) is defined in YAML format.
Below is an outline of the template structure.

heat_template_version: 2013-05-23

description: <description>

parameters:
{parameters>
resources:
<resources>
outputs:
<outputs>
Section Required | Description
heat_template_version Yes The HOT version.
Specified as 2013-05-23.
description No Defines a description of the template.
parameters No Defines the input parameters.
This is used when instantiating the template.
resources No Defines the resources.
outputs No Defines the output parameters.
This can be used by users after instantiation of the
template has been completed.

(1) Heattemplates use indenting to represent hierarchical structures. However, tab
characters cannot be used for these indents.

parameters, resources, and outputs have the following relationships.

parameters Defines the input parameters used when using a Heat template.
resources Refers to parameters and can be used in resource creation
outputs Refers to parameters and resources, and can be used as output
information
parameters:
Defines the input parameters used when using a Heat template
resources:
Refers to parameters and can be used in resource creation
outputs:

Refers to parameters and resources, and can be used as output information

l 3.2 Parameters Section

The parameters section defines the input parameters used when the template is instantiated.
For example, parameters specified by the user, such as name, password, and image ID.
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As it is possible to specify the parameters when creating a stack, this means it is not necessary
to define information such as passwords in the template. In the same way, by specifying

the availability zone when creating a stack, it is possible to create stacks with the same
configurations in multiple regions or availability zones using a single Heat template.

The type or default value is defined for each parameter, with the parameter name as the key.

parameters:

<{param name>:
type: <string | number | json | comma_delimited_list>
|label: <human-readable name of the parameter>
description: <description of the parameter>
default: <default value for parameter>
hidden: <true | false>
constraints:

<{parameter constraints>

Element Required | Description
<param name> Yes Defines the name of an input parameter.
type Yes Defines the data type of an input parameter.
* string
* number
* json

* comma_delimited_list

label No Defines the human-readable label.
description No Defines the human-readable description.
default No Defines the default value used when input of the

parameter is omitted.

hidden No Defines whether to hide the parameter when a
user requests information about a stack created
from the template. This attribute can be used for
passwords. If omitted, false will be used.

* true
* false

constraints No Defines the constraints of the parameter.
Constraints are specified in the format described in
the section below.

The defined parameters can be used in the "resources section" or the "outputs section".
(For the method for using parameters, refer to the "get_param" function that is explained later)

The following is an example of specifying the parameter (flavor) for the type (flavor) of the
virtual server.

parameters:

flavor:
type: string
description: Flavor for the server to be created
default: T-1

resources:
server:
type: 0S::Nova::Server
properties:
flavor: { get_param: flavor }
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In the above example, T-1 is specified as the default value for the type (flavor) of the virtual
server. If the flavor parameter is not specified when a stack is created, the flavor of created
virtual servers will be T-1.

3.2.1 Parameter Constraints

This section explains the format of constraints in the parameters section.

Using constraints it is possible to define restrictions for input parameters.

As an example, the following type of usage becomes possible.

* Setting of limits on the length of user name strings and the characters that can be used.

constraints:
- <constraint type>: <constraint definition>
description: <constraint description>

Element Required | Description

<constraint type> Yes Specifies the type of constraint.
* length
* range

* allowed values
* allowed_pattern

<constraint definition> Yes Specifies the definition of a constraint in the format
corresponding to its type.

description No Defines the message that is displayed for the
user when a constraint is violated. If omitted, the
default message will be used.

<constraint type> and <constraint definition> are described in the section below.

3.2.1.1 length

Specifies constraints for a string parameter. The minimum and maximum number of characters
can be defined.
length: { min: <lower limit>, max: <upper limit> }

Element Required | Description

min No Specifies the minimum number of characters.
Specify min, max, or both.

max No Specifies the maximum number of characters.
Specify min, max, or both.

3.2.1.2 range

Specifies constraints for a number parameter. The minimum and maximum value can be
defined.

range: { min: <lower limit>, max: <upper limit> }

Element Required | Description
min No Specifies the minimum value. Specify min, max, or
both.
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Element Required | Description

max No Specifies the maximum value. Specify min, max, or
both.

3.2.1.3 allowed values

Specifies constraints for a string or number parameter. It specifies a reqular expression that
specified values must match.
allowed_values: [ <value>, <value>, ... ]

al lowed_values:
- <value>
- <value>

3.2.1.4 allowed pattern

Specifies constraints for a string parameter. It specifies a reqular expression that specified values
must match.
al lowed_pattern: <regular expression>

3.2.1.5 Example of specified constraints

parameters:
user_name:
type: string
|abel: User Name
description: User name to be configured for the application
constraints:
- length: { min: 6, max: 8 }
description: User name must be between 6 and 8 characters
- al lowed_pattern: ”[A-Z]+[a-zA-Z0-9]%"
description: User name must start with an uppercase character
instance_type:
type: string
|label: Instance Type
description: Instance type for compute instances
constraints:
- allowed_values:
- S-1

- §-2
- 54

3.2.2 Pseudo parameters

There are parameters provided by Heat separately to the input parameters. These parameters
can be referenced using the embedded function get_param, in the same manner as for the
parameters defined using the template.

Parameter name Description
0S::stack_name The name of the stack.
0S::stack _id The ID used to identify stacks.

The following is an example of a template that makes the name of the virtual server name the
same as the name of the stack.

resources:
server:
type: 0S::Nova::Server
properties:
name: { get_param: “0S::stack_name” }
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......................................................................................................................................................
. .

/7y Ifthe stack name is "sample_stack" then the name of the created server will also be
voree S@Mple_stack”.

l 3.3 Resources Section

The resources section defines the resources that make up a stack deployed from the template
(for example, compute instances, networks, storage volumes).
resources:
<{resource ID>:
type: <resource type>
properties:
<{property name>: <property value>
metadata:
<{resource specific metadata>
depends_on: <resource ID or list of ID>
deletion_policy: <deletion policy>

*Depending on the type specified in <resource type>, the definable elements vary. For the
<property name> and <property value> that can be used for each <resource type>, refer to
"Resource type details".

Element Required | Description

<resource ID> Yes Defines a unique resource ID in the template.

type Yes Specifies the resource type. For example, 0S::Nova::
Server, etc.

For the specifiable resource types, refer to"
Supported resource types".

properties No Specifies a list of resource properties.

<property name> No Specifies a property name. The name of the
properties defined for the resource type can be
used.

For details, refer to Resource type details.

<property value> No Specifies a value using the data type corresponding
to a property. This can be specified directly, or via
Intrinsic Functions.

For details, refer to Resource type details.

metadata No Specifies the metadata of a resource.

depends_on No Defines the dependency relationship with
other resources. For details, refer to Resource
dependencies.

deletion_policy No Specifies the deletion policy of resources. When
Delete is specified, the resource entity will be
removed on deletion. When Retain is specified, the
resource entity will not be removed on deletion. If
omitted, Delete will be used.

* Delete

* Retain
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3.3.1 Example definition of resources

resources:
my_instance:
type: 0S::Nova::Server
properties:
flavor: S-2
image: F18-x86_64-cfntools

3.3.2 Resource dependencies

depends_on can be used to define resources with one or more dependencies.
Specify the resource ID for the value.

Example definition of a single dependency:

resources:
serverl:
type: 0S::Nova::Server
depends_on: server?2

server?2:
type: 0S::Nova::Server

Example definition of multiple dependencies:

resources:
serverl:
type: 0S::Nova::Server
depends_on: [ server2, server3 ]

server2:
type: 0S::Nova::Server

server3:
type: 0S::Nova::Server

(1) * When depends_on is specified, creation of the dependent resource will wait for the
noice  Specified resource to be created first.

* In "Example definition of multiple dependencies", creation of server1 will start after
server2 and server3 have been created.

3.3.3 Referring to information

Usually systems are configured with many resources being coordinated with other resources.

For example, virtual servers need system volumes, and virtual servers are connected to the
network.

In Heat templates it is possible to directly describe the resource information (ID, etc.) of
dependencies, however, when creating resources simultaneously as in "Sample system
configuration - Example Heat template", it is not possible to describe that information.

In this type of situation, using functions enables defined resource information and parameters
to be reflected on the "resources" of created resources.

* For details on functions, refer to "Intrinsic Functions".

The following is an example of how to refer to information, using the get_resource function to
set the connection of the virtual server to the network, when creating the virtual server and the
network at the same time.

resources:
network:

-33-



type: 0S::Neutron::Net

subnet:
type: 0S::Neutron::Subnet
properties:
network_id: { get_resource: network }

port:
type: 0S::Neutron::Port
properties:
network_id: { get_resource: network }
fixed_ips:
- subnet_id: { get_resource: subnet }
server:
type: 0S::Nova::Server
properties:

networks: [“port”: {get_resource: port} ]

l 3.4 outputs Section

The outputs section defines output parameters that should be available to users.
The parameters defined here can be referenced by users as stack information. For example,
output parameters are used for the IP address of deployed instances, or, the URL of a web
application deployed to a stack.
outputs:

<{parameter name>:

description: <description>
value: <parameter value>

For details of the method to use "outputs" for viewing, refer to "Referring to outputs".

Element Required | Description

<parameter name> Yes Defines the name of a unique output parameter in
the outputs section.

description No Defines the description of an output parameter.

value No Defines the value of an output parameter. get_

attr can be used to obtain resource information.
If omitted, a null character is used as the default
value of an output parameter.

The example below defines the output parameter instance_ip used to obtain the IP address of a
compute resource.

resources:
my_instance:
type: 0S::Nova::Server
outputs:
instance_ip:
description: IP address of the deployed compute instance
value: { get_attr: [my_instance, first_address] }

|3.5 Intrinsic Functions

The embedded functions described below can be used in the HOT template.
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3.5.1 get param

The get_param function obtains the value of input parameters defined in the parameters

section.

get_param: <parameter name>

or

get_param:
- <parameter name>
- <key/index 1>
- <key/index 2>

Element

Required | Description

<parameter name> Yes Specifies the name of an input parameter defined
in the parameters section.
<key/index 1,2,..> No Specifies the key or index for obtaining data, when

the input parameter defined in the parameters
section is a list or hash.

Example specification of the get_param function:

parameters:
instance_type:
type: string

|label: Instance Type
description: Instance type to be used.

server_data:
type: json

resources:
my_instance:

type: 0S::Nova::Server

properties:

flavor: { get_param: instance_type }
metadata: { get_param: [ server_data, metadata ] }
key_name: { get_param: [ server_data, keys, 0 ] }

Example input paramete
{"instance_type”: “S-1”

rvalues:

{“server_data”: {“metadata”: {“foo”: “bar”}

“keys”: [“a_key”, “other_key”]1}}}
properties Value obtained using get_param
flavor 'S-1"
metadata {"foo": "bar"}
key_name "a_key"

3.5.2 get attr

The get_attr function references the attribute value of an instantiated resource.
The name of an attribute defined for the resource type must be specified.

get_attr:
- <resource ID>
- <attribute name>
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- <key/index 1>
- <key/index 2>

Element Required | Description

<resource ID> Yes Resources SectionSpecifies a resource ID defined in
the Resources Section.

<attribute name> Yes Specifies the name of an attribute for which you
want to reference the value. The name of the
attribute defined for the resource type can be used.

<key/index 1,2,..> No Specifies the key or index for obtaining data, when
the attribute is a list or hash.

Example specification of the get_attr function:

resources:
my_instance:
type: 0S::Nova::Server

outputs:
instance_ip:
description: IP address of the deployed compute instance
value: { get_attr: [my_instance, first_address] }
instance_private_ip:
description: Private IP address of the deployed compute instance
value: { get_attr: [my_instance, networks, private, 0] }

In this example, the networks attribute holds data such as the following.

{"public”: [“2001:0db8:0000:0000:0000:ff00:0042:8329", “1.2.3.4"],
“private”: [710.0.0.17]}

In the above example, the "instance_private_ip" value in the outputs section is "10.0.0.1".

3.5.3 get resource

The get_resource function references another resource defined in the same template. The return
value is the resource ID defined for each resource type.
For example, an IP address is returned for floating IP resources.

get_resource: <resource ID>

Element Required | Description
<resource ID> Yes Resources SectionSpecifies a resource ID defined in
the Resources Section.

3.5.4 str replace

The str_replace function replaces strings.
str_replace:

template: <{template string>

params: <parameter mappings>

Element Required | Description

template Yes Specifies the string that is the replacement source.

-36 -



Element Required | Description

params Yes Specifies the mapping of the string for
replacement. Other functions such as get_attr can
be used.

Example specification of the str_replace function (1):

resources:
my_instance:
type: 0S::Nova::Server

outputs:
Login_URL:
description: The URL to log into the deployed application
value:
str_replace:
template: http://host/MyApplication
params:
host: { get_ attr: [ my_instance, first_address ] }

In the above example, assuming the value returned by get_attr: [ my_instance, first_address ] is
"10.0.0.1", the value of the output parameter "Login_URL" will be "http://10.0.0.1/MyApplication".

Example specification of the str_replace function (2):

parameters:
DBRootPassword:
type: string
|label: Database Password
description: Root password for MySQL
hidden: true

resources:
my_instance:
type: 0S::Nova::Server
properties:
# general properties ...
user_data:
str_replace:
template: |
#!1/bin/bash
echo “Hello world”
echo “Setting MySQL root password”
mysqladmin -u root password $db_rootpassword
# do more things ..
params:
$db_rootpassword: { get_param: DBRootPassword }

In the above example, in relation to user_data input for the compute resource, the str_replace
function is used to replace the string "$db_rootpassword" with the value of the input parameter
"DBRootPassword" of the template.

3.5.5 get file

The get_file function references string data.

For example, use this function when referencing content of scripts or configuration files in a
non-Heat format.

get_file: <content key>
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Element Required | Description
<content key> Yes Specifies a key for referencing string data. When
executing from the REST API of Heat, the string
data mapped in files of the request parameters is
referenced.
resources:
my_instance:
type: 0S::Nova::Server
properties:
# general properties ...
user_data:

get_file: my_instance_user_data. sh

my_other_instance:
type: 0S::Nova::Server
properties:
# general properties ...
user_data:

get_file: http://example. com/my_other_instance_user_data. sh

In the above example, when executing from the REST API, the string data mapped in files of the

request parameters is referenced.
“files” @ {

“my_instance_user_data. sh” : “<my_instance_user_data. sh file content (x)>”
“http://example. com/my_other_instance_user_data. sh” : “<my_other_instance_user_data. sh

file content (*)>”

(*1) To specify escaped characters, use '\'. For example: return ->\n, " ->\"

3.5.6 resource facade

The resource_facade function is used by the resource template.
In the resource template, properties values can be retrieved. Use this function to retrieve other

values.
resource_facade: <data type>

Element Required

Description

<data type> Yes

Specifies the data type for retrieving values.

* metadata

* deletion_policy

Example definition of the parent template

resources:
my_server:
type: my_actual_server. yaml
metadata:
key: value
some: more stuff

Example definition of the resource templa

resources:
_actual_server_:
type: 0S::Nova::Server

te "my_actual_server.yaml":

metadata: { resource_facade : metadata }
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Part 4: Supported resource
types

Topics:

* Supported resource types
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B 4.1 Supported resource types

The following resource types can be specified in the Resources section.
Refer to "Resource type details" for details on each resource type. Refer to "Resource type
properties" for a list of the properties that can be used with each resource.

Services Resource Types Note

Auto Scaling FCX::AutoScaling::AutoScalingGroup

FCX::AutoScaling::LaunchConfiguration

FCX::AutoScaling::ScalingPolicy

Telemetry 0S::Ceilometer::Alarm

0S::Ceilometer::CombinationAlarm

Block Storage 0S::Cinder::Volume
0S::Cinder::VolumeAttachment
Compute 0S::Nova::Server

0S::Nova::ServerGroup

0S::Nova::KeyPair

Network 0S::Neutron::Firewall

0S::Neutron::FirewallPolicy

0S::Neutron::FirewallRule

0S::Neutron::FloatingIP

0S::Neutron::FloatinglPAssociation

0S::Neutron::Net

0S::Neutron::Port

0S::Neutron::Router

0S::Neutron::Routerlnterface

0S::Neutron::SecurityGroup

0S::Neutron::Subnet

FCX::Neutron::NetworkConnector

FCX::Neutron::NetworkConnectorEndpoint

FCX::Neutron::NetworkConnectorEndpointConnection

Expandable Load Balancing | FCX::ExpandableLoadBalancer::LoadBalancer

Database FCX::Database::DBInstance

FCX::Database::DBSubnetGroup

FCX::Database::DBParameterGroup

Object Storage 0S::Swift::Container
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Part 5: Resource type details

Topics: |

* Resource type details
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B 5.1 Resource type details

5.1.1 Auto Scaling

5.1.1.1 FCX::AutoScaling::AutoScalingGroup

5.1.1.1.1 HOT Syntax

heat_template_version: 2013-05-23
resources:

the_resource:

type: FCX::AutoScaling::AutoScal ingGroup

properties:
AvailabilityZones: [Value, Value, ...]
Cooldown: Number
HealthCheckGracePeriod: Integer
HealthCheckType: String
LaunchConfigurationName: String
LoadBalancerNames: [Value, Value, ...]
MaxSize: Integer
MinSize: Integer
Tags: [{"Value”: String, “Key”: String}, {"Value”: String, “Key”: String}, ...]
VPCZoneldentifier: [String, String, ...]

5.1.1.1.2 Notes

* When an abnormal instance detected using the health check of Load Balancer is automatically
recovered, and scaling by CPU load, etc., is used at the same time, the event for which the
abnormal instance was detected may be recorded in the stack event during the scale-in
operation. It is not necessary to address this as it is an instance-related event that will be
deleted by scaling in.

* Instances that have already been created cannot be incorporated into the AutoScalingGroup.

* To assign the following information to a virtual server, it is necessary to have a virtual router
connected to the network to which the virtual server is connected.

* Host name (Computer name)
* Administrator password
* Authentication key (keypair)

5.1.1.1.3 Properties

AvailabilityZones

* Not Implemented.

Specify an appropriate value to support future feature enhancements.
* Required property.
* Type: List

Cooldown

* Cooldown period, in seconds.
Set sufficient time (in seconds) for execution of scaling to be completed.
The time of stack creation will be recorded as the initial scaling execution time.
Alarms that occur during the standby time leading up to the next scale are discarded.
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When using scaling with multiple alarms, of the values obtained using the estimation formula
described later in this document, set the largest value for this item.

When abnormal instances detected using the health check of Load Balancer are automatically
recovered, and scaling by CPU load, etc., is used at the same time, set this item only, and do
not set Cooldown of FCX::AutoScaling::ScalingPolicy.

The estimation formula is as follows, with the largest value obtained using this formula to be
set.

* When using scale-out:
(Time required to create one instance x ScalingAdjustment value)
* FCOX::AutoScaling::Time specified for HealthCheckGracePeriod of AutoScalingGroup
* 0S::Ceilometer::Alarm period x 0S::Ceilometer::Alarm evaluation_periods
* Number of Grade(ELB VM) subnets x Number of Grades (ELB VM) x 10 (*1)
* 60
* When using scale-in:
Time required to delete one instance x (ScalingAdjustment value x -1)
* FCX::AutoScaling::Time specified for HealthCheckGracePeriod of AutoScalingGroup
* 0S::Ceilometer::Alarm period x 0S::Ceilometer::Alarm evaluation_periods
* Number of Grade(ELB VM) subnets x Number of Grades (ELB VM) x 10 (*1)
* 60
* When an abnormal instance detected using the health check of Load Balancer is
automatically recovered
(Time required to create one instance x ScalingAdjustment value)
* FCX::AutoScaling::Time specified for HealthCheckGracePeriod of AutoScalingGroup
* (Time required to delete one instance x 5)
* FCX::AutoScaling::Time specified for HealthCheckGracePeriod of AutoScalingGroup

* (Time required to create one instance x FCX::AutoScaling::MinSize value of
AutoScalingGroup)

* FCX::AutoScaling::Time specified for HealthCheckGracePeriod of AutoScalingGroup
* 0S::Ceilometer::Alarm period x 0S::Ceilometer::Alarm evaluation_periods
* Number of Grade(ELB VM) subnets x Number of Grades (ELB VM) x 10 (*1) x 3

(1) "Number of Grade(ELB VM) subnets" is the number of subnets specified in Subnets
noice 1N the properties of FCX::ExpandableLoadBalancer::LoadBalancer in the template.

* "Number of Grades (ELB VM)" is the number of instances registered under the name
specified in LoadBalancerName of FCX::ExpandableLoadBalancer::LoadBalancer in
the template when a stack is created.

* *1: This is rough estimate for times of low loads, so this will vary depending on
communication performance.

* Optional property, defaults to 0.
* Type: Number

HealthCheckGracePeriod
* The amount of time until LoadBalancer starts the health check, after an instance is created.
* Optional property, defaults to 0.
* Type: Integer

HealthCheckType
* The type of health check.
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Only "ELB" is supported.
Only Load Balancer "ELB" is supported.

When LoadBalancerNames and this parameter are specified, abnormal instances detected
using the health check of Load Balancer are automatically recovered.

* Optional property.
* Type: String

LaunchConfigurationName
* The reference to a LaunchConfiguration resource.
* Required property.
* Type: String

LoadBalancerNames
* List of LoadBalancer resources.
* Optional property.
* Type: List

MaxSize
* Maximum number of instances in the group.

When an abnormal instance detected using the health check of Load Balancer is automatically
recovered, set a value of MinSize + 1 or higher.

* Required property.
* Type: Integer

MinSize
* Minimum number of instances in the group.
* Required property.
* Type: Integer

Tags
* Tags to attach to this group.
* Optional property.
* Type: List
* List contents:
* Optional property.
* Type: Map
* Map properties:
* Key
* Required property.
* Type: String
* Value
* Required property.
* Type: String
Below is an example of specifying a password when the operating system is Windows.
Tags: [ { Value: 'password’, Key: "admin_pass'} ]

VP(Zoneldentifier
* To list the internal subnet to which the instance will be attached.
When specified, set one or more subnets.
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When LoadBalancerNames and multiple subnets are specified for this parameter, the first
subnet is targeted for distribution by Load Balancer.

* Optional property.

* Type: List

* List contents:
* UUID of the internal subnet to which the instance will be attached.
* Optional property.
* Type: String

5.1.1.1.4 Attributes

Instancelist

A comma-delimited list of server ip addresses. (Heat extension).

5.1.1.2 FCX::AutoScaling::LaunchConfiguration

5.1.1.2.1 HOT Syntax

heat_template_version: 2013-05-23
resources:

the_resource:
type: FCX::AutoScaling::LaunchConfiguration
properties:

BlockDeviceMappingsV2: [{“source_type”: String, “destination_type”: String
“boot_index”: String, “device_name”: String, “volume_size”: String, “uuid”: String,
“delete_on_termination”: Boolean, “volume_type”: String}, ...]

Imageld: String

InstanceType: String

KeyName: String

NovaSchedulerHints: [{"Value”: String, “Key”: String}, {"Value”: String, “Key”:
String}, ...]

SecurityGroups: [Value, Value, ...]

UserData: String

5.1.1.2.2 Instance that will be created

The format of the instance name to be created is as follows:

"First 2 characters of the stack name" + "-" + "Last 11 characters of the resource name of the
AutoScalingGroup" + ™" + "Random ID (12 characters)" +"-" + "Random ID (12 characters)" + "-" +
"Random ID (12 characters)"

Example: au-aling_group-knu4eeueo2c5-cyrtttd6lwbu-xsge7xcbkxum
The instance name is set as the host name with the hyphen (-) converted into an underscore

().
5.1.1.2.3 Notes

* To enable access to a created instance from an external network, it is necessary to separately

assign an IP address (floating IP address) for external connections to an instance after it is
created using a stack.

* After an instance is created, loads will not be distributed to the new IP address even if the IP
address of a distribution destination instance registered in Load Balancer is changed.

* When the properties are changed on updating a stack, the properties after the change are
reflected to newly added instances or redeployed instances.
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5.1.1.2.4 Properties

BlockDeviceMappingsV2

* Block device mappings to attach to instance.
* Required property.
* Type: List
* List contents:
* Optional property.
* Type: Map
* Map properties:
* source_type
* Describes the volume source type for the volume.
* Required property.
* Allowed values: image, volume, snapshot
* Type: String
* destination_type
* Describes where the volume comes from.
* Required property.
* Allowed values: volume
* Type: String
* boot_index
* Indicates a number designating the boot order of the device.
Specifies continuous values from 0. For the boot disk, "0" is specified.
* Required property.
* Type: String
* volume_size
* Size of the volume (GB).

This item must be specified when "image" is specified for source_type. Specify a value
equal to or higher than the min_disk parameter of the image to be used. If the min_disk
parameter of the image to be used has not been specified or is "0", check the minimum
size with the image provider and specify the value accordingly.

If "volume" was specified for source_type, this item will not be enabled even if a value is
specified, and the volume size will not change.

If 'snapshot" was specified for source_type, and this item is omitted, the volume size of
the snapshot collection source will be used.

* Optional property.
* Type: String
* uuid
* uuid of the resource specified for source_type.
* Required property.
* Type: String
* delete_on_termination
* Indicate whether the volume should be deleted when the instance is terminated.

When "True" is specified, the volume that was created during scale-out and stack creation
will be deleted during scale-in and during stack deletion.

When "False" is specified, the volume that was created during scale-out and stack
creation will not be deleted durin? scale-in and during stack deletion. If you want to
retain the volume content even after an instance is deleted, specify "False".

The volume where snapshots are collected will not be deleted even if "True" is specified.

S 46 -



* Optional property, defaults to "True".
* Type: Boolean
* device_name

* A device name where the volume will be attached in the system at /dev/
device_name.e.g. vdb

Specify in the "/dev/vdx" format. "/devivd" is a fixed string, specify a letter that is valid as a
device name for "x".

When creating an instance with multiple volumes assigned, specify the highest priority
letter among all of the device names of volumes for the boot volume.
The order of priorityisa>b>c> ...
* Required property.
* Type: String
* volume_type
* Specify a volume type name.

Volumes are only created with the specified volume type when image is specified for
sourcetype. If omitted, M1 is used.

When volume is specified for sourcetype, the volume type cannot be changed. Therefore,
specification of values is not possible.

When snapshot is specified for sourcetype, volumes are created using the volume type of
the volume of the snapshot source. Specification of values is not possible.

* Optional property.
* Type: String

Imageld
* Glance image ID or name.
* Optional property.
* Type: String
* Value must be of type glance.image

InstanceType
* Nova instance type (flavor).
* Optional property.
* Type: String
* Value must be of type nova.flavor

KeyName
* Optional Nova keypair name.
* Optional property.
* Type: String
* Value must be of type nova.keypair

NovaSchedulerHints
* Scheduler hints to pass to Nova (Heat extension).
When creating an instance with the server group uuid of "anti-affinity" specified, if there is
no VM host where an instance can be created (the number of VM hosts that can be used is

smaller than the number of instances belonging to the same server group), the instance
status becomes ERROR after the instance creation request is received.

* Optional property.
* Type: List
* List contents:
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* Optional property.
* Type: Map
* Map properties:
* Key
* Required property.
* Type: String
* Value
* Required property.
* Type: String

SecurityGroups
* Security group names to assign.

SecurityGroup must be a security group with the permissions for TCP connections to the
following IP address and port number.

* IP address: 169.254.169.254
* Port number: 80

i~ IfTCP connections are not permitted, setting of the host name (computer name) and
administrator password may not be performed during instance creation.

i CAUTION

* Optional property.
* Type: List

UserData
* User data to pass to instance.
Specifies the script. The supported format is mainly as shown below.
* Linux:
* Shell script (begins with #!)
* Windows:
* PowerShell (begins with #ps1_sysnative or #ps1_x86)
* Windows batch (begins with rem cmd)
* Optional property.
* Type: String
Below is an example in which the c:temp directory is created using PowerShell.

UserData: |
#!ps1_sysnative
New-Item “c:¥¥temp” -Type Directory

Below is an example in which unique processing is performed after a restart of the instance.
UserData: |
#!/bin/sh

* Declare the processing to be performed before a restart
scr ipt_name="<xAny name>”

CLOUD_DIR="/var/lib/cloud”

SCRIPT_DIR="$ {CLOUD_DIR} /scripts”
MODULE="per-instance”

SCRIPT="$ {SCRIPT_DIR} /$ {MODULE} /$ {script_name}”

cat > ${SCRIPT} <<EOS

#!/bin/sh

* Declare the processing to be performed after a restart
EOS
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chmod +x “$ {SCRIPT}”
rm /var/lib/cloud/instance/sem/config_scripts_per_instance

reboot #* Restart

i~ Incase operating system is Linux, specified value with cloud-config format invalid.

i CAUTION

......................................................................................................................................................

5.1.1.3 FCX::AutoScaling::ScalingPolicy
5.1.1.3.1 HOT Syntax

heat_template_version: 2013-05-23

resources:

the_resource:
type: FCX::AutoScaling::ScalingPolicy
properties:
Ad justmentType: String
AutoScal ingGroupName: String
Cooldown: Number
Scal ingAdjustment: Number

5.1.1.3.2 Notes

None.

5.1.1.3.3 Properties

AdjustmentType
* Type of adjustment (absolute or percentage).
* Required property.
* Allowed values: ChangelnCapacity, ExactCapacity, PercentChangelnCapacity

AutoScalingGroupName
* AutoScaling group name to apply policy to.
* Required property.
* Type: String

Cooldown
* Cooldown period, in seconds.
Set sufficient time (in seconds) for execution of scaling to be completed.
Alarms that occur during the standby time leading up to the next scale are discarded.

When abnormal instances detected using the health check of Load Balancer are automatically
recovered, and scaling by CPU load, etc., is used at the same time, only set Cooldown of
FCX::AutoScaling::AutoScalingGroup, and do not specify this item.

The estimation formula is shown below.

* When using scale-out:
(Time required to create one instance x ScalingAdjustment value)
* FCX::AutoScaling::Time specified for HealthCheckGracePeriod of AutoScalingGroup
* 0S::Ceilometer::Alarm period x 0S::Ceilometer::Alarm evaluation_periods

* Number of Grade(ELB VM) subnets x Number of Grades (ELB VM) x 10 (*1)
* 60
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* When using scale-in:
Time required to delete one instance x (ScalingAdjustment value x -1)
* FCX::AutoScaling::Time specified for HealthCheckGracePeriod of AutoScalingGroup
* 0S::Ceilometer::Alarm period x 0S::Ceilometer::Alarm evaluation_periods
* Number of Grade(ELB VM) subnets x Number of Grades (ELB VM) x 10 (*1)

* 60

* When an abnormal instance detected using the health check of Load Balancer is
automatically recovered

(Time required to create one instance x ScalingAdjustment value)

* FCX::AutoScaling::Time specified for HealthCheckGracePeriod of AutoScalingGroup
* (Time required to delete one instance x 5)

* FCX::AutoScaling::Time specified for HealthCheckGracePeriod of AutoScalingGroup

* (Time required to create one instance x FCX::AutoScaling::MinSize value of
AutoScalingGroup)

* FCX::AutoScaling::Time specified for HealthCheckGracePeriod of AutoScalingGroup
* 0S::Ceilometer::Alarm period x 0S::Ceilometer::Alarm evaluation_periods
* Number of Grade(ELB VM) subnets x Number of Grades (ELB VM) x 10 (*1) x 3

Notice

* "Number of Grade(ELB VM) subnets" is the number of subnets specified in Subnets

in the properties of FCX::ExpandableLoadBalancer::LoadBalancer in the template.

* "Number of Grades (ELB VM)" is the number of instances registered under the name

specified in LoadBalancerName of FCX::ExpandableLoadBalancer::LoadBalancer in
the template when a stack is created.

* *1: This is rough estimate for times of low loads, so this will vary depending on

communication performance.

* Optional property, defaults to 0.
* Type: Number

ScalingAdjustment

* Size of adjustment.

Notes when automatic recovery of abnormal instances detected by the health check of Load
Balancer is used:

* If 0 is specified, nothing will happen.

* Specify a value smaller than MaxSize of FCX::AutoScaling::AutoScalingGroup, and in the
range of 1to 5.

* Required property.
* Type: Number

5.1.1.3.4 Attributes

AlarmUrl

Asigned url to handle the alarm. (Heat extension).

5.1.2 Telemetry

5.1.2.1 0S::Ceilometer::Alarm

-50-



5.1.2.1.1 HOT Syntax

heat_template_version: 2013-05-23
resources:

the_resource:

type: 0S::Ceilometer::Alarm

properties:
alarm_actions: [Value, Value, ...]
compar ison_operator: String
description: String
enabled: Boolean
evaluation_periods: Integer
insufficient_data _actions: [Value, Value, ...]
matching_metadata: {...}
meter_name: String
ok_actions: [Value, Value, ...]
period: Integer
repeat_actions: Boolean
statistic: String
threshold: Number

5.1.2.1.2 Notes

None

5.1.2.1.3 Properties

alarm actions

* Alist of URLs (webhooks) to invoke when state transitions to alarm.
* Optional property.
* Type: List

comparison _operator

* Operator used to compare specified statistic with threshold.
* Optional property.

* Allowed values: ge, gt, eq, ne, It, le

* Type: String

description

* Description for the alarm.
* Optional property.
* Type: String

enabled

* True if alarm evaluation/actioning is enabled.
* Optional property, defaults to "true".
* Type: Boolean

evaluation periods

* Number of periods to evaluate over.
* Optional property, defaults to 1.
* Type: Integer

insufficient data actions

* Alist of URLs (webhooks) to invoke when state transitions to insufficient-data.
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* Optional property.
* Type: List

matching metadata

* Meter should match this resource metadata (key=value) additionally to the meter_name.

When monitoring the CPU usage rate of instances in the AutoScalingGroup,
metadata.user_metadata.groupname is specified as the key, and the AutoScalingGroup
resource is specified for the value.

When this item is used for automatic recovery of an abnormal instance detected using the
health check of Load Balancer, resource_id is specified as the key, and the name of Load
Balancer is specified for the value.

* Optional property, defaults to "{}".
* Type: Map

meter_name

* Meter name watched by the alarm.
When monitoring the CPU usage rate of an instance, fcx.compute.cpu_util is specified.

When this item is used for automatic recovery of an abnormal instance detected using the
health check of Load Balancer, fcx.loadbalancing.instance.unhealthy is specified.

* Required property.
* Type: String

ok actions

* Alist of URLs (webhooks) to invoke when state transitions to ok.
* Optional property
* Type: List

period

* Period (seconds) to evaluate over.
* Optional property, defaults to 60.
* Type: Integer

repeat_actions

* False to trigger actions when the threshold is reached AND the alarm's state has changed. By
default, actions are called each time the threshold is reached.

Alarms that occur during the cooldown period leading up to the next scale are discarded, so it
may not be possible to recover from events that have occurred.

Specify "true" to periodically issue an alarm until recovery of the event(s) in question.

When this item is used for automatic recovery of an abnormal instance detected using the
health check of Load Balancer, "true" is specified.

* Optional property, defaults to "false".
* Type: Boolean

statistic

* Meter statistic to evaluate.

When this item is used for automatic recovery of an abnormal instance detected using the
health check of Load Balancer, "min" is specified.

* Optional property.
* Allowed values: count, avg, sum, min, max
* Type: String
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threshold

* Threshold to evaluate against.

Notes when automatic recovery of abnormal instances detected by the health check of Load
Balancer is used:

* Specify the same value as the ScalingAdjustment value specified in the policy settings.

* When a value of 2 or higher has been set, automatic recovery will not take place until at
least that number of instances are in an error state.

* Required property.
* Type: Number

5.1.3 Block Storage

5.1.3.1 0S::Cinder::Volume

5.1.3.1.1 HOT Syntax

heat_template_version: 2013-05-23
resources:

the_resource:

type: 0S::Cinder::Volume

properties:
availability_zone: String
backup_id: String
description: String
image: String
metadata: {...}
name: String
size: Integer
snapshot_id: String
source_volid: String
volume_type: String

5.1.3.1.2 Notes

When snapshot is specified for sourcetype, volumes are created using the volume type of the
volume of the snapshot source. Specification of values is not possible.

5.1.3.1.3 Properties

availability zone

* The availability zone in which the volume will be created.
* Optional property.
* Type: String

backup id

* If specified, the backup to create the volume from.
* Optional property.
* Type: String

description

* Adescription of the volume.
This value will not be set when backup_id is specified.
* Optional property.
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* Type: String

image
* If specified, the name or ID of the image to create the volume from.
* Optional property.
* Value must be of type glance.image

metadata
* Key/value pairs to associate with the volume.
This value will not be set when backup_id is specified.
* Optional property.
* Type: Map

name
* A name used to distinguish the volume.

When backup_id is specified, the value that is set will differ depending on the setting value of
the volume from which the backup was collected.

* The volume from which the backup was collected does not have a setting value
This setting value will be set.
* The volume from which the backup was collected has a setting value
The value of the volume from which the backup was collected will be set.
* Optional property
* Type: String

Size
* The size of the volume in GB. On update only increase in size is supported.
* Optional property.
* Type: Integer
* The value must be at least 1.

snapshot_id
* If specified, the snapshot to create the volume from.
* Optional property.
* Type: String
* Value must be of type cinder.snapshot

source_volid
* If specified, the volume to use as source.
* Optional property.
* Type: String
* Value must be of type cinder.volume

imageRef

I DEPRECATED! - Use property image.

i CAUTION

......................................................................................................................................................

* The ID of the image to create the volume from.
* Optional property.
* Type: String
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volume type

* If specified, the type of volume to use, mapping to a specific backend.
This value will not be set when backup_id is specified.

* Optional property.

* Type: String

5.1.3.1.4 Attributes

availability zone

The availability zone in which the volume is located.

bootable

Boolean indicating if the volume can be booted or not.

created at

The timestamp indicating volume creation.

display description

Description of the volume.

display name

Name of the volume.

metadata

Key/value pairs associated with the volume.

size

The size of the volume in GB.

snapshot id

The snapshot the volume was created from, if any.

source volid

The volume used as source, if any.

status

The current status of the volume.

volume type

The type of the volume mapping to a backend, if any.

5.1.3.2 0S::Cinder::VolumeAttachment

5.1.3.2.1 HOT Syntax

heat_template_version: 2013-05-23
resources:

the_resource:
type: 0S::Cinder::VolumeAttachment
properties:
instance_uuid: String
mountpoint: String
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volume_id: String

5.1.3.2.2 Notes

None

5.1.3.2.3 Properties

instance uuid

* The ID of the server to which the volume attaches.

* Required property.
* Type: String

mountpoint

* The location where the volume is exposed on the instance. This assignment may not be
honored and it is advised that the path /dev/disk/by-id/virtio-<Volumeld> be used instead.

* Optional property.
* Type: String

volume id

* The ID of the volume to be attached.
* Required property.

* Type: String

* Value must be of type cinder.volume

5.1.4 Compute

5.1.4.1 0S::Nova::Server

5.1.4.1.1 HOT Syntax

heat_template_version: 2013-05-23
resources:

the_resource:
type: 0S::Nova::Server
properties:
availability_zone: String

block_device mapping: [{“volume_size”:

Integer,

“volume_id”: String, “snapshot_id”:

String, “delete_on_termination”: Boolean, “device_name”: String}, {“volume_size”:

Integer, “volume_id”: String, “snapshot_id

“device_name”: String}, ...]
diskConfig: String
flavor: String
flavor_update_policy: String
image: String
image_update_policy: String
key_name: String
metadata: {...}
name: String

networks: [{“port”: String, “fixed_ip
{"port”: String, “fixed_ip”: String, “uuid

personality: {...}
reservation_id: String
scheduler_hints: {...}

security_groups: [Value, Value, ..
software_config_transport: String

“: String,

“: String,
“: String,
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“uuid”: String, “network”: String]
“network”: String}, ...]



user_data: String
user_data_format: String

5.1.4.1.2 Notes

To assign the following information to a virtual server, it is necessary to have a virtual router
connected to the network to which the virtual server is connected.

* Host name (Computer name)
* Administrator password
* Authentication key (keypair)

5.1.4.1.3 Properties

availability_zone
* Name of the availability zone for server placement.
* Optional property.
* Type: String

block device mapping

* Block device mappings for this server.
* Required property.
* Type: List
* List contents:

* Optional property.

* Type: Map

* Map properties:

* delete_on_termination
* Indicate whether the volume should be deleted when the server is terminated.

Specifies whether the volume that was created during scale-out and stack creation will be
deleted during scale-in and during stack deletion.

When "True" is specified, the volume that was created during scale-out and stack creation
will be deleted during scale-in and during stack deletion.

When "False" is specified, the volume that was created during scale-out and stack
creation will not be deleted during scale-in and during stack deletion.

If not specified, "False (do not delete)" will be used.
The volume where snapshots are collected will not be deleted even if "True" is specified.
* Optional property.
* Type: Boolean
* device_name

* A device name where the volume will be attached in the system at /dev/device_name.
This value is typically vda.

Specify in the "/dev/vdx" format. "/devivd" is a fixed string, specify a letter that is valid as a
device name for "x".

When creating an instance with multiple volumes assigned, specify the highest priority
letter among all of the device names of volumes for the boot volume.

The order of priorityisa>b>c> ...
If vda is specified without an image being specified, only vda will be specified and "/dev/"
will not be appended.
* Required property.
* Type: String
* snapshot_id
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* The ID of the snapshot to create a volume from.
If volume_id is not specified, this item must be specified.
* Optional property.
* Type: String
* Value must be of type cinder.snapshot
* volume_id

* The ID of the volume to boot from. Only one of volume_id or snapshot_id should be
provided.

If snapshot_id is not specified, this item must be specified.
* Optional property.
* Type: String
* Value must be of type cinder.volume
* volume_size

* The size of the volume, in GB. It is safe to leave this blank and have the Compute service
infer the size.

* If volume_id is specified and delete on termination is set to "True":

This setting is mandatory. However, the specified volume size is ignored, and there is
no change to the volume size specified for volume_id.

* If volume_id is specified and delete on termination is not specified, or set to "False":

This must not be specified. If specified, the specified volume size is ignored, and there
is no change to the volume size specified for volume_id.

* If snapshot_id is specified and delete on termination is set to "True":
This setting is mandatory.
* If snapshot_id is specified and delete on termination is not specified, or set to "False":

This item is optional. If this item is omitted, the volume size of the snapshot collection
source will be used.

* Optional property.
* Type: Integer

diskConfig

* Control how the disk is partitioned when the server is created.
* Optional property.
* Allowed values: AUTO, MANUAL

flavor

The ID or name of the flavor to boot onto.
* Required property.

* Type: String

* Value must be of type nova.flavor

image

* The ID or name of the image to boot with.
* Optional property.

* Type: String

* Value must be of type glance.image

key name

* Name of keypair to inject into the server.
* Optional property.
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* Type: String
* Value must be of type nova.keypair

metadata

* Arbitrary key/value metadata to store for this server. Both keys and values must be 255
characters or less. Non-string values will be serialized to JSON (and the serialized string must
be 255 characters or less).

* Optional property.
* Type: Map
Below is an example of specifying a password when the operating system is Windows.

The specified password is set for users specified in cloudbase-init.
metadata: { “admin_pass”: 'password } }

nam

* Server name.

Specify the value using up to 63 characters. Up to 255 characters can be specified, however, if
the name is 64 characters or longer, the host name/computer name set for an instance will be
as follows.

* Linux:
The host name will be "host-fixed|pAddressOfEthQ".
* Windows:
The computer name is the default name set by Windows.
The string set for the host name/computer name is changed as follows and set.
* Spaces () and underscores (_) are replaced with a hyphen (-).
* Uppercase alphabetic characters are replaced with lowercase alphabetic characters.
* Symbols other than periods (.) and hyphens (-) are removed.

* Periods (.) are removed from the bedginning and end of the string if any, and a string
consisting of hyphens (-) is removed.

Furthermore, if the operating system is Windows:

* If the string contains a period (.) other than at the beginning or end, the characters
preceding the period will be used for the name.

* Optional property.
* Type: String

networks

An ordered list of NICs to be added to this server, with information about connected networks,
fixed IPs, port etc.

* Optional property.
* Type: List
* List contents:
* Optional property.
* Type: Map
* Map properties:
* fixed_ip
* Fixed IP address to specify for the port created on the requested network.
* Optional property.
* Type: String
* network
* Name or ID of network to create a port on.
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* Optional property.
* Type: String
* Value must be of type neutron.network
* port
* ID of an existing port to associate with this server.
* Optional property.
* Type: String
* uuid

..............................................................................................................................................

I DEPRECATED! - Use property network.

i CAUTION

* ID of network to create a port on.

* Optional property.

* Type: String

* Value must be of type neutron.network

scheduler_hints
* Arbitrary key-value pairs specified by the client to help boot a server.

When creating an instance with the server group uuid of "anti-affinity" specified, if there is
no VM host where an instance can be created (the number of VM hosts that can be used is
smaller than the number of instances belonging to the same server group), the instance
status becomes ERROR after the instance creation request is received.

* Optional property.

* Type: Map

security groups
* List of security group names or IDs. Cannot be used if neutron ports are associated with this
server; assign security groups to the ports instead.

SecurityGroup must be a security group with the permissions for TCP connections to the
following IP address and port number.

* |P address: 169.254.169.254
* Port number: 80

If TCP connections are not permitted, setting of the host name (computer name) and
administrator password may not be performed during instance creation.

* Optional property, defaults to "[]".
* Type: List

user_data
* User data script to be executed by cloud-init.

Specifies the script. The supported format is mainly as shown below.

* Linux:
* Shell script (begins with #!)

* Windows:
* PowerShell (begins with #ps1_sysnative or #ps1_x86)
* Windows batch (begins with rem cmd)

* Optional property, defaults to ™.
* Type: String
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1~ Ifthe operating system is Linux, the cloud-config format can be specified apart from
scripts, however, it is recommended that scripts be specified.

CAU'-I'ION
user_data_format

* Specify "RAW".

* Optional property, defaults to "HEAT_CFNTOOLS".

* Type: String

: 1> Only "RAW" is supported.
i cunon * RAW: The specified user_data is passed as is to Nova.

1. DEPRECATED!

i CAUTION

* Name of the administrative user to use on the server. This property will be removed from Juno
in favor of the default cloud-init user set up for each image (e.qg. "'ubuntu" for Ubuntu 12.04+,
"fedora" for Fedora 19+ and "cloud-user" for CentOS/RHEL 6.5).

* Optional property.
* Type: String

5.1.4.1.4 Attributes

access|Pv4
The manually assigned alternative public IPv4 address of the server.

accesslIPvb
The manually assigned alternative public IPv6 address of the server.

addresses

A dict of all network addresses with corresponding port_id. The port ID may be obtained through
the following expression: "{get_attr: [<server>, addresses, <network name>, 0, port]}".

{get_attr: [<server>, addresses, <network name>, 0, port]}

first address

......................................................................................................................................................

i~ DEPRECATED! - Use the networks attribute instead of first_address. For example:

CAU}mN "{get_attr: [<server name>, networks, <network name>, 0]}"
Convenience attribute to fetch the first assigned network address, or an empty string if nothing
has been assigned at this time. Result may not be predictable if the server has addresses from

more than one network.

instance_name
AWS compatible instance name.

networks
A dict of assigned network addresses of the form: {"public": [ip1, ip2...], "private": [ip3, ip4]}.
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show
A dict of all server details as returned by the API.

5.1.4.2 0S::Nova::ServerGroup
5.1.4.2.1 HOT Syntax

heat_template_version: 2013-05-23

resources:

the_resource:
type: 0S::Nova::ServerGroup
properties:
name: String
policies: [String, String, ...]
availability_zone: String

5.1.4.2.2 Notes

When creating an instance with the server group uuid of "anti-affinity" specified, if there is no
VM host where an instance can be created (the number of VM hosts that can be used is smaller

than the number of instances belonging to the same server group), the instance status becomes
ERROR after the instance creation request is received.

5.1.4.2.3 Properties

name
* Server Group name.
* Optional property.
* Type: String

policies
* Alist of string policies to apply. Defaults to anti-affinity.
* Optional property, defaults to "['anti-affinity]".
* Allowed values: anti-affinity, affinity

* List contents:
[ ] *

* Type: String

availability zone

* Name of the availability zone for server group placement.
* Optional property.
* Type: String

5.1.4.3 0S::Nova::KeyPair
5.1.4.3.1 HOT Syntax

heat_template_version: 2013-05-23

resources:

the_resource:
type: 0S::Nova: :KeyPair
properties:
name: String
public_key: String
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save_private_key: Boolean
availability_zones: [String, ...]

5.1.4.3.2 Notes

None

5.1.4.3.3 Properties

name

* The name of the key pair.

Updates cause replacement.

The length must be in the range 1 to 255.
* Required property.
* Type: String

public key

* The optional public key. This allows users to supply the public key from a pre-existing key pair.
If not supplied, a new key pair will be generated.
Updates cause replacement.

* Optional property.

* Type: String

save private key

* True if the system should remember a generated private key; False otherwise.
Updates cause replacement.

* Optional property.

* Type: Boolean

* Defaults to "False"

availability zones

* Specifies the availability zone for keypair creation.

Creates keypairs with the same public key in all availability zones if "all" is specified for the first
item.

Defaults to AZ as in the conventional manner if nothing is specified.
Specification of multiple availability zones is unsupported.
If multiple availability zones are specified, an error occurs.

If the list contains no element (no availability zone specification) or if a null character is
specified, an error also occurs.

If you want to change the parameter, make changes by adding new keypair definitions while
leaving existing keypairs undeleted.

* Optional property.
* List contents:
L] *

* Type: String

5.1.5 Network

5.1.5.1 0S::Neutron::Firewall
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5.1.5.1.1 HOT Syntax

: (1) For the Japan East1/Japan West1/Japan West2 regions
" heat_template_version: 2013-05-23

Notice

resources:

the_resource:

type: 0S::Neutron::Firewall

properties:
admin_state_up: Boolean
description: String
firewall_policy_id: String
name: String
router_id: String
availability_zone: String

.
.....................................................................................................................................................

......................................................................................................................................................

(1) For the Japan East2 regions
. heat_template_version: 2013-05-23

Notice

resources:

the_resource:

type: 0S::Neutron::Firewall

properties:
admin_state_up: Boolean
description: String
firewall_policy_id: String
name: String
value_specs: {“router_ids”: [String, String, ...I1}
router_id: String
availability_zone: String

......................................................................................................................................................

(1) - Forthe Japan East1/Japan West1 /Japan West2 regions

Notice None.
* For the Japan East2 regions

When the router_id parameter and the router_ids parameter of value_spec are both
specified, the value of router_ids will be used.

......................................................................................................................................................

5.1.5.1.3 Properties

admin state up

* Administrative state of the firewall. If false (down), firewall does not forward packets and will
drop all traffic to/from VMs behind the firewall.

Can be updated without replacement.
* Optional property, defaults to "True".
* Type: Boolean

description
* Description for the firewall.
(an be updated without replacement.
* Optional property.
* Type: String
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firewall policy id
* The ID of the firewall policy that this firewall is associated with.
Can be updated without replacement.
* Required property.
* Type: String

name
* Name for the firewall.
Can be updated without replacement.
* Optional property.
* Type: String

value specs

(1) * This parameter can only be used in For the Japan East2 regions.

Notice

* Extra parameters to include in the request. Parameters are often specific to installed hardware

or extensions.

(an be updated without replacement.
* Optional properties, defaults to "{}".
* Type: Map
* Map contents:

* *:Map

* Optional property.

* Map properties:

* router_ids
* The list of IDs for the routers that this firewall be applied.
If you don't specify, the resource will be created at all routers in AZ.

If you specify both router_ids and router_id at the same time, the resource will be created
at all routers of router_ids.

Can be updated without replacement.
* Optional properties.
* Type: String

router_id
* The ID of the router that this firewall be applied.

If you don't specify, the resource will be created at all routers in AZ.

....................................................................................................................................................
.

(1) * Forthe Japan East1/ Japan West1 / Japan West2 regions
Notice  Updates cause replacement.
* For the Japan East2 regions

If you specify both router_ids and router_id at the same time, the resource will be
created at all routers of router _ids.

Can be updated without replacement.

.

* Optional property.
* Type: String
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availability zone
* The Availability Zone name.
If you don't specify, the resource will be created in default AZ.
Updates cause replacement.
* Optional property.
* Type: String

5.1.5.1.4 Attributes

admin state up

The administrative state of the firewall.

description

Description of the firewall.

firewall policy id

Unique identifier of the firewall policy used to create the firewall.

name

Name for the firewall.

show

All attributes.

status

The status of the firewall.

tenant id

Id of the tenant owning the firewall.

router id

The ID of the router that this firewall applied.

availability zone

The Availability Zone name.

5.1.5.2 0S::Neutron::FirewallPolicy

5.1.5.2.1 HOT Syntax

heat_template_version: 2013-05-23
resources:

the_resource:
type: 0S::Neutron::FirewallPolicy
properties:
audited: Boolean
description: String
firewall_rules: [Value, Value, ...]
name: String
availability_zone: String
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5.1.5.2.2 Notes

None.

5.1.5.2.3 Properties

audited

* Whether this policy should be audited. When set to True, each time the firewall policy or the
associated firewall rules are changed, this attribute will be set to False and will have to be
explicitly set to True through an update operation.

Can be updated without replacement.
* Optional property, defaults to "False".
* Type: Boolean

description

* Description for the firewall policy.

(an be updated without replacement.
* Optional property.
* Type: String

firewall rules

* An ordered list of firewall rules to apply to the firewall.
(an be updated without replacement.

* Required property.

* Type: List

name

* Name for the firewall policy.

(an be updated without replacement.
* Optional property.
* Type: String

availability zone

The Availability Zone name.
If you don't specify, the resource will be created in default AZ.
Updates cause replacement.

* Optional property.

* Type: String

5.1.5.2.4 Attributes

audited

Audit status of this firewall policy.

description

Description of the firewall policy.

firewall rules

List of firewall rules in this firewall policy.
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name

Name for the firewall policy.

shared

Shared status of this firewall policy.

tenant id

Id of the tenant owning the firewall policy.

availability zone

The Availability Zone name.

5.1.5.3 0S::Neutron::FirewallRule

5.1.5.3.1 HOT Syntax

heat_template_version: 2013-05-23
resources:

the_resource:

type: 0S::Neutron::FirewallRule

properties:
action: String
description: String
destination_ip_address: String
destination_port: String
enabled: Boolean
ip_version: String
name: String
protocol: String
source_ip_address: String
source_port: String
availability_zone: String

5.1.5.3.2 Notes

* Ifitis possible that multiple firewall rules associated with a single firewall policy may be
updated simultaneously, use "depends_on" to configure dependencies between firewall rule
resources.

If there are no dependencies, update of the stack may fail.
Example:

firewall_rule_1:
type: 0S::Neutron::FirewallRule
properties:
name:

firewall_rule_2:

* depends_on: firewall_rule_1
type: 0S::Neutron::FirewallRule
properties:

name:

firewall_rule_3:

* depends_on: firewall_rule_2
type: 0S::Neutron::FirewallRule
properties:

name:
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5.1.5.3.3 Properties

action
* Action to be performed on the traffic matching the rule.
Can be updated without replacement.
* Optional property, defaults to "deny".
* Type: String
* Allowed values: allow, deny

description

* Description for the firewall rule.

Can be updated without replacement.
* Optional property.
* Type: String

destination ip address

* Destination IP address or CIDR.

(an be updated without replacement.
* Optional property.
* Type: String

destination port

* Destination port number or a range.
Can be updated without replacement.

* Optional property.

* Type: String

enabled

* Whether this rule should be enabled.
(an be updated without replacement.

* Optional property, defaults to "True".

* Type: Boolean

ip version

Internet protocol version.

Can be updated without replacement.
* Optional property, defaults to "4".
* Type: String
* Allowed values: 4

name

* Name for the firewall rule.

(an be updated without replacement.
* Optional property.
* Type: String

protocol

* Protocol for the firewall rule.
Can be updated without replacement.
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* Optional property.
* Type: String
* Allowed values: tcp, udp, icmp, None

source ip address

* Source IP address or CIDR.

(an be updated without replacement.
* Optional property.
* Type: String

source port

* Source port number or a range.

(an be updated without replacement.
* Optional property.
* Type: String

availability zone

The Availability Zone name.
If you don't specify, the resource will be created in default AZ.
Updates cause replacement.

* Optional property.

* Type: String

5.1.5.3.4 Attributes

action

Allow or deny action for this firewall rule.

description

Description of the firewall rule.

destination ip address

Destination ip_address for this firewall rule.

destination port

Destination port range for this firewall rule.

enabled

Indicates whether this firewall rule is enabled or not.

firewall policy id

Unique identifier of the firewall policy to which this firewall rule belongs.

ip _version

Ip_version for this firewall rule.

name

Name for the firewall rule.
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position
Position of the rule within the firewall policy.

protocol
Protocol value for this firewall rule.

shared
Shared status of this firewall rule.

source ip address
Source ip_address for this firewall rule.

source_port
Source port range for this firewall rule.

tenant_id
Id of the tenant owning the firewall.

availability zone
The Availability Zone name.

5.1.5.4 0S::Neutron::FloatinglP
5.1.5.4.1 HOT Syntax

heat_template_version: 2013-05-23

resources:

the_resource:
type: 0S::Neutron::FloatinglIP
properties:
fixed_ip_address: String
port_id: String
floating_network_id: String
availability_zone: String

5.1.5.4.2 Notes

None.

5.1.5.4.3 Properties

fixed ip address
* IP address to use if the port has multiple addresses.

40 000000000001 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000sscscssssr

(1) * Forthe Japan East1/Japan West1/Japan West2 regions
Notice  Updates cause replacement.
* For the Japan East2 regions

(an be updated without replacement.

* Optional property.
* Type: String
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port id
ID of an existing port with at least one IP address to associate with this floating IP.

fj * For the Japan East1 /Japan West1 / Japan West2 regions
Notice  Updates cause replacement.
* For the Japan East2 regions

(an be updated without replacement.

* Optional property.
* Type: String

floating network id
* ID of network to allocate floating IP from.
Updates cause replacement.
* Required property.
* Type: String

availability zone
* The Availability Zone name.
If you don't specify, the resource will be created in default AZ.
Updates cause replacement.
* Optional property.
* Type: String

5.1.5.4.4 Attributes

fixed ip address
IP-address of the associated port, if specified.

floating ip address
The allocated address of this IP.

floating network id
ID of the network in which this IP is allocated.

port_id
ID of the port associated with this IP.

router_id
ID of the router used as gateway, set when associated with a port.

show
All attributes.

tenant_id
The tenant owning this floating IP.

availability zone
The Availability Zone name.
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5.1.5.5 0S::Neutron::FloatingIPAssociation

5.1.5.5.1 HOT Syntax

heat_template_version: 2013-05-23
resources:

the_resource:
type: 0S::Neutron::FloatingIPAssociation
properties:
fixed_ip_address: String
floatingip_id: String
port_id: String

5.1.5.5.2 Notes

None.

5.1.5.5.3 Properties

floatingip id

* ID of the floating IP to associate.

Can be updated without replacement.
* Required property.
* Type: String

port id

* ID of an existing port with at least one IP address to associate with this floating IP.
(an be updated without replacement.

* Required property.

* Type: String

fixed ip address

* IP address to use if the port has multiple addresses.
(an be updated without replacement.

* Optional property.

* Type: String

5.1.5.5.4 Attributes

None

5.1.5.6 0S::Neutron::Net

5.1.5.6.1 HOT Syntax

heat_template_version: 2013-05-23
resources:

the_resource:
type: 0S::Neutron::Net
properties:
admin_state_up: Boolean
name: String
availability_zone: String
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5.1.5.6.2 Notes

None.

5.1.5.6.3 Properties

admin state up

* A boolean value specifying the administrative status of the network.
(an be updated without replacement.

* Optional property, defaults to "True".

* Type: Boolean

name

* A string specifying a symbolic name for the network, which is not required to be unique.
(an be updated without replacement.

* Optional property.

* Type: String

tenant id

* The ID of the tenant which will own the network. Only administrative users can set the tenant
identifier; this cannot be changed using authorization policies.

Updates cause replacement.
* Optional property.
* Type: String

availability_zone
* The Availability Zone name.
If you don't specify, the resource will be created in default AZ.
Updates cause replacement.
* Optional property.
* Type: String

5.1.5.6.4 Attributes

admin state up
The administrative status of the network.

name
The name of the network

show
All attributes.

status
The status of the network.

subnets
Subnets of this network.

tenant id
The tenant owning this network.
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availability zone

The Availability Zone name.

5.1.5.7 0S::Neutron::Port

5.1.5.7.1 HOT Syntax

heat_template_version: 2013-05-23
resources:

the_resource:
type: 0S::Neutron::Port
properties:
admin_state_up: Boolean

al lowed_address_pairs: [{“ip_address”: String, “mac_address”: String},

String, “mac_address”: String}, ...]

fixed_ips: [{“ip_address”: String, “subnet_id”: String}, {”ip_address
“subnet_id”: String}, ...]

mac_address: String

name: String

security_groups: [Value, Value, ...]

network_id: String

availability_zone: String

5.1.5.7.2 Notes

{"ip_address”:

“: String,

None.

5.1.5.7.3 Properties

admin state up

* The administrative state of this port.
(an be updated without replacement.

* Optional property, defaults to "True".
* Type: Boolean

allowed address pairs

* Additional MAC/IP address pairs allowed to pass through the port.
Updates cause replacement.
* Optional property.
* Type: List
* List contents:
* *:Map
* Updates cause replacement.
* Optional property.
* Map properties:
* ip_address
* IP address to allow through this port.
Updates cause replacement.
* Required property.
* Type: String
* mac_address
* MAC address to allow through this port.
Updates cause replacement.
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* Optional property.
* Type: String

fixed ips
* Desired IPs for this port.
Can be updated without replacement.
* Optional property, defaults to "[]".
* Type: List
* List contents:
* *:Map
* Updates cause replacement.
* Optional property.
* Map properties:
* ip_address
* IP address desired in the subnet for this port.
Updates cause replacement.
* Optional property.
* Type: String
* subnet_id
* Updates cause replacement.
* Optional property.
* Type: String

mac address

* MAC address to give to this port.
Updates cause replacement.

* Optional property.

* Type: String

name

* A symbolic name for this port.

Can be updated without replacement.
* Optional property.
* Type: String

security groups

* Security group IDs to associate with this port.
Can be updated without replacement.

* Optional property, defaults to "[]".

* Type: List

network id

* Updates cause replacement.
* Required property.
* Type: String

availability zone

* The Availability Zone name.
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If you don't specify, the resource will be created in default AZ.
Updates cause replacement.

* Optional property.

* Type: String

5.1.5.7.4 Attributes

admin state up

The administrative state of this port.

allowed address pairs

Additional MAC/IP address pairs allowed to pass through a port.

device id

Unique identifier for the device.

device owner

Name of the network owning the port.

fixed ips

Fixed IP addresses.

mac address

MAC address of the port.

name

Friendly name of the port.

network id

Unique identifier for the network owning the port.

security groups

Alist of security groups for the port.

show

All attributes.

status

The status of the port.

tenant id

Tenant owning the port.

availability zone

The Availability Zone name.

5.1.5.8 0S::Neutron::Router

5.1.5.8.1 HOT Syntax

heat_template_version: 2013-05-23
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resources:

the_resource:
type: 0S::Neutron::Router
properties:
admin_state_up: Boolean
external_gateway_info: {“network”: String}
name: String
availability_zone: String

5.1.5.8.2 Notes

None.

5.1.5.8.3 Properties

admin state up

* The administrative state of the router.
(an be updated without replacement.

* Optional property, defaults to "True".

* Type: Boolean

external gateway info

* External network gateway configuration for a router.
(an be updated without replacement.
* Optional property.
* Type: Map(Update Only).
* Map properties:
* network
* ID or name of the external network for the gateway.
Can be updated without replacement.
* Required property.
* Type: String

name

* The name of the router.

(an be updated without replacement.
* Optional property.
* Type: String

availability zone
* The Availability Zone name.
If you don't specify, the resource will be created in default AZ.
Updates cause replacement.
* Optional property.
* Type: String

5.1.5.8.4 Attributes

admin state up

Administrative state of the router.
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external gateway info

Gateway network for the router.

name

Friendly name of the router.

show

All attributes.

status

The status of the router.

tenant id

Tenant owning the router.

availability zone

The Availability Zone name.

5.1.5.9 0S::Neutron::RouterInterface

5.1.5.9.1 HOT Syntax

heat_template_version: 2013-05-23
resources:

the_resource:
type: 0S::Neutron::RouterInterface
properties:
port_id: String
router_id: String
subnet_id: String

5.1.5.9.2 Notes

When setting multiple Routerlnterfaces for the same router, set depends_on: between resources
of OS::Neutron::Routerlnterface so that setting of Routerlnterface is not done at the same time.
(The italicized part of the example below is the setting of the dependency of router_interface.)

service_router1:
type: 0S::Neutron::Router
properties:
availability_zone: { get_param: az }
name: { get_param: service_router1_name }
service_router_interfacel:
depends_on: service_router1
type: 0S::Neutron::RouterInterface
properties:
router_id: { get_resource: service_routerl }
port_id: { get _resource: gw portl }
service_router_interface2:
depends_on: [ service_routerl, service_router_interfacel 1]
type: 0S::Neutron::RouterInterface
properties:
router_id: { get_resource: service_routerl }
port_id: { get_resource: gw_port2 }
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5.1.5.9.3 Properties

port id

* The port id, either subnet_id or port_id should be specified.
Updates cause replacement.

* Optional property.

* Type: String

router id

* The router id.

Updates cause replacement.
* Required property.
* Type: String

subnet id

* The subnet id, either subnet_id or port_id should be specified.
Updates cause replacement.

* Optional property.

* Type: String

5.1.5.9.4 Attributes

None.

5.1.5.10 0S::Neutron::SecurityGroup

5.1.5.10.1 HOT Syntax

heat_template_version: 2013-05-23
resources:

the_resource:
type: 0S::Neutron::SecurityGroup
properties:
description: String
name: String
rules: [{“protocol”: String, “remote_group_id”: String, “port_range max”: Integer,
“remote_ip_prefix”: String, “port_range_min”: Integer, “ethertype”: String, “direction”:
String, “remote mode”: String}, {“protocol”: String, “remote_group_id”: String,
“port_range_max”: Integer, “remote_ip_prefix”: String, “port_range_min”: Integer,
“ethertype”: String, “direction”: String, “remote_mode”: String}, ...]

5.1.5.10.2 Notes

None.

5.1.5.10.3 Properties

description

* Description of the security group.

(an be updated without replacement.
* Optional property.
* Type: String
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name

* A string specifying a symbolic name for the security group, which is not required to be unique.
Can be updated without replacement.

* Optional property.

* Type: String

availability zone

* The Availability Zone name.
This parameter has been deprecated. If it is specified, it will be ignored.
Updates cause replacement.

* Optional property.

* Type: String

rules

* List of security group rules.

Can be updated without replacement.
* Optional property, defaults to "[]".
* Type: List
* List contents:

* *:Map

* Updates cause replacement.

* Optional property.

* Map properties:

* direction

* The direction in which the security group rule is applied. For a compute instance, an
ingress security group rule matches traffic that is incoming (ingress) for that instance. An
egress rule is applied to traffic leaving the instance.

Updates cause replacement.
* Optional property, defaults to "ingress".
* Type: String
* Allowed values: ingress, egress
* ethertype
* Ethertype of the traffic.
Updates cause replacement.
* Optional property, defaults to "IPv4".
* Allowed values: IPv4, IPv6
* Type: String
* port_range_max

* The maximum port number in the range that is matched by the security group rule. The
port_range_min attribute constrains the port_range_max attribute. If the protocol is
ICMP, this value must be an ICMP type.

Updates cause replacement.
* Optional property.
* Type: Integer
* port_range_min

* The minimum port number in the range that is matched by the security group rule.
If the protocol is TCP or UDP, this value must be less than or equal to the value of the
port_range_max attribute. If the protocol is ICMP, this value must be an ICMP type.

Updates cause replacement.
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* Optional property.
* Type: Integer
* protocol

* The protocol that is matched by the security group rule. Valid values include tcp, udp, and
icmp.
Updates cause replacement.

* Optional property.

* Type: String

* remote_group_id

* The remote group ID to be associated with this security group rule. If no value is specified
then this rule will use this security group for the remote_group_id.
Updates cause replacement.

* Optional property.

* Type: String

* remote_ip_prefix

* The remote IP prefix (CIDR) to be associated with this security group rule.
Updates cause replacement.

* Optional property.

* Type: String

* remote_mode

* Whether to specify a remote group or a remote IP prefix.
Updates cause replacement.

* Optional property, defaults to "remote_ip_prefix".

* Type: String

* Allowed values: remote_ip_prefix, remote_group_id

* availability_zone

* The Availability Zone name.
This parameter has been deprecated. If it is specified, it will be ignored.
Updates cause replacement.

* Optional property.

* Type: String

5.1.5.10.4 Attributes

None.

5.1.5.11 0S::Neutron::Subnet

5.1.5.11.1 HOT Syntax

heat_template_version: 2013-05-23

resources:

the_resource:

type: 0S::Neutron::Subnet
properties:
allocation_pools: [{“end”: String, “start”: String}, {“end”: String, “start”:

String}, ...]
cidr: String
dns_nameservers: [Value, Value, ...]

enable_dhcp: Boolean
gateway_ip: String
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host_routes: [{“nexthop”: String, “destination”: String}, {“nexthop”: String,
“destination”: String}, ...]

ip_version: Integer

name: String

network_id: String
availability_zone: String

5.1.5.11.2 Notes

* When updating the values of parameters with "Updates cause replacement." indicated in the
explanation of each parameter of subnetin 5.1.5.11.3, perform the following.

Update the stack once, using a template from which subnet has been deleted. Then, update

the stack a second time using a template which includes the new values for the parameters of
subnet.

5.1.5.11.3 Properties

allocation pools
* The start and end addresses for the allocation pools.
Updates cause replacement.
* Optional property.
* List contents:
* *:Map
* Updates cause replacement.
* Optional property.
* Map properties:
* end
* Updates cause replacement.
* Required property.
* Type: String
* start
* Updates cause replacement.
* Required property.
* Type: String

cidr
* The CIDR.
Don't specified ISP shared address(100.64.0.0/10) and divided to it.
Updates cause replacement.
* Required property.
* Type: String

dns_nameservers
* A specified set of DNS name servers to be used.
Can be updated without replacement.

* Optional property, defaults to "[]".
* Type: List

enable dhcp
* Set to true if DHCP is enabled and false if DHCP is disabled.
Can be updated without replacement.
* Optional property, defaults to "True".
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* Type: Boolean

gateway ip
* The gateway IP address.
(an be updated without replacement.
* Optional property.
* Type: String

host_routes
The behavior varies depending on the region.

(1) FortheJapan East1/Japan West1/Japan West2 regions
woie © Updates cause replacement.

* Optional property.
* List contents:
* Type: List
* *:Map
* Updates cause replacement.
* Optional property.
* Map properties:
* destination

* Updates cause replacement.
* Required property.
* Type: String

* nexthop
* Updates cause replacement.
* Required property.
* Type: String

(1) Forthe Japan East2 regions
voice  * Can be updated without replacement.
* Optional property.
* List contents:
* Type: List
* *:Map
* Can be updated without replacement.
* Optional property.
* Map properties:
* destination

* Can be updated without replacement.
* Required property.
* Type: String

* nexthop
* Can be updated without replacement.
* Required property.
* Type: String
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ip_version

* The IP version
Updates cause replacement.
* Optional property, defaults to "4".
* Type: Integer
* Allowed values: 4

name

* The name of the subnet.

(an be updated without replacement.
* Optional property.
* Type: String

tenant id

The ID of the tenant who owns the network. Only administrative users can specify a tenant ID
other than their own.

Updates cause replacement.
* Optional property.
* Type: String

network id

* Updates cause replacement.
* Required property.
* Type: String

availability zone
* The Availability Zone name.
If you don't specify, the resource will be created in default AZ.
Updates cause replacement.
* Optional property.
* Type: String

5.1.5.11.4 Attributes

allocation pools

Ip allocation pools and their ranges.

cidr

CIDR block notation for this subnet.

dns nameservers

List of dns nameservers.

enable dhcp

'true' if DHCP is enabled for this subnet; 'false' otherwise.

gateway ip

Ip of the subnet's gateway.

-85 -



host routes

Additional routes for this subnet.

ip_version

Ip version for the subnet.

name

Friendly name of the subnet.

network id

Parent network of the subnet.

show

All attributes.

tenant id

Tenant owning the subnet.

availability zone

The Availability Zone name.

5.1.5.12 FCX::Neutron::NetworkConnector

5.1.5.12.1 HOT Syntax

heat_template_version: 2013-05-23
resources:

the_resource:
type: FCX::Neutron::NetworkConnector
properties:
name: String
network_connector_pool_id: String

5.1.5.12.2 Notes

None.

5.1.5.12.3 Properties

name

* Name for network connector.

(an be updated without replacement.
* Optional property.
* Type: String

network connector pool id

* A network connector pool id for this network connector. When this value not specified and only
one pool exists, use it.

Updates cause replacement.
* Optional property.
* Type: String

- 86 -



tenant id

* When requester has admin privileges, requester is able to specify any tenant's id as owner of
this network connector. Otherwise, this parameter is restricted for tenant in which requester
joins.

Updates cause replacement.

* Optional property.

* Type: String

5.1.5.12.4 Attributes

name

Name for network connector.

network connector pool id

A network connector pool id for this network connector

tenant id

Tenant's ID to which this network connector belongs

5.1.5.13 FCX::Neutron::NetworkConnectorEndpoint

5.1.5.13.1 HOT Syntax

heat_template_version: 2013-05-23
resources:

the_resource:
type: FCX:: Neutron::NetworkConnectorEndpoint
properties:
name: String
network_connector_id: String
endpoint_type: String
location: String

5.1.5.13.2 Notes

None.

5.1.5.13.3 Properties

name

* Name for this network connector endpoint.
(an be updated without replacement.

* Optional property.

* Type: String

network connector id

ID of network connector to which this network connector endpoint belongs.
Updates cause replacement.

* Required property.

* Type: String
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endpoint type

* type of this network connector endpoint. This value must be one of "availability_zone" or
‘remote".

Updates cause replacement.
* Required property.
* Type: String

location

* location of this network connector endpoint in the endpoint_type. When type is
"availability_zone", this value must be one of availability zone name. When type is "remote”,
this value express label of location, such as 'intra".

Updates cause replacement.
* Required property.
* Type: String

tenant id

* When requester has admin privileges, requester is able to specify any tenant's id as owner of
this network connector. Otherwise, this parameter is restricted for tenant in which requester
joins.

Updates cause replacement.

* Optional property.

* Type: String

5.1.5.13.4 Attributes

name

Name for this network connector endpoint.

network connector id

ID of network connector to which this network connector endpoint belongs.

endpoint type

type of this network connector endpoint.

location

Location of this network connector endpoint profile in the endpoint_type.

tenant id

Tenant's ID to which this network connector belongs

5.1.5.14 FCX::Neutron::NetworkConnectorEndpointConnection

5.1.5.14.1 HOT Syntax

heat_template_version: 2013-05-23
resources:

the_resource:
type: FCX:: Neutron:: NetworkGonnectorEndpointConnection
properties:
network_connector_endpoint_id: String
port_id: String
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5.1.5.14.2 Notes

None.

5.1.5.14.3 Properties

network connector endpoint id

* ID for this network connector endpoint.
Updates cause replacement.

* Required property.

* Type: String

port id

* Port resource on the availability zone. The port's device_owner must be
'network:router_interface'.
Updates cause replacement.

* Required property.

* Type: String

5.1.5.14.4 Attributes

None.

5.1.6 Expandable Load Balancing

5.1.6.1 HOT Syntax

The ELB template format is as below.

heat_template_version: 2013-05-23
description:
resources:
elb:
type: FJ::ExpandableloadBalancer: :LoadBalancer
properties:
LoadBalancerName: String
Subnets: [String, String]
Listeners: [{
"LoadBalancerPort’ : Integer,
" InstancePort’ : Integer,
"Protocol’ : String,
" InstanceProtocol’ : String
i?SLCertificateId’: String
HealthCheck: {
"Interval’ : Integer,
"Target' : String,
"HealthyThreshold' : Integer,
"Timeout’ : Integer,
iUnheaIthyThreshoId': Integer

Instances: [String, String]

InstancesPorts: [{
"Instanceld’ : String
"Portld' : String

}H
LBCookieStickinessPolicies: [{

"PolicyName’ : String

"CookieExpirationPeriod : Integer

}]
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SorryServerRedirectionPolicies: [{
"PolicyName’ : String
i%ocation’: String
OtherPolicies: [{
"PolicyName' : String
"PolicyTypeName’ : String
"PolicyAttributes’ : [{
"AttributeName' : String
i?ttributeVaIue': String
}H

ListenersPolicies: [{
"PolicyNames’ : [String, String],
'%?adBaIancerPort'i Integer
SecurityGroups: [String, String]
Grade: String
Scheme: String
LoadBalancerAttributes: {
"ConnectionSettings’ : {
"IdleTimeout’ : Integer

Version: String

5.1.6.2 FJ::ExpandableLoadBalancer::LoadBalancer

description:
resources:
elb:
type: FJ::ExpandableloadBalancer::LoadBalancer
properties:

LoadBalancerName: String

Subnets: List

Listeners: List

List contents:

* . Map
"LoadBalancerPort’ : Integer,
" InstancePort’ : Integer,
"Protocol’ : String,
" InstanceProtocol’ : String
"SSLCertificateld : String

Heal thCheck:

* I Map
"Interval’ : Integer,
"Target' : String
"HealthyThreshold' : Integer,
"Timeout’ : Integer,
"UnhealthyThreshold' : Integer

Instances: List

InstancesPorts: List

List contents:

* I Map
"Instanceld’ : String
"Portld" : String

LBCookieStickinessPolicies: List

List contents:

*  Map
"PolicyName' : String
"CookieExpirationPeriod : Integer

SorryServerRedirectionPolicies: List

List contents:

* . Map
"PolicyName' : String
"Location’ : String

OtherPolicies: List

List contents:
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* © Map
"PolicyName’ : String
"PolicyTypeName' : String
"PolicyAttributes’ : List
List contents:
* I Map
"AttributeName' : String
"AttributeValue' : String
ListenersPolicies: List
List contents:
* © Map
"PolicyNames’ : List,
"LoadBalancerPort’ : Integer
SecurityGroups: List
Grade: String
Scheme: String
LoadBalancerAttributes:
* I Map
ConnectionSettings:
* I Map
"IdleTimeout’ : Integer
Version: String

5.1.6.2.1 Basic parameters

LoadBalancerName

The load balancer name. The name must be unique within the set of load balancers associated
with the user account.

* Type : String

* Default : -

* Required : Yes
* Valid values : -
* Updated : No

Grade

The load balancer grade (performance type).
Settable strings are "Standard", "Middle", and "High".
* Type : String

* Default : Standard

* Required : No

* Valid values : Standard, Middle, High

* Updated : No

Scheme

The load balancer type.

Settable strings are "public" and "internal".
* Type : String

* Default : public

* Required : No

* Valid values : public, internal

* Updated : No

Version

The version of the APl associated with the written requirements. Format: Indicated as YYYY-MM-
DD.
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* Type : String

* Default : -

* Required : Yes
* Valid values : -
* Updated : No

5.1.6.2.2 Subnets parameters

Subnets

Alist of subnet IDs.

The subnet ID type is String.
* Type : List

* Default : -

* Required : Yes

* Valid values : -

* Updated : Yes

5.1.6.2.3 Listeners parameters

Listeners

Alist of listeners including their data types, LoadBalancerPort, InstancePort, and Protocol
details.

* Type : List
* Default : -
* Required : Yes
* Valid values : -
* Updated : Yes
* LoadBalancerPort
The front-end port number. Unchangeable for load balancers with "InService" status.
* Type : Integer
* Default : -
* Required : Yes
* Valid values : -
* Updated : Yes
* InstancePort

The TCP port number of the distribution destination server. Unchangeable for load balancers
with "InService" status.

Only one InstancePort can be specified for each load balancer.
* Type : Integer
* Default : -
* Required : Yes
* Valid values : -
* Updated : Yes
* Protocol

The load balancer's transport protocol (HTTP, HTTPS, TCP, or SSL). Unchangeable for load
balancers with "InService" status.

Settable strings are "HTTP", "HTTPS", "TCP", "SSL", "http", "https", "tcp", and "ssl".
* Type : String
* Default : -
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* Required : Yes
* Valid values : HTTP, HTTPS, TCP, SSL, http, https, tcp, ssl
* Updated : Yes
* InstanceProtocol
The protocol (HTTP, HTTPS, TCP, or SSL) used for routing traffic to back-end instances.

Unchangeable for load balancers with "InService" status. Only one InstanceProtocol can be
specified for each load balancer.

Settable strings are "HTTP", "HTTPS", "TCP", "SSL", "http", "https", "tcp", and "ssl".
* Type : String
* Default : -
* Required : Yes
* Valid values : HTTP, HTTPS, TCP, SSL, http, https, tcp, ssl
* Updated : Yes
* SSLCertificateld
The server certificate ID. Only one server certificate can be specified for each load balancer. If

a different server certificate is specified for each listener, the last server certificate specified is
enabled.

* Type : String

* Default : -

* Required : No
* Valid values : -
* Updated : Yes

5.1.6.2.4 HealthCheck parameters

HealthCheck

Health check configuration information
* Type : Map

* Default : -

* Required : No

* Valid values : -

* Updated : Yes

* HealthyThreshold

The number of consecutive successful health checks based on which the target instance is
determined to have been recovered from failure and is incorporated into the assignment
destination.

* Type : Integer

* Default : -

* Required : Yes

* Valid values : -

* Updated : Yes
* Interval

Health checking time interval (seconds).

* Type : Integer

* Default : -

* Required : Yes

* Valid values : -

* Updated : Yes
* Target
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The protocol, port number, and URL of a health check instance.

* Specify these in the following format.
protocol :port[url]

* Specify protocol with TCP, HTTP, HTTPS, or SSL.
* Specify port with a value in the range of 1 to 65535.

* Specify url with the URL path. This may be omitted. This can be specified if protocol is
HTTP or HTTPS.

* Type : String

* Default : -

* Required : Yes

* Valid values : -

* Updated : Yes
* Timeout

The period of timeout for a health check response, in seconds. This value must be smaller
than the Interval value.

* Type : Integer
* Default : -
* Required : Yes
* Valid values : -
* Updated : Yes
* UnhealthyThreshold
The number of consecutive unsuccessful health checks based on which the target instance is
determined to have failed and is eliminated from the assignment destination.
* Type : Integer
* Default : -
* Required : Yes
* Valid values : -
* Updated : Yes

5.1.6.2.5 Instances parameters

Instances
Alist of instance IDs registered in the load balancer.
The instance ID type is String.
* Type : List
* Default : -
* Required : No
* Valid values : -
* Updated : Yes
* For example:
Instances: [ instanceluuid’]

5.1.6.2.6 InstancesPorts parameters

InstancesPorts
Alist of instance ID and port ID combinations registered in the load balancer.
* Type : List
* Default: -
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* Required : No
* Valid values : -
* Updated : Yes
* Instanceld
The instance ID.
* Type : String
* Default : -
* Required : Yes
* Valid values : -
* Updated : Yes
* Portld
The instance port ID.
The target port ID in cases where the instance has multiple ports.
* Type : String
* Default: -
* Required : Yes
* Valid values : -
* Updated : Yes
* For example:

InstancesPorts: [{ Instanceld : 'instanceluuid’, 'Portld : ' instancelportuuid }]
InstancesPorts: [{ Instanceld : 'instanceluuid’, 'Portld : ' instancelportuuid’},
{" Instanceld’ : ' instance2uuid’, 'Portld’:

" instance2portuuid’ }]
¢ <1 Note that the Instances and the InstancesPorts parameters are non-exclusive.
i qunon * Below is a normal example.

Instances: [ instanceluuid’ ]
InstancesPorts: [{ Instanceld : ' instance2uuid’, 'Portld :
" instance2portuuid’ }]

* Below is an abnormal example. (Only one of the two parameters can be used for:
the same instance.) :

Instances: [  instanceluuid’]
InstancesPorts: [{ Instanceld : ' instanceluuid’, 'Portld :
" instancelportuuid’ }]

5.1.6.2.7 LBCookieStickinessPolicies parameters

LBCookieStickinessPolicies
A list of policies to create
* Type : List
* Default : -
* Required : No
* Valid values : -
* Updated : Yes
* PolicyName

The name of the policy to create. The name must be unique among policies available for the
target load balancer.

* Type : String
* Default: -
* Required : Yes
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* Valid values : -
* Updated : Yes
* CookieExpirationPeriod

Specifies the maximum period during which a cookie maintains the session in units of
seconds By default, the expiration period is not set.

................................................................................................................................................

i~ CookieExpirationPeriod may not be changed alone. To change

E umon "CookieExpirationPeriod", it is also necessary to change "PolicyName".

* Type : Integer
* Default: -

* Required : No
* Valid values : -
* Updated : Yes*

5.1.6.2.8 SorryServerRedirectionPolicies parameters

SorryServerRedirectionPolicies

Alist of policies for redirection to SorryServer
* Type : List
* Default : -
* Required : No
* Valid values : -
* Updated : Yes
* PolicyName
The name of the policy to create.
* Type : String
* Default : -
* Required : Yes
* Valid values : -
* Updated : Yes
* Location

The URI of the location that is the redirection destination

|- Location may not be changed alone. To change "Location’, it is also necessary to

o change "PolicyName".

* Type : String

* Default : -

* Required : Yes
* Valid values : -
* Updated : Yes*

5.1.6.2.9 OtherPolicies parameters

OtherPolicies

A list of policies related to the SSL encryption protocol
* Type : List

* Default : -

* Required : No
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* Valid values : -
* Updated : Yes
* PolicyName
The name of the policy to create.
* Type : String
* Default : -
* Required : Yes
* Valid values : -
* Updated : Yes
* PolicyTypeName
The type of the policy to create.
* Type : String
* Default : -
* Required : Yes
* Valid values : SSLNegotiationPolicyType
* Updated : Yes
* PolicyAttributes
A list of attributes associated with the policy.
* Type : String
* Default: -
* Required : Yes
* Valid values : -
* Updated : Yes
* AttributeName
The attribute name of the policy
* Type : String
* Default: -
* Required : Yes
* Valid values : Protocol-TLSv1, Protocol-SSLv3, Protocol-TLSv1.1, Protocol-TLSv1.2
* Updated : Yes
* AttributeValue
The attribute value of the policy
* Type : String
* Default : -
* Required : Yes
* Valid values : true, false
* Updated : Yes

5.1.6.2.10 ListenersPolicies parameters

ListenersPolicies

Alist of listener port numbers and policies configured for front-end connections.
* Type : List
* Default: -
* Required : No
* Valid values : -
* Updated : Yes
* PolicyNames
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Alist of policies applied to listeners.

Specifies "LBCookieStickinessPolicies" or "SorryServerRedirectionPolicies". If more than one
line is specified, only the value specified last is set for "LBCookieStickinessPolicies".

If the list is blank, the current policies are deleted from listeners.
* Type : List
* Default : -
* Required : No
* Valid values : -
* Updated : Yes
* LoadBalancerPort
The port number for front-end connections configured for the listener the policy is applied to.
* Type : Integer
* Default : -
* Required : Yes
* Valid values : -
* Updated : Yes

5.1.6.2.11 SecurityGroups parameters

SecurityGroups
A list of security group IDs.
The security group ID type is String.
* Type : List
* Default : -
* Required : No
* Valid values : -
* Updated : Yes

5.1.6.2.12 LoadBalancerAttributes parameters

LoadBalancerAttributes
Load balancer attributes
* Type : Map
* Default : -

* Required : No
* Valid values : -
* Updated : Yes
* ConnectionSettings
ConnectionSettings attributes
* Type : Map
* Default : -
* Required : No
* Valid values : -
* Updated : Yes
* |dleTimeout

The period during which front-end and back-end connections are maintained in the idle
state.

This period is set in units of seconds. Minimum value: 1, Maximum value: 3600
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* Type : Integer

* Default : 60

* Required : Yes

* Valid values : [1,3600]
* Updated : Yes

5.1.6.3 Description of Attributes parameters

The Attributes parameters are runtime data that can be disclosed to other resources within the
stack.

The attributes that can be defined for the ELB plugin are as below.
* LoadBalancerName

The name of the load balancer
* DNSName
The DNS name of the load balancer

5.1.7 Database

5.1.7.1 HOT Syntax

The format of the Database template is as follows.
heat_template_version: 2013-05-23
description: database plugin test

resources:
Test_db_instance:
type: FCX::Database::DBInstance
properties:

name: String
flavor: String
size: Integer,
disk_type: String
id: String
availability_zone: String
subnet_group_id: String
multi_az: Boolean
port: Integer
preferred_backup_window: String
preferred_maintenance_window: String
publicly_accessible: Boolean
security_group_ids: [ Value, Value...]
parameter_group_id: String
backup_retention_period: Integer
auto_minor_version_upgrade: Boolean
engine: String
engine_version: String
masteruser_password: String
character_set: String
collate: String
databases: [{"name”: String},...]
users: [{“"name”: String, “password”: String, databases: [Value, Value,...1},...]

Test_db_subnetgroup:
type: FCX::Database: :DBSubnetGroup
properties:
id: String
name: String
subnet_ids: [{“subnet_id”:String}, {“subnet_id”: String},...]
description: String
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Test_db_parametergroup:
type: FCX::Database: :DBParameterGroup

properties:
id: String
name: String

parameter_group_family: String

description: String

5.1.7.2 FCX::Database::DBInstance

This section describes the parameters that can be specified for creating DB instances.

5.1.7.2.1 Description of properties parameters

Basic parameters

1. List of parameters

Parameter Description Type M| Constraints/ | Remarks
a | default value
0
d
a
t
0
r
Y
Flavor List ID of the |String |Y Specifies the flavor ID.
predefined
hardware The flavor ID
resource can be retrieved by using
the get flavor list (GET /
v1.0/{tenantld}/flavors)
and get flavor information
(GET v1.0/{tenantld}/
flavors/{flavorld}) APIs
Size Size of the Integer |Y [10-10240
data volume
disk_type String [N | M1
availability_zone |[Availability String |V jp-east-1a | jp-east-1b
zone where
the instance
is created
subnet_group_id |Subnet group |String |Y [ *Only It is necessary to have a
where the DB subnets with | set of subnets that include
instance will DHCP ON can | at least two availability
be deployed be specified |zones
o The specifiable values can
be retrieved using the
get DB subnet group list
API (GET /v1.0/{tenantld}/
subnetgroups)
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Parameter Description Type M| Constraints/ [ Remarks
a |default value
0
d
a
t
0
r
y
oublicly Whether Boolean|N | true | false *true: External Internet
! cessible ?gnlrr:éi[inoent Default value: | connections are permitted
i< Dossible true If True is specified, the
du?in subnet specified in
de Iogment subnet_group_id must be
of IcheyDB connected to ext-net
instance false: Access from within
VPConly
, ID list of the | List N | List of the *Specify the VPC security
security_ VPC security , VPC securit rou
group_ids. fou (String o y |group.
group list) group The specifiable values can
Default: be retrieved by executing
default the Networking service AP
security group
multi Multi DB Boolean|N | true | false
option Default value:
false
multi_az Multi Boolean|N | true | false
availability :
Z0ne option Default value:
false
d ID of the DB |String | N [Default:
instance random value
name Name of the  [String | N | Default :
DB instance Random value
backup Backup Integer [N {0to 10 *Automatic backup will
enton. | cenion e 0|15 bgperegmed uhen
period days)
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Parameter Description Type M| Constraints/ [ Remarks
a |default value
0
d
a
t
0
r
y
ferred Backup time |String | N | Format: hh24: | *If automatic backups
Erekerre - slot mi-hh24:mi | are enabled, specify
@CdUP— Default: the timeslot when the
window A rond ' daily backups are to be
ranaom erformed
thirty-minute- E . .
period within It is necessary to specify
the ten- a timeslot from thirty
hour-period minutes to twenty-three
prescribed for hours and 30 minutes
each region * Eastern Japan Region 1 (
jp-east-1): 17:00-03:00
uTC
* Western Japan Region 1 (
jp-west-1): 17:00-03:00
uTC
*Specify times in UTC
format
*You cannot specify a
timeslot that overlaps the
preferred maintenance
window
*Backups may take longer
than thirty minutes,
depending on the backup
conditions
ferred Maintenance |String | N |Format: *Specify the timeslot when
Prggiﬁ[{eena_nce time slot ddd-hh24:mi- | Weekly maintenance is to
window ddd:hh24:mi | be performed.
Default: *|t is necessary to specify
' a timeslot from thirty
Arandom minutes to twenty-three
th”.tY(‘jm'DﬁFe hours and 30 minutes
Eﬁél(t)en\iv't A thirty-minute period
hour period within the ten-hour

prescribed for
each region (
the day of the
week is also
determined
randomly)

period prescribed for

each region will be
randomly determined (
the day of the week is also
determined randomly)

Example: Sun:0500-Sun:
06:00

Day value: Mon, Tue, Wed,
Thu, Fri, Sat, Sun
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Parameter Description Type M| Constraints/ [ Remarks
a |default value
0
d
a
t
0
r
y
: Automatic Boolean|N | Default: True: Perform automatic
auto_minor_ minor version minor version upgrade
version_ upgrade true
upgrade
port Port number |Integer [N [1024 to
32767
Default value:
26500
masteruser_ Administrator |String | N |Default :
name user name postgres
Up to 63
alpha-
numeric
characters
can be used
* The first
character
must be an
alphabetic
character
oran
underscore
Administrator [String |Y |Up to 1024
masteruser_ password characters
password
character_set Character String | N [ Default: UTF8 | The specifiable values
encoding can be retrieved using get
DB engine information
(GET /v1.0/{tenantld}/
engineversion)
collate Collating String | N | Default: C The specifiable values
sequence

can be retrieved using get
DB engine information
(GET /v1.0/{tenantld}/
engineversion)
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Parameter Description Type M| Constraints/ [ Remarks
a | default value
0
d
a
t
0
r
y
parameter Name of the |String | N | DB parameter |The specifiable values
group_id DrEéEarameter group ID can be retrieved using
- group Default: get DB parameter group
default list (GET /v1.0/{tenantld}/
parameter parametergroups)
group
engine Name of the |String |N ,
DB engine enterprise
postgres
|
symfoware
Default:
enterprise
postgres
engine_version [ DB version String | N | Default: . The specifiable values
Latest version can be retrieved using get
DB engine information
(GET /v1.0/{tenantld}/
engineversion)
databases List of the DB | Map N
structure
(Data
base
struc
ture)
users List of the Map N
user structure
(User
struc
ture)
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Parameter Description Type M| Constraints/ [ Remarks
a | default value
0
d
a
t
0
r
Yy
Whether auto |Boolean|N |true | false . .
auto_ maintenance If this parameter is
maintenance i< 1o be Default: true | set to false, no auto
performed maintenance is performed
' even if preferred
English: MaintenanceWindow is
encountered.
Whether an
ﬂg%océniesnnte— If it is changed to true,
ossible auto maintenance starts
P with the next preferred
MaintenanceWindow.
2. Database structure
Parameters Description Type M| Value Remarks
a
0
d
a
t
0
r
Yy
name DB name String Y | DB identifier
Up to 63
alpha-
numeric
characters
can be used
* The first
character
must be an
alphabetic
character
oran
underscore

3. User structures
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Parameters Description Type Value Remarks

—<‘<_‘O'_"DJD_DDJ§

name DB user name |String .
Up to 63

alpha-
numeric
characters
can be used

* The first
character
must be an
alphabetic
character
or an
underscore

password Password String |Y |Upto 1024
characters

databases Databases List Y
that this user

can login to (String

list)

5.1.7.2.2 Description of the attributes parameters

Attributes is data as of the execution time that can be disclosed to other resources in a stack.
The attributes that can be retrieved using the DBaa$ plug-in are as follows.

Name Description

PUBLICADDRESS External address of a Database instance (FQDN)
PRIVATEADDRESS Internal address of a Database instance (FQDN)
PRIVATEIP Internal IP address of a Database instance
PUBLICIP External IP address of a Database instance
SUBPRIVATEIP Internal IP address of a Standby Database instance
SUBPUBLICIP External IP address of a Standby Database instance

5.1.7.3 FCX::Database::DBSubnetGroup

5.1.7.3.1 Description of properties parameters

Basic parameters

1. List of parameters
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Parameters Description Type M| Constraints/ [ Remarks
a |default value
0
d
a
t
0
r
y
id ID of DB String  |N
subnet group
name Name of DB |String |Y |Default:
subnet group random value
subnet_ids List of subnet [ MAP Y
structure
(Subnet
Id
struc
tures)
description Description String | N | Default: None
of DB subnet
group
2. Subnetld structures
Parameters Description Type M| Value Remarks
a
n
d
a
t
0
r
y
subnet_id ID of subnet |String |Y

5.1.7.4 FCX::Database::DBParameterGroup

5.1.7.4.1 Description of properties parameters

Basic parameters

1. List of parameters
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Parameters Description Type M| Constraints/ [ Remarks
a |default value
N
d
a
t
0
r
Yy
T f tri Y
parameterGroup péegrgeter otring enterprise
Family group, postgres_v9.6
determined |
by the DB
engine and symfoware
version V121 -
id ID of the DB |String | N [Default:
parameter random value
group
Name of the |String |Y
parameterGroup |pg parameter
Name group
description Description String | N | Default: None
of the DB
parameter
group

5.1.8 Object Storage

5.1.8.1 0S::Swift::Container

5.1.8.1.1 HOT Syntax

heat_template_version: 2013-05-23
resources:

the_resource:

type: 0S::Swift::Container

properties:
X-Account-Meta: {...}
X-Container-Meta: {...}
X-Container—Read: String
X—Container-Write: String
name: String

5.1.8.1.2 Notes

None.
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5.1.8.1.3 Properties

X-Account-Meta

* Amap of user-defined meta data to associate with the account. Each key in the map will set
the header X-Account-Meta-{key} with the corresponding value.

* Updates cause replacement.
* Optional property, defaults to  "{}"
* Type: Map

X-Container-Meta

* A map of user-defined meta data to associate with the container. Each key in the map will set
the header X-Container-Meta-{key} with the corresponding value.

* Updates cause replacement.
* Optional property, defaults to  “{}
* Type: Map

X-Container-Read

* Specify the ACL permissions on who can read objects in the container.
* Updates cause replacement.

* Optional property.

* Type: String

X-Container-Write

* Specify the ACL permissions on who can write objects to the container.
* Updates cause replacement.

* Optional property.

* Type: String

name

* Name for the container. If not specified, a unique name will be generated.
* Updates cause replacement.

* Optional property.

* Type: String

5.1.8.1.4 Attributes

BytesUsed

The number of bytes stored in the container.

DomainName

The host from the container URL.

HeadContainer

A map containing all headers for the container.

ObjectCount

The number of objects stored in the container.

RootURL

The parent URL of the container.
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WebsiteURL

The URL of the container.
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Part 6: Example templates

Topics:

* Sample system
configuration - Example
Heat template

* Example virtual server
creation Heat template

* Example virtual server
creation (Windows 0S) Heat
template with computer
name specification

* Example AutoScale Heat
template

* Example AutoScale Heat
template (Windows)

* Example health check Heat
template (Windows)

* Example network creation
Heat template

*  Example Security Group
creation Heat template

* Example Virtual Server
creation with global IP
assigned Heat template

* Example Database Virtual
Server creation Heat
template
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6.1 Sample system configuration - Example Heat
template

Heat template sample.yaml

Below is an example of a template for creating resources.

Availability Zone
@ (ip-east-1a)

Security Group Network
@? (sample_sg) (sample_network) M

i
1 Subnet
M Key Pair O (sample_subnet)
il (sample_key) | .
3 Port
? (sample_port)
r-—
= System Volume
Server (sample_volume)
(sample_vm)

Heat_template_sample.yaml

#

# This is a hello world HOT template just defining a single compute
# server.

#

heat_template_version: 2013-05-23

description: >
This HOT template that just defines a single server and network
Contains just base features to verify base HOT support

parameters:
az:
type: string
description: availability zone
default: jp—east-1a

network_name:
type: string
description: name of network
default: sample_network

subnet_name:
type: string
description: name of subnet
default: sample_subnet

subnet_cidr:
type: string
description: subnet CIDR
default: 192.168.0.0/24

port_name:
type: string
description: name of vm
default: sample_port

Sg_name:
type: string
description: security group
default: sample_sg
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key_name:
type: string
description: name of keypair
default: sample_key

image:
type: string
description: Image ID or image name to use for the server
default: 383ed3f8-0773-4b14-96c8-Teb387dd3935

volume_name:
type: string
description: name of volume
default: sample_volume

flavor:
type: string
description: Flavor for the server to be created
default: T-1

vm_name:
type: string
description: name of vm
default: sample_vm

resources:
network:
type: 0S::Neutron::Net
properties:
name: { get_param : network_name }
availability_zone: { get_param : az }

subnet:
type: 0S::Neutron::Subnet
properties:
name: { get_param : subnet_name }
network_id: { get_resource : network }
availability _zone: { get _param : az }
cidr: { get_param : subnet_cidr }

port:
type: 0S::Neutron::Port
properties:
name: { get param : port_name }
network_id: { get_resource: network }
availability_zone: { get_param: az }
security_groups:
- {get_resource: sg }
fixed_ips:
- subnet_id: { get_resource: subnet }

sg:
type: 0S::Neutron::SecurityGroup
properties:
name: { get_param : sg_name }
rules:
# HTTP

- { direction: egress, ethertype: IPv4, port_range_min: 80, port_range_max: 80,
protocol: tcp, remote_ip_prefix: 0.0.0.0/0 }

# HTTPS

- { direction: egress, ethertype: IPv4, port_range_min: 443, port_range_max: 443
protocol: tcp, remote_ip_prefix: 0.0.0.0/0 }

# DNS

- { direction: egress, ethertype: IPv4, port_range_min: 53, port_range_max: 53
protocol: tcp, remote_ip_prefix: 0.0.0.0/0 }

- { direction: egress, ethertype: IPv4, port_range_min: 53, port_range_max: 53
protocol: udp, remote_ip_prefix: 0.0.0.0/0 }
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key:
type: 0S::Nova: :KeyPair
properties:
name: { get_param: key_name }
save_private_key: true
availability_zones: [{ get_param: az }]

sys—vol:

type: 0S::Cinder::Volume

properties:
name: { get_param: volume_name }
size: 30
volume_type: “M1”
availability zone: { get _param: az }
image : { get_param: image }

server:

type: 0S::Nova::Server

properties:
key _name: { get_resource: key }
image: { get_param: image }
flavor: { get_param: flavor }
networks: [“port”: {get_resource: port} ]
name: { get_param: vm_name }
block_device_mapping:
- device_name: vda

volume_id: {get_resource: sys—vol}

outputs:
private_key:
description: private key of created key pair
value: { get_attr: [key, private key] }

In this template, based on the system configuration, the virtual network and the virtual server
are created inside the same stack, but to improve readability users are advised to divide
resources to prevent inter-resource dependency.

In addition, dividing templates makes it possible to reduce the range of effect when an error
occurs.

Regarding the example template for a virtual network and a virtual server, see below.

1 6.2 Example virtual server creation Heat template

6.2.1 Example virtual server creation Heat template

The following is an example template that creates a volume and a single server using the
specified key pair.

Creating a virtual server.yaml

#
# This template creates a volume and a single virtual server using

# the specified key pair.
#
heat_template_version: 2013-05-23

description: >
This template creates a virtual server using the specified key pair.

parameters:
VOLUME_NAME :
type: string
description: Name of the system volume of the Virtual Server
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default: Sample_Volume_01

VOLUME_SIZE:
type: string
description: Volume size of the system volume of the Virtual Server
default: 30

AZ:
type: string
description: Name of the Availability Zone to deploy the Virtual Server in
default: jp-east-1a

FLAVOR:
type: string
description: Name or ID of the Flavor type of the Virtual Server to create
default: S-1

IMAGE_ID:
type: string
description: Image ID or image name to use for the Virtual Server
default: c3867ebe-afd6-4858-918e-c445f9041c9d

KEY_NAME :
type: string
description: Name of the existing key pair used for the Virtual Server
default: Sample_Key_ 01

SERVER_NAME :
type: string
description: Name of the Virtual Server to create
default: Sample_Server_01

NETWORK_NAME :
type: string
description: NAME of the Network to deploy the Virtual Server on
default: Sample_Network_01

NETWORK_ID:
type: string
description: ID of the Network to deploy the Virtual Server on
default: 6eft72d8-a4ad-4h4f-8d2d-76so0e8bal22b

SECURITY_GROUP_NAME :
type: string
description: ID of the Security Group associated with the Virtual Server
default: Sample_Security_Group_01

resources:
VOLUME_01:

type: 0S::Cinder::Volume

properties:
name: { get_param: VOLUME_NAME }
size: { get_param: VOLUME_SIZE }
volume_type: “M1”
image : { get_param: IMAGE_ID }
availability_zone: { get_param: AZ }

SERVER_01:
type: 0S::Nova::Server
properties:
availability_zone: { get_param: AZ }
block_device_mapping: [{“volume_size”:{ get_param: VOLUME_SIZE }, “volume_id”:

{ get_resource: VOLUME_O1 }, “delete_on_termination”: True, “device name”: “/dev/vda”

flavor: { get_param: FLAVOR }
flavor_update_policy: RESIZE
image: { get_param: IMAGE_ID }
key name: { get_param: KEY_NAME }
name: { get_param: SERVER_NAME }

- 115 -



networks: [{"network”: { get_param: NETWORK_ID }}]
security_groups: [{ get_param: SECURITY_GROUP_NAME }]
user_data_format: RAW

outputs:
SERVER_O1_DETAIL:
description:
value: { get_attr: [SERVER 01, show] }

SERVER_O1_NETWORK:

description:

value: { get_attr: [SERVER_01, networks] }
SERVER_O1_IP:

description:
value: { get_attr: [SERVER_O1, addresses, { get_param: NETWORK_NAME }, 0, port] }

6.2.2 Example Heat template for changing the flavor of
a virtual server using stack update

This template performs "Updating a stack" for a virtual server that was created using
"Creating_a_virtual_server.yaml" of Example virtual server creation Heat template, and changes
the flavor of the virtual server.

For the procedure for "Updating a stack’, refer to "Updating a stack".

Updating a virtual server.yaml

#

# This template changes the flavor of a virtual server created
# using “Creating_a_virtual_server.yaml”

#

heat_template_version: 2013-05-23

description: >
This template changes the flavor of a virtual server created using
“Creating_a_virtual_server. yaml”

parameters:
VOLUME_NAME
type: string
description: Name of the system volume of the Virtual Server
default: Sample_Volume_01

VOLUME_SIZE:
type: string
description: Volume size of the system volume of the Virtual Server
default: 30

AZ:
type: string
description: Name of the Availability Zone to deploy the Virtual Server in
default: jp—east-1a

FLAVOR:
type: string
description: Name or ID of the Flavor type of the Virtual Server to update
default: S-2

IMAGE_ID:
type: string
description: Image ID or image name to use for the Virtual Server
default: c3867ebe-afd6-4858-918e-c445f9041c9d
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KEY_NAME :
type: string
description: Name of the existing key pair used for the Virtual Server
default: Sample_Key_ 01

SERVER_NAME :
type: string
description: Name of the Virtual Server to update
default: Sample_Server_01

NETWORK_NAME :
type: string
description: NAME of the Network to deploy the Virtual Server on
default: Sample_Network_01

NETWORK_ID:
type: string
description: ID of the Network to deploy the Virtual Server on
default: 6eft72d8-ad4ad-4h4f-8d2d-76s0e8bal22b

SECURITY_GROUP_NAME :
type: string
description: NAME of the Security Group associated with the Virtual Server
default: Sample_Security_Group_01

resources:
VOLUME_O1:

type: 0S::Cinder::Volume

properties:
name: { get_param: VOLUME_NAME }
size: { get_param: VOLUME_SIZE }
volume_type: “M1”
image : { get_param: IMAGE_ID }
availability_zone: { get_param: AZ }

SERVER_O1:
type: 0S::Nova::Server
properties:
availability_zone: { get_param: AZ }
block_device_mapping: [{“volume_size”:{ get_param: VOLUME_SIZE }, “volume_id”:
{ get_resource: VOLUME_O1 }, “delete_on_termination”: True, “device_name”: “/dev/vda” }]
flavor: { get_param: FLAVOR }
flavor_update_policy: RESIZE
image: { get_param: IMAGE_ID }
key_name: { get_param: KEY_NAME }
name: { get_param: SERVER_NAME }
networks: [{“network”: { get_param: NETWORK_ID }}]
security_groups: [{ get_param: SECURITY_GROUP_NAME }]
user_data_format: RAW

outputs:
SERVER_O1_DETAIL:
description:
value: { get_attr: [SERVER_O1, show] }

SERVER_O1_NETWORK :
description:
value: { get_attr: [SERVER_O1, networks] }

SERVER_O01_IP:

description:
value: { get_attr: [SERVER_O1, addresses, { get_param: NETWORK_NAME }, 0, port] }
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6.3 Example virtual server creation (Windows 0S)
Heat template with computer name specification

The following is an example template that specifies the computer name when creating a virtual
server (Windows 0S).

Indicate the computer name to specify in the following location in the template.

0) Example: Rename-Computer -Force -NewName "computer_name_to_specify" -Restart

Notice

Creating a virtual server for Windows0S.yaml

#

#

# This template specifies the computer name when creating a virtual server (Windows 0S).
#

#

heat_template_version: 2013-05-23

description: >
This template specifies the computer name when creating a virtual server (Windows 0S).

parameters:
VOLUME_NAME :
type: string
description: Name of the system volume of the Virtual Server
default: Sample_Volume_01

VOLUME_SIZE:
type: string
description: Volume size of the system volume of the Virtual Server
default: 80

AZ:
type: string
description: Name of the Availability Zone to deploy the Virtual Server in
default: jp—east-1a

FLAVOR:
type: string
description: Name or ID of the Flavor type of the Virtual Server to create
default: S-1

IMAGE_ID:
description: Image ID or image name to use for the Virtual Server
default: 0e9e37b7-5514-4e9a-95d9-b6927a74e200

KEY_NAME :
type: string
description: Name of the existing key pair used for the Virtual Server
default: Sample_Key_ 01

SERVER_NAME :
type: string
description: Name of the Virtual Server to create
default: Sample_Server_01

NETWORK_NAME :
type: string
description: NAME of the Network to deploy the Virtual Server on
default: Sample_Network_01

NETWORK_ID:
type: string
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description: ID of the Network to deploy the Virtual Server on
default: 6eft72d8-ad4ad-4h4f-8d2d-76so0e8bal22b

SECURITY_GROUP_NAME :
type: comma_delimited_|ist
description: ID of the Security Group associated with the Virtual Server
default: Sample_Security_Group_01

resources:
VOLUME_01:

type: 0S::Cinder::Volume

properties:
name: { get_param: VOLUME_NAME }
size: { get_param: VOLUME_SIZE }
volume_type: M1
image : { get_param: IMAGE_ID }
availability_zone: { get_param: AZ }

SERVER_O1:
type: 0S::Nova::Server
properties:
availability_zone: { get_param: AZ }
block_device_mapping: [{“volume_size”: { get_param: VOLUME_SIZE }, “volume_id":
{get_resource: VOLUME_O1 }, “delete_on_termination”: True, “device_name”: “/dev/vda” }]
flavor: { get_param: FLAVOR }
image: { get_param: IMAGE_ID }
key_name: { get_param: KEY_NAME }
name: { get_param: SERVER_NAME }
networks: [“uuid”: { get_param: NETWORK_ID }]
security_groups: { get_param: SECURITY_GROUP_NAME }
user_data_format: RAW
user_data: |
#ps1
Rename—Computer -Force —NewName Samp|eNameWindowsVO1 —Restart

outputs:
SERVER_01 DETAIL:
description:
value: { get_attr: [SERVER_O1, show] }

SERVER_O1_NETWORK :
description:
value: { get_attr: [SERVER 01, networks] }

SERVER_O1_IP:

description:
value: { get_attr: [SERVER_01, addresses, { get_param: NETWORK_NAME }, 0, port] }

1 6.4 Example AutoScale Heat template

hello world autoscaling.yaml

The following is an example template for AutoScale.
heat_template_version: 2013-05-23

description:
Autoscal ing test HOT.

parameters:
az:

type: string
default: jp—east-1b
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param-image—id:
type: string
default: 839¢c1db6-738c-4e2b—9al1d-c14977564203

param-flavor:
type: string
default: (The server type of the virtual server.)

key-name:
type: string
description: SSH key to connect to the servers
default: (Arbitrary key pair name)

autoscale—security—group:
type: comma_delimited_list
default: (Arbitrary security group name)

subnet-id:
type: string
description: subnet id
default: (Arbitrary subnet ID)

resources:

web—server—group:

depends_on:
- launch_config

- fj-elb

type: FCX::AutoScaling::AutoScal ingGroup

properties:
AvailabilityZones: [{get_param: az}]
LaunchConfigurationName: {get resource: launch_config}
MinSize: "2
MaxSize: '3
VPCZoneldentifier: [{get_param: subnet-id}]
LoadBalancerNames:
- {get_resource: fj-elb}

launch_config:
type: FCX::AutoScaling::LaunchConfiguration
properties:
Imageld: { get_param: param—image-id }
InstanceType: { get_param: param-flavor }
KeyName: {get_param: key-name}
Secur ityGroups: {get_param: autoscale-security-group}
BlockDeviceMappingsV2: [{source_type: 'image’, destination_type: 'volume’
boot_index: "0, device_name: '/dev/vda’, volume_size: '30", uuid: {get_param: param—
image—id}, delete_on_termination: true, volume_type: 'F2'}]

fj-elb:
type: FCX::ExpandableloadBalancer ::LoadBalancer
properties:
Subnets: [{get_param: subnet-id}]
Listeners:

- {LoadBalancerPort: "80", InstancePort: 80’
Protocol: "HTTP', InstanceProtocol: "HTTP' }
HealthCheck: {Target: 'HTTP:80/healthcheck’, HealthyThreshold: '3’
UnhealthyThreshold: "5, Interval: "30', Timeout: '5'}
Version: 2014-09-30
Scheme: internal
LoadBalancerName: (Arbitrary Load Balancer name)
* Do not specify underscores () in the optional name for the load balancer.
If an underscore is specified during creation, the status of the stack becomes
“CREATE_FAILED”

web_server_scaleup_policy:
type: FCX::AutoScaling::ScalingPolicy
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properties:
Ad justmentType: ChangelnCapacity
AutoScal ingGroupName: {get resource: web-server—group}
Cooldown: ' 60’
ScalingAdjustment: "1’

web_server_scaledown_policy:
type: FCX::AutoScaling::ScalingPolicy
properties:
AdjustmentType: ChangelnCapacity
AutoScal ingGroupName: {get_resource: web-server—group}
Cooldown: ' 60’
Scal ingAdjustment: '-1’

cpu_alarm_high:

type: 0S::Ceilometer::Alarm

properties:
description: Scale-up if the average CPU > 50% for 1 minute
meter_name: fcx. compute. cpu_uti |
statistic: avg
period: ' 60
evaluation_periods: "1
threshold: ' 50’
alarm_actions:
- {get_attr: [web_server_scaleup_policy, AlarmUr!]}
matching_metadata: { metadata.user_metadata. groupname’ : {get_resource: 'web—server-

group’ }} .

compar ison_operator: gt

cpu_alarm_low:

type: 0S::Ceilometer::Alarm

properties:
description: Scale-down if the average CPU < 15% for 1 minute
meter_name: fcx. compute. cpu_util
statistic: avg
period: 60’
evaluation_periods: "1’
threshold: ' 15
alarm_actions:
- {get_attr: [web_server_scaledown_policy, AlarmUrl|]}
matching_metadata: { metadata.user_metadata. groupname : {get_resource: 'web-server—

group’ }}

compar ison_operator: |t

1 6.5 Example AutoScale Heat template (Windows)

hello world autoscaling windows.yam|

The following is an example template for AutoScale (Windows).
heat_template_version: 2013-05-23

description:
Autoscal ing Windows

parameters:

az:

type: string

default: jp-east-1a
param_image_id:

type: string

default: 5ab16551-¢c229-4611-834b-a16e074c187e
param_f lavor:

type: string

default: (The server type of the virtual server.)
autoscale_security_group_name:
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type: comma_delimited_list

default: (Arbitrary security group name)
autoscale_security group_id:

type: comma_delimited_list

default: (Arbitrary security group ID)
autoscale_subnet_id:

type: comma_delimited_list

default: (Arbitrary subnet ID)
autoscale_elb_name:

type: string

default: m0918WinELB1

resources:

AutoScaleWindows:
type: FCX::AutoScaling::AutoScal ingGroup
properties:
AvailabilityZones: [{get_param: az}]
LaunchConfigurationName: {get_resource: launch_config}
MinSize: "1
MaxSize: '3’
VPCZoneldentifier: {get_param: autoscale_subnet_id}
HealthCheckGracePeriod: "110’
HealthCheckType: 'ELB’
Cooldown: 750
LoadBalancerNames: [{get_resource: fj_elb}]
Tags: [{"Key”: “admin_pass”, “Value”: “(Arbitrary password (x1))”}]
*1: Specify a password that satisfies the complexity
requirements of Windows.

launch_config:
type: FCX::AutoScaling::LaunchConfiguration
properties:
Imageld: { get_param: param_image_id }
InstanceType: { get_param: param_flavor }
Secur ityGroups: {get_param: autoscale_security_group_name}
BlockDeviceMappingsV2: [{source type: ' image’, destination_type: 'volume’
boot_index: "0, device_name: '/dev/vda’, volume_size: "80", uuid: {get_param:
param_image_id}, delete_on termination: true, volume type: 'F2'}]

UserData: |
#ps1
New-Item “c:¥¥test” -itemType Directory
fj_elb:
type: FCX::ExpandableloadBalancer ::LoadBalancer
properties:

Subnets: {get_param: autoscale_subnet_id}

Secur ityGroups: {get_param: autoscale_security_group_id}

Listeners:

- {LoadBalancerPort: "80", InstancePort: 80’

Protocol: "HTTP', InstanceProtocol: "HTTP' }

HealthCheck: {Target: 'HTTP:80/iisstart. htm', HealthyThreshold: '3’
UnhealthyThreshold: "5, Interval: "30', Timeout: '5'}

Version: 2014-09-30

Scheme: internal

LoadBalancerName: {get_param: autoscale_elb_name}

web_server_scaleup_policy:
type: FCX::AutoScaling::ScalingPolicy
properties:
Ad justmentType: ChangelnCapacity
AutoScal ingGroupName: {get_resource: AutoScaleWindows}
ScalingAdjustment: "1’

web_server_scaledown_policy:
type: FCX::AutoScaling::ScalingPolicy
properties:
Ad justmentType: ChangelnCapacity
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AutoScal ingGroupName: {get_resource: AutoScaleWindows}
Scal ingAdjustment: '-1'

cpu_alarm_high:
type: 0S::Ceilometer::Alarm
properties:
description: Scale-up if the average CPU > 80% for 1 minute
meter_name: fcx. compute. cpu_util
statistic: avg
period: 180
evaluation_periods: "1
threshold: ' 80’
alarm_actions:
- {get_attr: [web_server_scaleup_policy, AlarmUrl]}
matching metadata: { metadata.user_metadata. groupname’ : {get resource:
"AutoScaleWindows’ }}
compar ison_operator: gt

cpu_alarm_|low:
type: 0S::Ceilometer::Alarm
properties:
description: Scale-down if the average CPU < 20% for 1 minute
meter_name: fcx. compute. cpu_util
statistic: avg
period: 180’
evaluation_periods: "1’
threshold: ' 20’
alarm_actions:
- {get_attr: [web_server_scaledown_policy, AlarmUrI]}
matching_metadata: { metadata.user_metadata. groupname’ : {get_resource:
"AutoScaleWindows’ }}
compar ison_operator: |t

6.6 Example health check Heat template
(Windows)

hello world autoscaling healthcheck.yaml

The following is an example template for automatically recovering abnormal instances included
in AutoScale (Windows) that are detected using the health check of Load Balancer.

heat_template_version: 2013-05-23

description:
Autoscal ing Windows Health HTTP80

parameters:

az:
type: string

default: jp—east-1a
param_image_id:

type: string

default: 5ab16551-¢229-4611-834b-al16e074c187e
param_f lavor:

type: string

default: (The server type of the virtual server.)
autoscale_security_group_name:

type: comma_delimited_list

default: (Arbitrary security group name)
autoscale_security_group_id:

type: comma_delimited_list

default: (Arbitrary security group ID)
autoscale_subnet_id:

type: comma_delimited_list

default: (Arbitrary subnet ID)
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autoscale_elb_name:
type: string
default: m0918WinELB2

resources:

autoScaleWindows:
type: FCX::AutoScaling: :AutoScal ingGroup
properties:
AvailabilityZones: [{get_param: az}]
LaunchConfigurationName: {get_resource: launch_config}
MinSize: "1’
MaxSize: "2
VPCZoneldentifier: {get param: autoscale subnet_id}
HealthCheckGracePeriod: " 110’
HealthCheckType: "ELB’
Cooldown: 750
LoadBalancerNames: [{get_resource: fj_elb}]
Tags: [{"Key”: “admin_pass”, “Value”: “(Arbitrary password (x1))”}]
*1: Specify a password that satisfies the complexity
requirements of Windows.

launch_config:
type: FCX::AutoScaling::LaunchConfiguration
properties:
Imageld: { get param: param_image_id }
InstanceType: { get_param: param_flavor }
SecurityGroups: {get_param: autoscale_security_group_name}
BlockDeviceMappingsV2: [{source_type: ' image’, destination_type: 'volume’
boot_index: 0, device_name: '/dev/vda’, volume_size: '80", uuid: {get_param:
param_image_id}, delete_on_termination: true, volume_type: 'F2'}]

UserData: |
#ps1
New-Item “c:¥¥test” —itemType Directory
fj_elb:
type: FCX::ExpandableloadBalancer ::LoadBalancer
properties:

Subnets: {get_param: autoscale_subnet_id}

Secur ityGroups: {get_param: autoscale_security_group_id}

Listeners:

- {LoadBalancerPort: '80', InstancePort: '80

Protocol: "HTTP', InstanceProtocol: "HTTP' }

HealthCheck: {Target: 'HTTP:80/iisstart. htm', HealthyThreshold: '3’
UnhealthyThreshold: "5, Interval: "30', Timeout: '5'}

Version: 2014-09-30

Scheme: internal

LoadBalancerName: {get_param: autoscale_elb_name}

vm_recover_policy:
type: FCX::AutoScaling::ScalingPolicy
properties:
Ad justmentType: ChangelnCapacity
AutoScal ingGroupName: {get_resource: autoscalewindows}
ScalingAdjustment: "1’

elb_status_abnormal :

type: 0S::Ceilometer::Alarm

properties:
description: elb_unhealty_recovery
meter_name: fcx. loadbalancing. instance. unhealthy
statistic: min
period: 180
evaluation_periods: "1
repeat_actions: true
threshold: "1’
alarm_actions:
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- {get_attr: [vm_recover_policy, AlarmUrl]}
matching_metadata: { 'resource_id : {get_param: autoscale_elb_name}}
compar ison_operator: ge

1 6.7 Example network creation Heat template

hello world Network 1.yaml, hello world Network 2.yaml
The following is an example template that defines a network with the structure shown below.

External network: inf_az1_extnetO1]

1

Virtual router: :
service_routerl .

1

1

Firewall: Firewalll (\\ I
1

1

1

1

1

1

1

1

l I
1

- 1
1

1

1

1

1

1

1

1

MNetwork:
service_nebworkl

=i SCCUrityGroups: security_group =

......................................................................................................................................................
.

I Itis not possible to create a stack using a template in which a router that will connect
© oy [0 @N external network is defined. It is necessary to first create a stack using a template
: in which a router that will not connect to external networks is defined, and then update :
the stack by adding the property "external_gateway_info" to the router definition in the :
template. :

To enable connections to external networks, use the file "hello_world_Network_1.yaml"
described in this section to create the stack, and use "hello_world_Network_2.yaml"to
update it.

An error will also occur when creating a stack using a Heat template that includes "load
balancer service" or "database service" resources that can communicate with external  :
networks. However, it is possible to successfully deploy these resources by performing
stack updates similar to the one described above.

hello_world_Network_1.yaml

heat_template_version: 2013-05-23
description: Network part for service.
parameters:
az:
type: string
description: Availability zone
default: (The availability zone to be used. Example: jp—east-1a)
service_networkl_name:
type: string
description: Name of the service network
default: (Arbitrary network name)
service_subnet1_name:
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type: string

description: Name of the service subnetwork

default: (Arbitrary subnet name)
service_router1_name:

type: string

description: Name of the service vrouter.

default: (Arbitrary router name)
service_subnetl1_cidr:

type: string

description: GIDR representation of the service subnet.

default: (Arbitrary GIDR)
service_subnetl_gw_ip:

type: string

description: Gateway IP of Subnet

default: (The gateway address to be configured for the subnet)
service_subnet1_gw_port_name:

type: string

description: Gateway port name of Subnet

default: (Arbitrary port name)
security_group_name:

type: string

description: Security Group name

default: (Arbitrary security group name)
nameserver_ipl:

type: string

description: IP of the dns nameserverl.

default: (The IP address of DNS server 1 to be used by servers deployed to the subnet)
nameserver_ip2:

type: string

description: IP of the dns nameserver?2.

default: (The IP address of DNS server 2 to be used by servers deployed to the subnet)
firewal [1_name:

type: string

description: Name of the firewalll

default: (Arbitrary firewall name)
firewal |1_policy_name:

type: string

description: Name of the firewalll Policy

default: (Arbitrary firewall policy name)

resources:
service_networkl:
type: 0S::Neutron::Net
properties:
availability _zone: {get param: az }
name: { get_param: service_networkl_name }
service_subnet1:
type: 0S::Neutron::Subnet
properties:
availability_zone: { get_param: az }
cidr: { get_param: service_subnetl cidr }
name: { get_param: service_subnetl_name }
gateway_ip: { get_param: service_subnetl_gw_ip }
network_id: { get_resource: service_networkl }
dns_nameservers: [{ get_param: nameserver_ipl }, { get_param: nameserver_ip2 }]
gw_portl:
type: 0S::Neutron::Port
properties:
availability zone: { get_param: az }
network_id: { get_resource: service_networkl }
fixed_ips: [{“ip_address”: {get_param: service_subnetl gw_ip }, “subnet_id”:
{get_resource: service_subnetl }}]
name: { get param: service_subnetl gw port_name }
service_routerl:
type: 0S::Neutron::Router
properties:
availability_zone: { get_param: az }
name: { get_param: service_router1_name }
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service_router_interfacel:
depends_on: service_router]
type: 0S::Neutron::RouterInterface
properties:
router_id: { get_resource: service_routerl }
port_id: { get_resource: gw_portl }
security_group:
type: 0S::Neutron::SecurityGroup
properties:
description: test Security groups rule
name: { get_param: security_group_name }
availability_zone: {get_param: az}
rules: [{“direction”: ingress, “port_range_max”: 22, “port_range_min”: 22,
“protocol”: tcp, “remote_ip_prefix”: 192.168.0.0/16 }
{"direction”: ingress, “protocol”: icmp, “remote ip_prefix”:
192.168.0.0/16 }]
firewall1:
type: 0S::Neutron::Firewall
properties:
description: test Firewal |
name: { get param: firewall1_name }
availability_zone: {get_param: az }
firewal|_policy_id: {get_resource: firewalll1_policiy }
# For the Japan Eastl / Japan West1l / Japan West2 regions, remove the comment out “#” from
# the following comment.

# router_id: {get_resource: service_routerl }
# For the Japan East2 regions, remove the comment out “#” from the fol lowing comment.
# value_specs: {“router_ids”: [{get_resource: service_routeri}]}

firewal [1_policiy:
type: 0S::Neutron::FirewallPolicy
properties:
audited: true
description: test Firewall Policy
firewall_rules: [{ get_resource: firewall_rulel }, { get_resource: firewall_rule2 }]
name: { get_param: firewall1_policy_name }
availability_zone: {get_param: az }
firewall_rulel:
type: 0S::Neutron::FirewallRule
properties:
description: test Firewall rule
destination_port: “80”
protocol: tcp
source_ip_address: {get_param: service_subnetl_cidr}
availability_zone: {get_param: az }
action: allow
firewall_rule2:
type: 0S::Neutron::FirewallRule
depends_on: firewall_rulel
properties:
description: test Firewall rule2
source_port: “53”
protocol: udp
source_ip_address: {get_param: service_subnetl_cidr}
destination_ip_address: {get_param: nameserver_ipl}
availability_zone: {get_param: az}
action: allow

hello_world_Network_2.yaml

heat_template_version: 2013-05-23
description: Network part for service
parameters:
az:
type: string
description: Availability zone
default: (The availability zone to be used. Example: jp—east-1a)
service_networkl_name:
type: string
description: Name of the service network
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default: (Arbitrary network name)
service_subnet1_name:

type: string

description: Name of the service subnetwork

default: (Arbitrary subnet name)
service_router1_name:

type: string

description: Name of the service vrouter.

default: (Arbitrary router name)
service_subnetl_cidr:

type: string

description: GIDR representation of the service subnet.

default: (Arbitrary CIDR)
service_subnetl_gw_ip:

type: string

description: Gateway IP of Subnet

default: (The gateway address to be configured for the subnet)
service_subnet1_gw_port_name:

type: string

description: Gateway port name of Subnet

default: (Arbitrary port name)
secur ity_group_name:

type: string

description: Security Group name

default: (Arbitrary security group name)
nameserver_ipl:

type: string

description: IP of the dns nameserverl.

default: (The DNS server to be used by servers deployed to the subnet)
nameserver_ip2:

type: string

description: IP of the dns nameserver2.

default: (The DNS server to be used by servers deployed to the subnet)
firewal [1_name:

type: string

description: Name of the firewal |1

default: (Arbitrary firewall name)
firewall1_policy_name:

type: string

description: Name of the firewalll Policy

default: (Arbitrary firewall policy name)
ext-net:

type: string

default: (The name of the external network to be used. Example:inf_azl_ext-net01)

resources:
service_networkl:
type: 0S::Neutron::Net
properties:
availability_zone: {get_param: az }
name: { get param: service networkl _name }
service_subnetl:
type: 0S::Neutron::Subnet
properties:
availability_zone: { get_param: az }
cidr: { get_param: service_subnetl_cidr }
name: { get param: service_subnetl name }
gateway_ip: { get_param: service_subnetl_gw_ip }
network_id: { get_resource: service_networkl }
dns_nameservers: [{ get_param: nameserver_ipl }, { get_param: nameserver_ip2 }]
gw_portl:
type: 0S::Neutron::Port
properties:
availability_zone: { get_param: az }
network_id: { get_resource: service_networkl }
fixed_ips: [{“ip_address”: {get_param: service_subnetl_gw_ip }, “subnet_id”:
{get_resource: service_subnetl }}]
name: { get_param: service_subnetl_gw_port_name }
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service_routerl:
type: 0S::Neutron::Router
properties:
# Update the stack by adding the following line to enable
# the router to connect to external networks.
external_gateway_info: {"network": {get_param: ext-net} }
availability_zone: { get_param: az }
name: { get_param: service_router1_name }
service_router_interfacel:
depends_on: service_router1
type: 0S::Neutron::RouterInterface
properties:
router_id: { get_resource: service_routerl }
port_id: { get_resource: gw_portl }
security_group:
type: 0S::Neutron::SecurityGroup
properties:
description: test Security groups rule
name: { get_param: security_group_name }
availability_zone: {get_param: az}
rules: [{“direction”: ingress, “port_range_max”: 22, “port_range_min”: 22,
“protocol”: tcp, “remote_ip_prefix”: 192.168.0.0/16 }
{"direction”: ingress, “protocol”: icmp, “remote_ip_prefix”:
192.168.0.0/16 }]
firewall1:
type: 0S::Neutron::Firewall
properties:
description: test Firewal |
name: { get_param: firewall1_name }
availability _zone: {get param: az }
firewall_policy_id: {get_resource: firewall1_policiy }
# For the Japan Eastl / Japan Westl / Japan West2 regions, remove the comment out “#” from
# the following comment.
# router_id: {get_resource: service_routerl }
# For the Japan East2 regions, remove the comment out “#” from the fol lowing comment.
value_specs: {“router_ids”: [{get_resource: service router1}]}
firewal |1_policiy:
type: 0S::Neutron::FirewallPolicy
properties:
audited: true
description: test Firewall Policy
firewal |l rules: [{ get_resource: firewall rulel }, { get_resource: firewall rule2 }]
name: { get_param: firewall1_policy_name }
availability_zone: {get_param: az }
firewall_rulel:
type: 0S::Neutron::FirewallRule
properties:
description: test Firewall rule
destination_port: “80”
protocol: tcp
source_ip_address: {get_param: service_subnetl_cidr}
availability_zone: {get_param: az }
action: allow
firewall_rule2:
type: 0S::Neutron::FirewallRule
depends_on: firewall_rulel
properties:
description: test Firewall rule2
source_port: “53”
protocol: udp
source_ip_address: {get_param: service_subnetl_cidr}
destination_ip_address: {get_param: nameserver_ipl}
availability_zone: {get_param: az}
action: allow
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6.8 Example Security Group creation Heat
template

Creating a security group.yaml|

This is an example of a template for creating Security Groups and the Security Group rules that
are associated with them.

#

# This template creates Security Groups and the Security Group rules that are
# associated with them.

#

heat_template_version: 2013-05-23

description: >
Creating a Security Group Sample template

parameters:
AZ:
type: string
description: Name of the Availability Zone
default: jp—west-2a

SG_NAME:
type: string
description: Name of the Security Group
default: Sample_Security_Group_01

REMOTE_IP:
type: string
description: Remote IP prefix to associate with the Security Group rule
default: 192.168.10.0/24

resources:
SECURITY_GROUP:
type: 0S::Neutron::SecurityGroup
properties:
availability_zone: { get_param: AZ }
name: { get_param: SG_NAME }
description: >
Security group rule to create
Allows connection from remote IP (icmp, tcp22, 80, 443, 3389, 1688, 53, and udp 53)
rules:
#1 ingress: ICMP/RemotelP
- { remote_ip_prefix: { get_param: REMOTE_IP }, direction: ingress, protocol:

#2 ingress: TCP/SSH/22/RemotelP

- { remote_ip_prefix: { get_param: REMOTE_IP }, direction: ingress, protocol: tcp
port_range_min: 22, port_range_max: 22}

#3 ingress: TCP/HTTP/80/RemotelP

- { remote_ip_prefix: { get_param: REMOTE_IP }, direction: ingress, protocol: tcp
port_range_min: 80, port_range_max: 80}

#4 ingress: TCP/HTTPS/443/RemotelP

- { remote_ip_prefix: { get_param: REMOTE_IP }, direction: ingress, protocol: tcp
port_range_min: 443, port_range_max: 443}

#5 ingress: TCP/RDP/3389/RemotelP

- { remote_ip_prefix: { get_param: REMOTE_IP }, direction: ingress, protocol: tcp
port_range_min: 3389, port_range_max: 3389}

#6 ingress: TCP/KMS/1688/RemotelP

- { remote_ip_prefix: { get_param: REMOTE_IP }, direction: ingress, protocol: tcp
port_range_min: 1688, port_range_max: 1688}

#7 ingress: TCP/DNS/53/RemotelP

- { remote_ip_prefix: { get_param: REMOTE_IP }, direction: ingress, protocol: tcp
port_range_min: 53, port_range_max: 53}

#8 ingress: UDP/DNS/53/RemotelP

icmp }
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- { remote_ip_prefix: { get_param: REMOTE_IP }, direction: ingress, protocol: udp
port_range_min: 53, port_range_max: 53}

6.9 ExamElIe Virtual Server creation with global IP
assi

eat template

Creating a virtual server with floating IP.yaml

This is an example of a template for creating a single Virtual Server with a global IP assigned.

#

# This template creates a single Virtual Server with a global IP assigned
#

heat_template_version: 2013-05-23

description: >
Create a Virtual Server with a Floating IP assigned.

parameters:
KEY_NAME :
type: string
description: Name of the existing key pair used for the Virtual Server
default: TEST_KEY_O1

FLAVOR_NAME :
type: string
description: Name or ID of the Flavor type of the Virtual Server to create
default: S-1

IMAGE_ID:
type: string
description: Image ID or image name to use for the Virtual Server (CentOS)
default: c3867ebe-afd6-4858-918e-c445f9041c9d

AZ:
type: string
description: Name of the Availability Zone to deploy the Virtual Server in
default: jp—west-2a

SERVER_NAME :
type: string
description: Name of the Virtual Server to create
default: Sample_Server_01

SECURITY_GROUP_ID:
type: string
description: ID of the Security Group associated with the Virtual Server
default: 935ce03a-73d2-475a-a21e-dff8echbgtsd

EXT_NETWORK_ID:
type: string
description: External Network ID assigned to the Floating IP
default: b3cala26-abc5-46e8-82f2-3f27bbe7al2u

PRIVATE_NETWORK_ID:
type: string
description: ID of the Private Network to deploy the Virtual Server on
default: 913478d6-3259-4b8d-acs8-9bcalb54769n

SUBNET_ID:
type: string
description: ID of the Subnet to deploy the Virtual Server on
default: 13ye9b10-85mb—4791-aced-c3a8bddc675¢

PORT_IP_ADDRESS:
type: string
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description: IP address assigned to the Virtual Server
default: 192.168.10. 11

VOLUME_NAME :
type: string
description: Name of the system volume of the Virtual Server
default: Sample_Volume_01

VOLUME_SIZE:
type: string
description: Volume size of the system volume of the Virtual Server
default: 30

resources:
SERVER_PORT:
type: 0S::Neutron::Port
properties:
admin_state_up: true
network_id: { get_param: PRIVATE_NETWORK_ID }

fixed_ips: [{“ip_address”: { get_param: PORT_IP_ADDRESS }, “subnet_id”:

SUBNET _ID }}]
security_groups: [{ get_param: SECURITY_GROUP_ID }]
availability_zone: { get_param: AZ }

SERVER_FLOATING_IP:
type: 0S::Neutron::FloatingIP
properties:
fixed_ip_address: { get_param: PORT_IP_ADDRESS }
floating_network_id: { get_param: EXT_NETWORK_ID }
port_id: { get_resource: SERVER_PORT }
availability_zone: { get_param: AZ }

SYS-VOL:

type: 0S::Cinder::Volume

properties:
name: { get_param: VOLUME_NAME }
size: { get_param: VOLUME_SIZE }
volume_type: “M1”
image @ { get_param: IMAGE_ID }
availability_zone: { get_param: AZ }

SERVER:
type: 0S::Nova::Server
properties:
name: { get_param: SERVER_NAME }
availability_zone: { get_param: AZ }

{ get_param:

block_device_mapping: [{“volume_size”: { get_param: VOLUME_SIZE }, “volume_id":
{ get_resource: SYS-VOL }, “delete_on_termination”: True, “device_name”: “/dev/vda” }]

flavor: { get_param: FLAVOR_NAME }

image: { get_param: IMAGE_ID }

key name: { get_param: KEY_NAME }

networks: [{“port”: { get_resource: SERVER_PORT }}]

outputs:
SERVER_PRIVATE_IP:
description: IP address of server in private network
value: { get_attr: [ SERVER, first_address ] }

SERVER_EXT_IP:
description: Floating IP address of server in public network
value: { get_attr: [ SERVER_FLOATING_IP, floating_ip_address ] }

SERVER_DETAILS:

description: Shows details of all virtual servers
value: { get_attr: [ SERVER, show ] }
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6.10 Example Database Virtual Server creation
Heat template

Creating a database virtual server.yaml

This is an example of a template for creating a DB Subnet Group, a DB Parameter Group, and a
Database Virtual Server.

It creates the following configuration.

f L9 = 3
External Network Internet External Mebtwork
& 3 3 L o 1

| : | MNetwork Connecter | :
-y v
: { I | i
| + pouter | Ennnccte;Endpuint | | Cnnncctcr'Endpo'rnl: | : .

I = S

.ﬁ T O—pnm

? i Sunet{;u
L b ........ b e

| DB DB
: (Master) Standby)

DB 5
(Standby '
i Multi DB Parametar Multi AZ Parameter :
| multi : “true” miulti_az : "trua* "
D e e ]
# _ .
# This template creates a DB Subnet Group, a DB Parameter Group, and a Database Virtual
Server.

#
heat_template_version: 2013-05-23

description: >
Create a database Virtual Server.

parameters:
DB_SUBNET_GROUP_NAME :
type: string
description: Name of the DB Subnet Group
default: SampleDbSubnetGroup01

DB_SECURITY_GROUP_ID:
type: string
description: ID of the Security Group to deploy the Database Virtual Server in
default: 935ce03a-73d2-475a-a21e-dff8ech5gtsd

DB_SUBNET_ID_1:
type: string
description: Subnet ID 1 to register in the DB Subnet Group
default: 13ye9b10-85mb—4791-aced-c3a8bddc675e

DB_SUBNET_ID_2:
type: string
description: Subnet ID 2 to register in the DB Subnet Group
default: 196e758b-54ae-4f3c-9f00-ce8714dc072m
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DB_PARAMETER_GROUP_NAME :
type: string
description: Name of the DB Parameter Group
default: SampleDbParameterGroup01

PARAMETER_GROUP_FAMILY :
type: string
description: Type of Parameter Group decided based on the Database engine and version
default: enterprisepostgres_v9. 6

DB_INSTANGE_NAME :
type: string
description: Name of the Database Virtual Server
default: SampleDbInstance01

AZ:
type: string

description: Name of the Availability Zone
default: jp—west-2a

DB_VOLUME_SIZE:
type: string
description: Volume size of the Database Virtual Server
default: “30”

DB_STRUCTURE_NAME :
type: string
description: Database name
default: database0T1

DB_MASTER_USER_NAME :
type: string
description: Database administrator user name
default: root

DB_MASTER_PASSWORD :
type: string
description: Database administrator user password
hidden: true
default: rootroot

DB_USER_NAME :
type: string
description: Database system user name
hidden: true
default: userO1

DB_USER_PASSWORD:
type: string
description: Database system user password
hidden: true
default: userOlpasswd

DB_PORT:
type: string
description: Number of the port used by the Database
default: 5432

MULTI_FLAG:

type: string

description: Specify “true” or “false” for the Multi-DB setting (Redundancy inside the
same Availability Zone)

default: “true”

MULTI_AZ_FLAG:

type: string

description: Specify “true” or “false” for the Multi—-AZ setting (Redundancy inside a
different Availability Zone)
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default: “false”

FLAVOR_ID:
type: string
description: Flavor ID of the Database Virtual Server
default: “1101”

resources:
DB_SUBNET_GROUP:
type: FCX::Database: :DBSubnetGroup
properties:
name: { get_param: DB_SUBNET_GROUP_NAME }
subnet_ids: [{“subnet_id”: { get param: DB_SUBNET_ID_1 }}, { “subnet_id”:
{ get_param: DB_SUBNET_ID_2 }}]

DB_PARAMETER_GROUP:
type: FCX::Database: :DBParameterGroup
properties:
name: { get_param: DB_PARAMETER_GROUP_NAME }
parameter_group_family: { get_param: PARAMETER_GROUP_FAMILY }

DB_INSTANGE :
type: FCX::Database::DBInstance
properties:
name: {get_param: DB_INSTANCE_NAME }
flavor: { get_param: FLAVOR_ID }
size: { get _param: DB_VOLUME_SIZE }
disk_type: “M1”
availability_zone: { get_param: AZ }
subnet_group_id: { get_resource: DB_SUBNET_GROUP }
multi: { get_param: MULTI_FLAG }
multi_az: { get_param: MULTI_AZ FLAG }
port: { get_param: DB_PORT }
publicly_accessible: false
security_group_ids: [{get_param: DB_SECURITY_GROUP_ID}]
parameter_group_id: { get_resource: DB_PARAMETER_GROUP }
backup_retention_period: 0
masteruser_name: { get_param: DB_MASTER_USER_NAME }
masteruser_password: { get param: DB_MASTER_PASSWORD }
databases: [“name”: { get_param: DB_STRUCTURE_NAME} ]
users: [{ “name”: { get_param: DB_USER_NAME }, “password”: { get_param:
DB_USER_PASSWORD }, databases: [{ get_param: DB_STRUCTURE_NAME}] }]

outputs:
db_instance_internal_fqdn:
description: db_instance internal fgdn
value: { get_attr: [DB_INSTANCE, PRIVATEADDRESS] }

db_instance_internal _ip:
description: db_instance internal ip
value: { get_attr: [DB_INSTANCE, PRIVATEIP] }

db_instance_internal_sub_ip:
description: db_instance slave ip
value: { get_attr: [DB_INSTANCE, SUBPRIVATEIP] }
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IA: Resource type properties

A.1 Preface

Refer to "Resource type details" for details on the resource types.
* About the "Mandatory" column:

* Y: Item that must be specified

* (blank): Item that can be set if desired (Optional)

* About the "Updateable" column:
* Y: Can be updated using "Update stack"

* Y*: Can be only be updated using "Update stack" in For the Japan East2 regions

* (blank): Resources are created/deleted when you attempt to change a resource type using
"Update stack"

(1) ™1:This parameter can only be used in For the Japan East2 regions :
Notice - For details on "Update Stack’, refer to the"API Reference - Application Platform Service". :

......................................................................................................................................................

A.2 Auto scaling

Resource Types Properties Ma|Up
nd|da
at |te
or [ab
y |le

FCX::AutoScaling::AutoScalingGroup AvailabilityZones Y

Cooldown Y

HealthCheckGracePeriod
HealthCheckType

LaunchConfigurationName Y |Y

LoadBalancerNames

MaxSize
MinSize
Tags

VP(Zoneldentifier Y
FCX::AutoScaling::LaunchConfiguration BlockDeviceMappingsV2

Imageld

InstanceType

KeyName

NovaSchedulerHints

SecurityGroups

UserData
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Resource Types Properties Ma| Up
nd | da
at | te
or [ab
y |le

FCX::AutoScaling::ScalingPolicy AdjustmentType Y |Y

AutoScalingGroupName Y

Cooldown

ScalingAdjustment Y
A.3 Telemetry

Resource Types Properties Ma|Up
nd |da
at [te
or |ab
y |le

0S::Ceilometer::Alarm meter_name Y

alarm_actions
ok_actions
description
matching_metadata
evaluation_periods Y
statistic Y
enabled Y
period Y
insufficient_data_actions Y
repeat_actions Y
threshold Y |Y
comparison_operator Y
0S::Ceilometer::CombinationAlarm alarm_actions Y
ok_actions Y
description Y
enabled Y
alarm_ids Y Y
insufficient_data_actions Y
repeat_actions Y
operator Y

A.4 Block Storage
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Resource Types Properties Ma| Up
nd |da
at |[te
or |ab
y |le

0S::Cinder:Volume availability_zone

backup_id
description
image
metadata
name

Size
snapshot_id
source_volid
imageRef
volume_type

0S::Cinder::VolumeAttachment instance_uuid Y

mountpoint
volume_id Y
A.5 Compute

Resource Types Properties Ma| Up
nd|da
at |te
or [ab
y |le

0S::Nova::Server availability_zone

block_device_mapping

diskConfig

flavor Y |Y
image

key_name

metadata

name

networks

scheduler_hints

security_groups

user_data

user_data_format

admin_user
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A.6 Network

Resource Types Properties Ma| Up
nd |da
at | te
or |ab
y |le

0S::Neutron::Firewall admin_state_up Y

description Y
firewall_policy_id Y |Y
name Y
value_specs (*1) Y*
router_ids (*1) Y*
router _id Y*
availability_zone

0S::Neutron::FirewallPolicy audited Y

description Y
firewall_rules Y Y
name Y
availability_zone

0S::Neutron::FirewallRule action Y

description Y
destination_ip_address Y
destination_port Y
enabled Y
ip_version Y
name Y
protocol Y
source_ip_address Y
source_port Y
availability_zone

0S::Neutron::FloatinglP fixed_ip_address Y*

port_id Y*
floating_network_id Y

availability_zone

0S::Neutron::FloatinglPAssociation

floatingip_id

port_id

fixed_ip_address
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Resource Types

Properties

Ma

nd|d

at
or

0S::Neutron::Net

admin_state_up

name

tenant_id

availability_zone

0S::Neutron::Port

admin_state_up

allowed_address_pairs

ip_address

mac_address

fixed_ips

ip_address

subnet_id

mac_address

name

security_groups

network _id

availability_zone

0S::Neutron::Router

admin_state_up

external_gateway_info

network

name

< |I<|I<|I<

availability_zone

0S::Neutron::RouterInterface

port_id

router_id

subnet_id

0S::Neutron::SecurityGroup

description

name

availability_zone

rules

direction

ethertype

port_range_max

port_range_min

protocol

remote_group_id




Resource Types

Properties

Ma

nd|d

at
or

remote_ip_prefix

remote_mode

availability_zone

0S::Neutron::Subnet

allocation_pools

end

start

cidr

dns_nameserver

enable_dhcp

gateway_ip

host_routes

Y*

destination

Y*

nexthop

Y*

ip_version

name

tenant_id

network_id

availability_zone

FCX::Neutron::NetworkConnector

name

network_connector_pool_id

tenant_id

FCX::Neutron::NetworkConnectorEndpoint

name

network_connector id

endpoint_type

location

tenant_id

FCX::Neutron::NetworkConnectorEndpointConnection

network_connector_endpoint_id

port_id

A.7 Expandable Load Balancing
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Resource Types Properties Ma| Up
nd |da
at |[te
or |ab
y |le

FCX::ExpandableLoadBalancer::LoadBalancer LBCookieStickinessPolicies Y

Subnets Y |Y
LoadBalancerAttributes Y
Grade
HealthCheck Y
SorryServerRedirectionPolicies Y
OtherPolicies Y
Instances Y
Listeners Y
Version
SecurityGroups Y
LoadBalancerName Y
Scheme
InstancesPorts
ListenersPolicies

A.8 Database

Resource Types Properties Ma|Up
nd |da
at |te
or |ab
y |le

FCX::Database::DBInstance backup_retention_period Y

availability_zone Y
publicly_accessible
auto_minor_version_upgrade
flavor Y
id

users

disk_type

port

collate

masteruser_password Y
preferred_backup_window

Size Y
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Resource Types Properties Ma| Up
nd |da
at |[te
or |ab
y |le

engine
description
multi
security_group_ids
masteruser_name
parameter_group_id Y
subnet_group_id Y
name
engine_version
multi_az
databases
character_set
preferred_maintenance_ Y
window
auto_maintenance Y
F(X::Database::DBSubnetGroup id
name
subnet_ids
description
F(X::Database::DBParameterGroup id
name
parameter_group_family
description
A.9 Object Storage

Resource Types Properties Ma|Up
nd [da
at [te
or |ab
y |le

0S::Swift::Container X-Container-Meta Y

X-Container-Read Y
name

X-Account-Meta

X-Container-Write
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I B: Creating stacks using APIs

B.1 Preface

Here we explain the procedure for creating a stack using the API execution function of the 1aaS

service portal.
The procedure is as follows.

B.2 Request creation procedure

Procedure

1. After logging in to the Portal, selecting "laaS Portal" from the "Management" tab displays the

"laaS Dashboard" as below.

FUNTSL Cloud Service K5 laas tgishv  ceetv [ iy
= =
Alarm Usage Amount of This month
s Virtus Sarvir Nowvember total (hours)
s 3 Thit mosth B erenthy 12 montkd O
ety [ incucient | ) CEIED i
[Database [}
| |
Template
0
Monitaring
API Exocution 0
Lag .
0
Wirtual Servers Virtual Hetwork Pest Glokad 1P Bleske Storage Tetal Stedange
@0a0 3 0 2 Oce
2. Select the region you want to create the stack in.
FUIITSU Cloud Service K5 laas g | etv ] o
e
eg-1
Usage Amourt of This month
Wirtual Server | Dhcista)
J-east-1 O
. This masth 4§ ernihs 12 monites g
Networking €D -ehal=3
i = Ju-weest-1
Dratabase Y D‘
jo-wast-2
Template e
0
Monitaring sl
API Excufion 0
]
Lag
0
Wi tual Hetwark Pest Glckal IP Blesck Elarage Tetal Seeduge
3 0 2 Oce
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3. Select the project you want to create the stack in.

FUNITSL Cloiad Service K5 laas English w Jpreest=2 w - ﬂm'ﬁ
1035 Daghboand = =
BERE - Usage Ameant of This maenth

Wirtual Sarvar E| Movemiser total (hours)

e 1,440

an o | This mosth 6 mantha 12 marthn
M Virual Server 5.1 type

i 1,440

Hetwarking

Dratabase

u

Template
(o 0
Manitoring a
APT Excaiticn E i 0
Log |
: 0
Pert Gloksal I I — Total Storage
22 6 16 L6 1ae
4. (licking "API Execution" in the menu on the left displays the "API Execution" window.

FUNITSU Cloud Semvice K5 Laas Englsh %  jpowest-2 ¥ - HJTi'
[aas [ = =
Computs API Execution

Slarsge

Metwarking i Request

":.:' Jp-west-2

Template Region
O dlckal
HTTP Method * GET e
Endpaints * Pleage select x
R
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5. Select "POST" from the HTTP methods.

FUNITSU Cloud Service K5 laas tngish v jpwest2 v [ puifrsu
o
laa% Dehboard Lo
PUT
Compute 4 .
API Execution | eost |
Starage - DELETE
HEAD
Hetworkng REE] ugst
TRACE
Tenant I COMMNECT
OFTIONS
ien
fo FATCH
Monitarirg HITP = CORY
Endpssings * Please select b
LRL *

Query Farameters

Kay * Valug

6. Select "orchestration" from the endpoints.

FUNTSY Clowd Service K5 laas igkentity v etz v [ ol
identitywd
£ . =
image
. Impart-espart
Campule
AFP] Execution keymanagement Claar
Storage . Ipacbalancing
networking
Metweoriing Reguest ¥
networking-ex
Database . Temant I on{RCIsorage
l orchestraton I
Reglon
quene r
MTTE Method = ralemanagameant
soltware
Endpaints * telemetny
wmimpon
AP Exescuiticn WRE* =

Loa

Query Parameters n

L Valuz
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7. Add "Istacks" to the end of the displayed URI.

FUNITSU Cloud Service K5 laas trgish v jpwes2 v [ puffrsu
I =
API Execution m

Request
oo I
Regicn %) jp-wast-2
O Ghobal
Monitarireg HTTP Methas = POST ~
AP
Endpssints archestration e

LRI * 46b04d619107 27l 55??3£ I
Query Farameters

Ky = Value

8. Input the JSON string in the request body, using the format below.
{

“stack_name”: “<stack name> ”,
“template”: “<template text value>”,
“template_url|”: “<template file url >
“parameters”: {
“<param_name-n>":"<param_value-n>",

}
*There are other options for the API, but they are not introduced here. For details, refer to the
"API Reference - Application Platform Service".

The following is an example of an actual input window. The content input in "template" is an
escaped version of the content in "Sample system configuration - Example Heat template".

FUNTSU Cloud Service KS laa5 egin v jowert2 v [ i

”
1

“stack_narne’: "Hist_tamplabe_sampde®,

Template”: “Wind This is 3 hello world HOT templste just defiring a single compute=® servarin®nheat lemplate version: 2013-08-Z0mades iription: s'n
This HOT template that just defines 3 single server and networkyn Contans just base features to verfy bate HOT suppotinnpaamEsrain asn Gpe
Aringyn  descrption: sesilabilty zonetn  clefauk powest-2ainn nebwork namein  bpes stringin description: name of nebworkin - defaull;
sample_networinin subnet namesn o stringn desariplions name of subnetn default sample_subnetimin suboet gden ype stringn
[desenption: subnet SI0R  default 19216200/ 20n port_namesn  bype: stringn - desariplion name of win defauls sample_portinin 25 namein
FRe:stringya  desciphon: seowrity groupyn  deladi: sample_sgen key nameds  Type:sinngyn descripton: name of keypaitin defaul sample_beyhsin
magen fyps stringhn  descrigtion: Inage (D or image name 1o use Tor the simrn defauls 3539 d315-0773-4b 1406 8 -Heb 387 d AERE5AR

olame pameds  Tppe: sinnghn descnipbion: name of valumehn | defaul sample voluseein Tlevors  fype stringyn desonipieon: Flasor for the sanver to
o createdia  defaul: T-14a o namadn e stringn desoriphion: name of yre defaul: sample WEAMITFSSATCARAN Nedwarkyn  Typa!
JOieMeutronahistin  propertiests name: | g1 parpim - neteord naes hn avalabiitg zone | get_pai A TR pubngthn Ty
jos-Heutron-Subpet'n  properiesys name: | get param - ssboglrame in nebworkosd { get_resouroe snetwork[in avaiabity_zone: [ get_param : az
U ug_,r. i get_param : wp_qg_;_;i):l‘r TwAn porin  bpe OS:MeddronzPortin  peopertiesin nammee: [ get_param : pori_name [\n networi_d: [

jaet_resource: nebwork i availabiity zones { get_paramy a2 security_groupsin - [genresource: sg i fved igsan - suonet k|
Jges_resource; subngt fnn 5000 bypes OEIMeutTon: FE0MEYGICUEAN  prOpemiesin  name: | QeS_param: ganame i rulkesan & HTTPn o |
[drechon: egress, sthedyne: [P, port_range_minc B0, porf_range_macc B0, protocok l}c)g,lcm:lr_\l,g_pr:ﬁa:onﬂ.c‘.':l]‘n & HTTFSn = [ direchion: egress,
gllh_m_g [Pl pcert;_ranie mmin: daB, pot_range mas &4, profecst |;k_|mu,a-|_h'|-1_|-.reli: 05007 & Eyp_m [ direction: gress, ymﬂ::v.s

[ gyrﬂ,’,&!hsl e [Pod, peiert_pani g _evin: 53

fpan_range_min: 53, pert_fange mas 53, pro m_.gmp{-__‘quwlis 00007 fn { dired
oo range_mee: 53 pratocel; pela remate ip prefis: QOO0 § keyhn  hypes OScheeaierbainn  properlieshs  name: | gel prant key name I
seve_private kbep buein  availabibty_penes: (| gel_parans ag Fgombin bype: Ob:Cindersvolumeln  properlieshn  nama; | gel parant
i barme_name 1n 4ipe: SN walume_lype: L0 wailabilly_jene 1 Q8 _parps ag v Hutrt o [ et param: image fetn Sendrin  hpe
O NovasSeranra  properbesin kay_nama: [ gei_rascurce: kay o image: | get_param: mage Haear: | get_param: lavor ' networks:
[ ot ™ dget_resourca: parg frn ilotic_ deaca_mappengin - deca_rame: wdahn wnbemi i [gat_rascuree: sps-snlmgcutpatson privato_ eyt
[descnption: private key of craated key painn  walie: § et atr: fey. piveate_kay)
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“parameterst §
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1

147 -


https://doc.cloud.global.fujitsu.com/lib/iaas/jp/api-reference/v1/ap/index.html

9. (lick "Execute API".

FUNTSY Cloud Service K5 laas

ein v ot v [ i

AP] Execution Parameatess
pars ot [ <1 -+ -2t e N -: = arien-1 o - Asceptaplia

“stack_name”: “Hesd_benplabs_sample’,
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Jut defines 2 sngle server and nebwark'n Containg just bade fextures boserify base HOT sugpoat minpanmetarsn ax'n  typel stringn  desaription: svalabil By zone’n delault
saiingen  depmiplicn: name ol sefworcin defaot: sareple rebwendinin pshnel nanein hppe elringin. deripgan: neme of subsein
amphe_subeetinin sobnel_cdrn  Dype: stingle  desaription: subeett CIDRN  defauli: 19218500/26 W por_name'n  Gype stingn  desciplion: name af wis
npk_portinin sp_namein Bpe dengn desoriphion sepurity graupn delauls sample_sginin key_rane'n  fps Sring'n descriphione name of keypaifn
mpk_kefsls imagein bpealingn  destnplion: image 10 ar imagd name la wie forBhe demera  delauls 385 ed3 1207134014 D68 e b 32T 430 S0
vedume_name’m  Tpos sriegin  des an name of solume'n  Sefaul angle_sslumsin Tlson'n Gpe siingin desciption: Flawar Tor the server to be creafedin  defauit
Tl ve_ramein By tengin detorighions name sfwnin delsul: semph e rssunctn neteoenn type: O5-MedmnecHetn  progedtiesin noame: ] geb parsm
NEMWOIE NAME PR Dwailasibly_ Bane: [ o8 padam a2 [uin sobinetinn  hype: OR:HeulranzSubneDn  prapeiliesin  name: [ QEL SR | wbnel_name ' netmist s |
get_resouecs ; mebweark fn avadabPity_zone | get_param sz P okdn [ pet_param i sbnet_ddrfn portn bype: 05 MeutransPartia  propertisin mame | get_param
poet_mama in eetweork ids | get_relauice: nebwark Fn sl labiliby_conas { grl_param: s i cunty_groupe'n = ioet_revzurce: 1g Pn = nubnat_id |
get_resowee sebnet T 390 type: G5 Meutron: SeurfpGroug'n  properteiin  naee | get_parem - sp_mamefa  ules'n * HTTFn pectian: egres, ethenppe
174, port_eange_minc 50, part_range_max 30, prokocat dop, rerateip prefic 200000 T & HITRSn o[ directiore agresy, ethertype: [P, part_range_nin: 441,

PEel_sanpe_mde $43, pralacet Mpsenole g peelic 00000 1A FONSA - diedsin: ediel, elfertans e, pEi_ande mit 53, parl_iinge_nae 53, pratace:

tep remate_ip_gredioo 0000 o - [direction egress, ethertype: [Ped, port_renge_min 53, poe_range_man 53, profocob ude, rerate_ip_prefic 30000 Foin kep'n g
OfMoveKapPaiin  prapartisnin  name: [ gel paae: oy naes e o prate e brurin svslabify zonee ] gek_parasr az [fnin grestin ype: O5=lindeeUslunein
propedies'n  name: | gef_parare wolume_name i sine 300 eolune_type VML avadabiity_zone: | get_parawe 3z v image o { gef_parane image e dervesis
type: Q5 Mova:Sener'n  progertier'n Rey_mames | g sowene key o mape | get_panr image Fe o | get_parare: finor e neteneks: [Cpoefy: [get_resowros
pedI i Blodk dewke_mippng's - dieede_nane alum i {0 rebsuice: invalianautpaiin pivate kec'a  desdnplisn: pivate key of creabed ey paifin
ke | get_attr Joey, privabe_key Fa,

“givably, rabhck’ e,

TRGU_Ming": W,

“paranelers [

“iubnel_odi 10 163 138008

When "Response": 201 is returned in the Response field, the creation request was successful.

FUNITSU Cloud Servica K5 laas fngish %  jpowest2 v -

Response

“onmeciion’: keep-akve”,

“content-length™ "2547,

“montent-type": “applicationjson’

Telate” TTue 21 Now 2007 DRLISE GMT.

'Iccr.nn':'I'rl:ps.;,'_-'o'mnsrrahm;p-wnrst-Emuc.glcml.‘\quu.m’ﬂ_:xu
fHeat_template_sample/3693431d-6c99-4265-2823-263c3TITETLE.

“w-fo-endpoint-request "EXECUTED_REQO104335315 2017

“H-TeRurn T TERGDeing”

“Body™ [
Atk |

G "36839310- 60954 265 a8a3- FA3CATITET LG,

Tinks*: [

[
“hewr: s fonhestratica jp-west-2 cou globaL gt DD s

Meat_template_sample/2693431d-Ec39-4 2652828 - J63CATITETIE,

“red”; s
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10.As confirmation is necessary later on, make a note of the stack ID in the response.
FUNITSU Cloud Servica K5 laa% tngish v jpoece? v [ s

Response

4
“Resporse”; 201
“Header’ |
“canreciion” Tkeap-ale”,
“content:kength ™ 254",
“content-type: “applcationsan”,
“eate™ TTue, 21 Mo 2017 OF:13:36 GMT,
Tecatian’: hiipsarchestratian pewast- 2.dovd giosatfujitacomv L | N ;=
fHeat_termplate_sampie, 369343 1d- 50994265 -a8a3-263c37 3767167
“g-foc-endpoinl-request”; TEXECUTED REQOL0455918_201"
“g- TR ERpOin
1
“Body™: {
slack: |
I " Td693421d-6059-005 -a8ad- LEACITATHTIR, I
ks ;[

T — .
Meat_template_sampieIES3911d- 50894265, ala - 26337 178716,
“rel’: "seif”

I
}
1
b

B.3 Request confirmation procedure

Stack creation is not completed at the timing of the creation request. Therefore it is necessary to
confirm the status of creation of the stack using the following procedure.

Procedure
1. Click "Clear" on the upper part of the window to purge the currently displayed content.
FUIITSU Cloud Servica K5 laas frgich ¥ jpospst? W - sufitsu

=
_v =

API Execution Clear

laat Dzshboard

Compute

Request

Tewo ——

"._!: Jp-wast-2

Ten plaite W Regien
) sood
Monitoring HTTP Methed * GET -
AFPT Exscustion
Endpsints * Please select x

Log

Query Parameters

Key * Walue
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2. Confirm that the HTTP method is "GET".

FUIITS Clowd Service K5 laas trgisn v jpwen2 v [ i

I - =
AFI Execution m

Request

Tem —

@ Jprwes-Z

Region
(@
Moritorrg HTTP Method * IGET = I
APIEx
Endpeints * Please select =
LRI *

Query Farameters “

Ky Value

3. Select "orchestration" from the endpoints.

FUIITSU Cloud Service K5 laas identity v etz v [ ol
idertinyed
= =
image
IMPOT-expdt
AP Execution keymanagemeni m
laadbalarcirg
reEwoki
Request -
retvworking-ex
Tenant 1D objectsiorage
archestration I
Reglon
queise 3
HTTP Miethod * rolemanagement
saftware
Endpsinte * Telemetry
Llpalligteale g
URL* -

CQuery Parameters “

ey * Value
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4. Add "/stacks/<name of created stack>/<noted stack ID>" to the end of the displayed URI.

J7LE) EE(E) WS AR5 FeiT—HEl Y- LT :
& FUIITSA Cloud Sande KS [ % e

7 _k=uZ3tn - @ | O BT

= {_J ﬁ il bttps:ceshboard. clowd. globa iuji‘isu.nﬂm--'l: JEfaas,

FUJITSL Cloud Service K5 laas Englsh %  j-met-2 % - AT

n @ =

LS Dashboard _v

g b

AFI Fxecution

Starage

Metworking Request

Tewet R

'(_!_:' R )

Region
) ciokal
HTTP Methed * GET -
[Erdpointi * archestration -
T
Query Parameters
ey * Value

—
[

It is only partially shown in the image, but input all of the stack ID.
5. Click "Execute API".

FUIITSU Cloud Service K5 laas gish v jpunt2 v [ slfirsu

HTTP Headers
Wy * Value *
Content-Typs application/json Dbt
Accept application/json m

Request Body

APl Execution Parameters
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6. When "Response": 200 is returned in the Response field, the information was successfully
obtained.

FUNTSU Choud Service K5 [aas Englisn v jpowest2 W - Fufirsu

Response

“eermection”; Tkeep-slie’,
“corent-kngth™ “3087,
“ronlent- e "application jsorocharset = UTF-8"
“date”: "Tue, 21 Niow 2017 05728 GMT,
“-fzi-endpoint-request”; "EXECUTED_RECODA5E8033_200°
“x-reiun”: "Endpoint”
L
"Bodky™ |
"stack™; {
“disable_rolBadic: True.
“desaripticn’: “This HOT template that just defires a single server and networke. Contains just base features to verfy base HOT supportin®,
“parameles’ |
“wm_name”: “samplke_vm".
"eg_narne "sample_ig°
O sstack_d: a0t 9S00 0a- 4285 01 Ba- S0 0 anfe PO,
"DGssteck_Asne” Heat_terplate_semple”,
Ty namET Ssarnphe ke
Srrage’ 38 3ad2B-0773-4b14- 568 -febIETd g 2035"
“aubnat_gide™: T193.168.135.0;147,
“subnat_name” "sanple_subret”,
“wclurre_Paive”! Tsampde wakameT,
“port_rame"; “sample_port®,
oo™ T-17,
“az’: Sjpwest-2a",

7. In the response field, check Body > stack > stack_status, and if the value is
"CREATE_COMPLETE'", then creation is complete.

FUIITSU Cloud Service K5 laas engish v jpunat-2 v [ ruise

TrEToT T TR TEST eI s T e T T O e T ETEr T TOC T IO ST
SCAMNION = MU e B E D0 FE Ly L Kue DOW IWED L g + SN0 L FOVRI eaTRG LI GIBacz ARG lesanBERvLI 24K
s EAT gyl E Tk Peg e FRPEFZIGIR a4 SUBNKIE + + Mk T Z2ph DL GKTTREZ T\ nQhCy B ogf
f31PHEpBUSnOfmD T sHUEXsGoDC 42 + 340 E2U kd YiedKonn 05 Hgd sinnymeed /ClnruL 1M ul peKiFS P+ BGRMNSC Oyl oyl On FPakFo=
\i--=--END RSA PRIVATE KEY-----\n",
"RRCTipTONT! Tpivale key Of Created Key pair
“output_key": “private_key"
k
“treation_time™: "2007-11- 217039108,
“inks" |

“hraf': "httpsfiorchestrat o-1;p.wr:t.z.douc.glubal.'-.u_m:u.:cmw'_

fHeat_termplate_sample/eScfibTO6-053a-4a65- 18- 9260 Saafa 70",
“ral: "l
]

}
“capabiiieg’; .

"temiplate_deicription ™ "This HOT template that just defires 5 single server and nebwoerk. Contains just bace features to verify base HOT
AT AT
I
1

If the value of stack_status is "CREATE_IN_PROGRESS", creation is still being performed, so wait
for a while and then execute the APl again.

If the value of stack_status is "CREATE_FAILED", creation has failed for some reason. Refer to
"Handling errors".
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IC: Handling errors

C.1 Handling errors

This section explains the corrective actions to take when an error occurs during stack creation,
update, or deletion.

Please understand that not all errors are covered in this section, so consider it to be reference
information.

Errors during requests

When an error occurs during a request for creation, update, or deletion, handle it base on the
status code in the response.

When the APl was executed from the "API Execution" window of the 1aa$ service portal, the
status code will be displayed in the response field, as shown below.

Response

“Response”: 401,

“Header”: {
“content-type”: “text/plain”
“date”: “Wed 13 Sep 2017 07:54:09 GMT”,
“x-fcx—endpoint-request”: “EXECUTED_REQ003200632_401"
“x-return”: “Endpoint”

Authentication required

Status Code Description

400 There may be a mistake in the content of the
request body.

The location where the error occurred in the
response body is often described, so check
the description and handle the error.

401 The error is related to authentication.

Check whether an X-Auth-Token header has
been specified, and if one has been specified
that the value (token) is correct.

Be careful, as issued tokens expire after a
certain period of time.

404 The error is that the resource could not be
found.

There is a chance that the wrong URL was
specified, so check that the stack name, ID,
etc. are correct.

409 The error is a duplicate resource error.

Check that the name of the stack is not the
same as that of an existing stack.
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Status Code

Description

500

The error is an internal error.
Wait for a while and then try again.

If the error occurs repeatedly, please contact
the help desk.

Errors during creation, update, or deletion

After a request for creation, update, or deletion has completed, if the process has not completed
correctly, determine the cause from the stack information and handle the problem.

Therefore, first, use the API to obtain the stack information. For the method to obtain the
information, refer to "Request confirmation procedure".

Check Body > stack > stack_status_reason in the response field.
When the APl was executed from the "API Execution" window of the 1aa$ service portal, the

response field is displayed as shown below.

Response

{
"Response™: 200,
"Header": {
"content-type™: "application/json;charset=UTF-8",
"date": "Wed, 13 Sep 2017 09:12:01 GMT",
"x-for-endpoint-request”: "EXECUTED_REQQ003140287_200"
"x-return”: "Endpoint”
b
"Body": {
"stack™ {
"disable_rollback": true,

"description”; "This HOT template that just defines a single server and network. Contains just base features to verify base HOT supportin”,

"parameters”: {
"vm_name": "sample_vm",
"sg_name": "sample_sg",
"OS:stack_id": "40effed8-cdaa-40b2-abf9-749744668dcc”,
"OSustack_name": "HOT_sample”,
"key_name": "sample_key",
"image": "383ed3f8-0773-4b14-96c8-feb387dd3935",
“subnet_cidr": "bad parameter”,
"subnet_name" "sample_subnet”,
"volume_name": "sample_volume”,
"port_name": "sample_port”,
“flavor™ "T-1",
"az"t "jp-west-2a",
"network_name": "sample_network"

"stack_name": "HOT_sample”,
"creation_time": "2017-09-13T09:10:52Z",
“links": [

{

"stack_status_reason” "Resource CREATE failed: NeutronClientException: Invalid input for cidr. Reason: ‘bad parameter’ is not a valid IP subnet.”)

"href™ “https:fforchestratmnjp-west-Z‘c\oud‘globa\.fujltsu‘mmfvl_stacks,’HOT,samp\eMDeﬁedS—cdaa-fl[]bZ-abe-74974466811:(“,

“rel"; "self"

}

Take corrective action based on the content described in stack_status_reason.

The following are cases that are often the cause.

* During creation and update

Cause

Corrective Action

An input value of a parameter does not
match the format required by the parameter.

Check and correct the content of the
template.

The limit of the number of resources that can
be created has been reached.

Refer to the Features Handbook, check
the value of the limit, and delete any
unnecessary resources.

A resource that no longer exists is being
referenced.

Check and correct the content of the

template.

* During deletion
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Cause

Corrective Action

A resource that is not managed a part of the
stack has been included in the stack.

(For example, a manually created virtual
server has been connected to the network
created in a stack)

Either delete the resource that is not
managed as part of a stack, or perform
modification so no resource managed in the
stack has a dependency with the resource.

There is a resource that is being created or
updated.

Perform the operation again, after the other
operation is complete.

A resource that no longer exists is being
referenced.

Check and correct the content of the
template.

If the cause cannot be determined, please contact the help desk.
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I D: Referring to outputs

D.1 Referring to outputs

This section indicates the method for viewing the value of the outputs parameter from a stack
created using a Heat template in which the Outputs Section has been defined.

The following example indicates how to check using the APl execution function of the laaS
service portal.

"'Sample system configuration - Example Heat template” is used for the example.
The procedure is as follows.

Procedure

1. After logging in to the Portal, selecting "laaS Portal" from the "Management" tab displays the
"laaS Dashboard" as below.

FUNITSU Cloud Service K5 laas englh~  qe-iv [ o
= - =

Alarm Usage Amaunt of This maonth

i . Howvemnber total {haurs)
Wrtual Server

m r 5 " m This moréh & muonths 12 manths U
|
0
m
0
0
|
0
Virtual Servers Wirtual Hetwork Powtt Ghobal IP Ehock Sorage Tofal Sterage
@000 3 0 2 0 Oce
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2. Select the region you want to create the stack in.

FUNITSL Clotid Serdce KS laa% ergishw | de-t~ [ ol

i
(]

-1
Alarm Usage Amaount of This month
fi-1
Virtual Server [} . Crers)

= jp-cast-1 G
- Thi meenth & montia LI monthy
..... /  Acion Succemied QL octon Foiec | et

2 - - £ Jp-wasi-1
Database - o {}
] ¥ Jo-wesi-2
Ten uk-1
ug-1 D

Manitaring

AFI Expeution ! 0

Log

Wirteal Servers Wirtual Netveedk Fart Glsbal F Bleah Slorage Total Stedage

0ol 3 0 2 0 Oce

3. Select the project you want to create the stack in.

FUNTSU Cloud Service KS laas enginw w2 [ s
= [—- 2
[P ————— i
Coinpute o, Al C—— Lisage Amount of This manth
. EE— Vet s H “‘"‘“"‘”“‘“"1 I“"’
Storage
| ] Thiss matrth & st 12 ienihs 1.- U
Hetworkang m
B W ¥lruzal Sarow $-1 g
— 1,440
18 -
Template _ 1640
) 0
Whamnilering 120
E—— 1
] | b Q
o
E— . a
Log
— 0
ram— '
_ Fort Aebobad IP Block Storage Tatal Storage
L— 22 6 16 561ck
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4. (licking "Template" > "Stack" in the menu on the left displays the "Stack list" window.

FUNTSY Cloud Service KS laaS

English P-mest-2 - FUTHS‘U

1235 Duashbosrd

Slernge

H

Diatabase

Tempiate

Heat tesgdate tample

Deseription

This HOT

ternplate that
Jenk defanies &
single server
ared Frbanrk.
Contains just
base Teabires
to verify base
HOT sugport.

=

Aettim B

Stack 1D Status Action

i CREATE_COMPLETE
45818 S0h S aRE s

5. Take a note of the "Stack Name" and "Stack ID" of the stack you want to view the outputs of.

FUNTSU Cloud Service K5 laas

ergish v jpenestz v [ i

Notwarking

Database

Temglaty

Stack Mama

o

1-1 01 ies . n .

Dieription

Thiz HGT

tamplata that
just defines a
singh saner
and nebwork
Conbaies just
base Teatures
o werdy base
HOT support.
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6. Clicking "API Execution” in the menu on the left displays the "API Execution" window.

FUNITSU Clowd Servica K5 laas frgish v jpoasstl W - Fuiffrsu

I - =
API Execution m

Hetworking Rﬂq uest

Teras1o —

':_!\,' Jp-wast-2

Regicn

O Ghooal
Monitonng HTTP M < GET =
AP Exi
Endpaints * Please select bl
Log
URL

Query Parameters

Ky = Valua

7. Select "orchestration" from the endpoints.

FUIITSU Cloud Service K5 laas identity v w2 v [ A

iderlintyd
= =

image
IMpOn-expt

Canmpute .

APl Execution keymanagement

Sorage b laadbalancing
rrlvorkil

Mebwaorking Req uest ™
rrtwOking-ex

Database Tenant 10 ablectstarage

I archestration I

Temgplate b Region
quels B

M ] HTTP Mathod * relemanagement
softwane

APl Esecution
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Log ymimpart
URL* -

Cuery Parameters m
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8. Add "/stacks/<name of noted stack>/<noted stack ID>" to the end of the displayed URI.

FUITSY Cloud Service K5 |aa% bngisn v jewest2 v [ e
Ditabase . Tenaert 1D ]
e M @) jpwest2
T it Reglon g
O chbal

Moritoring e HTTF Methed * GET --
AP Execution

Endpoints * orchestration -
o

Ll kY stacks/Heat_ternplate_samgde

Query Parameters m
ey * Value
HTTP Headers 2R
ey * Value *
X-Auth Token I
— 2

*Itis only partially shown in the image, but input all of the stack ID.
9. (lick "Execute API".
When "Response”: 200 is returned in the Response field, the information was successfully
retrieved.
FUNTSU Cloud Service K5 laas Englsh % jpewsst-Z W - FujiTsy

Response

“Responise’ 200,
T
“oonnechon Toesp-alve.

“oanlend-lenglht TI0ET,

“oontend-type’ applicationsonxcharsets UTF.R7

“clate”; Tue 21 Mov 20LT 094143 GMT,
“x-dox-andpoirt-requast” "EXECUTED RECHIDSRI34 74 J00°,
“x-retum™ "Erdpgint”

.'.ﬂ-n-df: i
“stack™: |

“dimable_rcilback™: brue,

ey prion ™ "This HOT template that just defines a singke server and retmcric Cormaing just Base featunes 1o vaiify bagse HOT suppaniar,

“parameters® [
WT_NAMET “Sampe_ v,
“=g_rame: “sample_sg”.
“Orstack_ i "eSofl 705384005 F15e-026aTante T
“Cfostack_nama’ “Heat_template_sampie”,
“key_name® "sample_key®,
Simags”: "8 3ed 3077321 4-9EcE-Teb 3B TAd 35357
"subret_odr™; "102. 1631 28.0/24"
“subrst_nama™ “sample_subred”,
Swolurme_name; “samphk_voiume’
“part_narne! sampke por”,
“favor’; T-1%
AT Jpeveest-2a,
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10.Check Body > stack > outputs field in the Response field, and check whether the value
defined for outputs is being displayed.

FUNTSU Cloud Service K5 laas Englich v  jpwest2 v BPS03E FufiTsu

“stack_status_reason ™ “Stack CREATE completed successfully”,

sEily A

L Ll e PP HBGRN SO

PROVATE KEY
“pervate k

THe | le—]]-lllmlw -

In the above figure, the private key information of the key pair is displayed in outputs.
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