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Flcloud-0 IaaS

External-net DMZ-net Management-net Internal-net

192.168.10.0/24 192.168.30.0/24 192.168.50.0/24 192.168.20.0/24

Default gateway Default gateway Default gateway Default gateway

192.168.10.1 192.168.30.1 192.168.50.1 192.168.20.1
MGT

Enternet1/1 Pa|OAltO 192.168.50.11
192.168.10.11 Active Ethernet1/2
192.168.20.11
HA1 backup Enternet1/6 .
erternetl/3 A1 :Enternet1/4 192.168.60.11 / Jbating IP
& Floating IP 192.168.30.11192 168.40.11 HAZ backup Enternet1/7 192.168.20.1
192.168.10.108 Floating Ip HAZ2 :Enternet1/ 192.168.80.11
192.168.30.100 192.168.70.11 HA1 backup Enternet1/6
HA1 Enternet1/4 192.168.60.12 Test-PC
192.168.40.11 HA2 backup Enternet1/7 192.168.20.
oetl/3 pad Enternetl/d 192.168.80.12 XX
+0/192.168 7012 thernet1/2
PaloAlto 192.168.20.12 HA1-net
Passive

Ethernet 1/1

192.168.40.0/24
192.168.10.12

HA2-net
192.168.70.0/24
HA1-backup net
192.168.60.0/24
HAZ2-backup net
192.168.80.0/24

MGT
192.168.50.12

Webserver
192.168.30.xx

XTest-PCIXT 7 AT A NOMHBEMEL TEY £,
%External-net. DMZ-net. Internal-net {23\ T, PaloAlto IZF&ET S IP X, Floating IP 7 KL RITA 0 £4,

Z iR URL

https://docs. paloaltonetworks. com/pan—o0s/9-1/pan—os—admin/high—availability /set—-up—activepassive—

ha/prerequisites—for—activepassive—ha. html

2-4-1 : Palo Alto Networks Z&des X7 LKERK
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BAFEICGHO A~ NiL, jga~vy RAMEHTE ARETEIITL TS ZIN,
WAPI CHEHT 22 RARA v FRAHIZOWT, OB T FRtoXiLxs LTV Ed, = FAA b

IZDOWTlE laaS ¥~ =27 VS LT &V,

$COMPUTE : compute —EAD=Z > KikA > b
$NETWORK : k> T —Z7H—E 2D RAHRA > b
$0S_AUTH_TOKEN : Htf% L7z APT & h—2 >

$PROJECT _ID

AR > b U — 7 DAL

CEET AT P ID

VAT ATCHAT 2774 = b2y bT—2 R LET,

)

(v hU—27 4]

External-net

» NetworkAddress
» GatewaylIP
Internal-net

» NetworkAddress
> GatewayIP
DMZ-net

» NetworkAddress
> GatewayIP
HAl-net

» NetworkAddress
» GatewayIP
Management—net

» NetworkAddress
» GatewaylIP
HAl-backupnet

» NetworkAddress
> GatewaylIP

WOQDFENET, ¥ AT IERICIHEN6 DT T A _X— "%y NT—7 ZER LET,

1192.168.10. 0
1192. 168. 10. 1

1192. 168. 20. 0
1192. 168. 20. 1

1192. 168. 30. 0
1192. 168. 30. 1

1192. 168. 40. 0
1192. 168. 40. 1

1192. 168. 50. 0
1192. 168. 50. 1

1192. 168. 60. 0
1192. 168. 60. 1
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® HA2-net
» NetworkAddress 1192.168. 70.0
> GatewaylIP 1192.168. 70. 1

® HA2-backupnet
» NetworkAddress 1192. 168. 80. 0
» GatewaylIP 1192. 168. 80. 1

O ARy T —27 ZER L ET, #EIZAPT 2 H L T &, (K 3-1-1~3-1-5)

<External-net (192. 168. 10. 0/24) >

a~ v R

[root@K5-Host J# NETWORK_NAME=External-net 31
[root@K5-Host ]# PROJECT_ID=F7F> K ID %2

[root@K5-Host ]# curl —s $NETWORK/v2.0/networks —X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type:
application/json” -d ’ {“network”: {"name”: 77 $NETWORK_NAME’ 7, “admin_state_up”:  true, “project_id”:
7> $PROJECT_ID’ 7, “shared”: false}}’ | jq .

X1 ARNHMEETHEEL T EEN,
%2 Palo Alto Networks @7 F > bk ID ZF5E L TL 72 &\,

FATHE R B

{
“network”: {

“status”: “ACTIVE”,
“router:external”: false,
“availability_zone_hints”: [],
“availability_zones”: [],
“description”: 77,
“subnets”: [],
”shared”: false,
“tenant_id”: ”“df5blab4f3994aac9ecf0553bd65bbee”,
“created_at”: ”72021-09-24T06:38:53%",
“tags”: [,
”ipv6_address_scope”: null,
“mtu”: 8950,
“updated_at”: 72021-09-24T06:38:53%",
“admin_state_up”: true,
“revision_number”: 2,
”ipv4_address_scope”: null,
“is_default”: false,
“port_security_enabled”: true,
“project_id”: “dfbblab4f3994aac9ecf0553bd65bbee”,
7id”: “ed2cf8e7-0283-4eb8-897c—d583eec3aeds8”,

“name”: “External-net”

3-1-1 : External—-net /ERK
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< Internal-net (192. 168. 20. 0/24) >

a~ v R

[root@K5-Host J# NETWORK_NAME=Internal-net 31
[root@K5-Host ]# PROJECT_ID=F7F> K ID 32

[root@K5-Host ]# curl —s $NETWORK/v2.0/networks —X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type:
application/json” -d ’ {“network”: {"name”: 77 $NETWORK_NAME’ 7, “admin_state_up”:  true, “project_id”:
7> $PROJECT_ID’ 7, “shared”: false}}’ | jq .

X1 ARNHMEETHEEL T EEN,
%2 Palo Alto Networks @7 F > h ID ZFE L TL 72 &\,

FATHE R B

{

“network”: {
“status”: “ACTIVE”,
“router:external”: false,
“availability_zone_hints”: [],
“availability_zones”: [],
“description”: 77,
“subnets”: [],
”shared”: false,
“tenant_id”: ”“df5blab4f3994aac9ecf0553bd65bbee”,
“created_at”: ”72021-09-24T06:39:18Z”,
“tags”: [,
”ipv6_address_scope”: null,
“mtu”: 8950,
“updated_at”: 72021-09-24T06:39:18Z",
“admin_state_up”: true,
“revision_number”: 2,
”ipv4_address_scope”: null,
”is_default”: false,
“port_security_enabled”: true,
“project_id”: “dfbblab4f3994aac9ecf0553bd65bbee”,
”id”: ”139edbe8-bf0e—46dc—-8281-ab319d2b6291”,

“name”: ”“Internal-net”

3-1-2 : Internal-net /ERK
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<DMZ-net (192.168.30.0/24) >

a~ v R

[root@K5-Host 1# NETWORK_NAME=DMZ-net %1
[root@K5-Host J# PROJECT_ID=FF> h ID %2

[root@K5-Host ]# curl —s $NETWORK/v2.0/networks —X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type:
application/json” -d ’ {“network”: {"name”: 77 $NETWORK_NAME’ 7, “admin_state_up”:  true, “project_id”:
7> $PROJECT_ID’ 7, “shared”: false}}’ | jq .

X1 ARNHMEETHEEL T EEN,
%2 Palo Alto Networks @7 F > h ID ZFE L TL 72 &\,

FATHE R B

{

“network”: {
“status”: “ACTIVE”,
“router:external”: false,
“availability_zone_hints”: [],
“availability_zones”: [],
“description”: 77,
“subnets”: [],
”shared”: false,
“tenant_id”: ”“df5blab4f3994aac9ecf0553bd65bbee”,
“created_at”: ”72021-09-24T06:39:392",
“tags”: [,
”ipv6_address_scope”: null,
“mtu”: 8950,
“updated_at”: 72021-09-24T06:39:392”,
“admin_state_up”: true,
“revision_number”: 2,
”ipv4_address_scope”: null,
”is_default”: false,
“port_security_enabled”: true,
“project_id”: “dfbblab4f3994aac9ecf0553bd65bbee”,
”id”: “4cbb2bba-9db6-4ccc—9f7c—375c544d6d4f”,

“name”: “DMZ-net”

3-1-3 : DMZ-net 1ER%
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<HAl-net (192. 168. 40. 0/24) >

a~ v R

[root@K5-Host J# NETWORK_NAME=HAl-net 31
[root@K5-Host ]# PROJECT_ID=F7F> K ID 32

[root@K5-Host ]# curl —s $NETWORK/v2.0/networks —X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type:
application/json” -d ’ {“network”: {"name”: 77 $NETWORK_NAME’ 7, “admin_state_up”:  true, “project_id”:
7> $PROJECT_ID’ 7, “shared”: false}}’ | jq .

X1 ARNHMEETHEEL T EEN,
%2 Palo Alto Networks @7 F > h ID ZFE L TL 72 &\,

FATHE R B

{
“network”: {

“status”: “ACTIVE”,
“router:external”: false,
“availability_zone_hints”: [],
“availability_zones”: [],
“description”: 77,
“subnets”: [],
”shared”: false,
“tenant_id”: ”“df5blab4f3994aac9ecf0553bd65bbee”,
“created_at”: 72021-09-24T06:40:192",
“tags”: [,
”ipv6_address_scope”: null,
“mtu”: 8950,
“updated_at”: 72021-09-24T06:40:192",
“admin_state_up”: true,
“revision_number”: 2,
”ipv4_address_scope”: null,
”is_default”: false,
“port_security_enabled”: true,
“project_id”: “dfbblab4f3994aac9ecf0553bd65bbee”,
”id”: 72a3d8643-5fd5-43cc—9849-2b8aa85d0a90”,

“name”: “"HAl-net”

3-1-4 : HAl-net 1ER%
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<Management—net (192. 168. 50. 0/24) >

a~ v R

[root@K5-Host J# NETWORK_NAME=Management-net $¢1
[root@K5-Host ]# PROJECT_ID=F7F> K ID 32

[root@K5-Host ]# curl —s $NETWORK/v2.0/networks —X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type:
application/json” -d ’ {“network”: {"name”: 77 $NETWORK_NAME’ 7, “admin_state_up”:  true, “project_id”:
7> $PROJECT_ID’ 7, “shared”: false}}’ | jq .

X1 ARNHMEETHEEL T EEN,
%2 Palo Alto Networks @7 F > h ID ZFE L TL 72 &\,

FATHE R B

{

“network”: {
“status”: “ACTIVE”,
“router:external”: false,
“availability_zone_hints”: [],
“availability_zones”: [],
“description”: 77,
“subnets”: [],
”shared”: false,
“tenant_id”: ”“df5blab4f3994aac9ecf0553bd65bbee”,
“created_at”: 72021-09-24T06:40:36Z",
“tags”: [,
”ipv6_address_scope”: null,
“mtu”: 8950,
“updated_at”: 72021-09-24T06:40:36Z",
“admin_state_up”: true,
“revision_number”: 2,
”ipv4_address_scope”: null,
”is_default”: false,
“port_security_enabled”: true,
“project_id”: “dfbblab4f3994aac9ecf0553bd65bbee”,
”id”: “bed53dcc—-986b-43b9-91b1-374bcladf2c8”,

“name”: ”“Management—net”

3-1-5 : Management—net 1Ef%
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<HAl-backupnet (192.168.60.0/24) >

a~ v R

[root@K5-Host J# NETWORK_NAME=HAl-backupnet 31
[root@K5-Host ]# PROJECT_ID=F7F> K ID %2

[root@K5-Host ]# curl —s $NETWORK/v2.0/networks —X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type:
application/json” -d ’ {“network”: {"name”: ”” $NETWORK_NAME’ 7, “admin_state_up”:  true, "project_id”:
7> $PROJECT_ID’ 7, “shared”: false}}’ | jq .

X3 ARNHMEETHEL T EEN,
%4 Palo Alto Networks @7 F > h ID ZFE L TL 72 &\,

FATHE R B

{
“network”: {

“status”: “ACTIVE”,
“router:external”: false,
“availability_zone_hints”: [],
“availability_zones”: [],
“description”: 77,
“subnets”: [],
”shared”: false,
“tenant_id”: ”“df5blab4f3994aac9ecf0553bd65bbee”,
“created_at”: ”72021-09-24T06:40:55Z",
“tags”: [,
”ipv6_address_scope”: null,
“mtu”: 8950,
“updated_at”: 72021-09-24T06:40:557",
“admin_state_up”: true,
“revision_number”: 2,
”ipv4_address_scope”: null,
”is_default”: false,
“port_security_enabled”: true,
“project_id”: “dfbblab4f3994aac9ecf0553bd65bbee”,
”id”: ”57a50333-2587-467d-9a33-8d4e4649e864”,
“name”: “HAl-backupnet”

3-1-6 : HAl-backupnet 7ERK
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<HA2-net (192. 168. 70. 0/24) >

a~ v R

[root@K5-Host J# NETWORK_NAME=HA2-net 31
[root@K5-Host ]# PROJECT_ID=F7F> K ID 32

[root@K5-Host ]# curl —s $NETWORK/v2.0/networks —X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type:
application/json” -d ’ {“network”: {"name”: 77 $NETWORK_NAME’ 7, “admin_state_up”:  true, "project_id”:
7> $PROJECT_ID’ 7, “shared”: false}}’ | jq .

X5 ARNHMEETHEL T EEN,
%6 Palo Alto Networks @7 F > h ID ZFgE L T 72 &\,

FATHE R B

{
“network”: {

“status”: “ACTIVE”,
“router:external”: false,
“availability_zone_hints”: [],
“availability_zones”: [],
“description”: 77,
“subnets”: [],
”shared”: false,
“tenant_id”: ”“df5blab4f3994aac9ecf0553bd65bbee”,
“created_at”: 72021-09-24T06:41:13Z",
“tags”: [,
”ipv6_address_scope”: null,
“mtu”: 8950,
“updated_at”: 72021-09-24T06:41:13%2",
“admin_state_up”: true,
“revision_number”: 2,
”ipv4_address_scope”: null,
”is_default”: false,
“port_security_enabled”: true,
“project_id”: “dfbblab4f3994aac9ecf0553bd65bbee”,
”id”: “bbc94352-e63c—4401-a31e—-e039543e57fd”,

“name”: “"HA2-net”

3-1-7 : HA2-net 1ERK
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<HA2-backupnet (192.168. 80.0/24) >

a~ v R

[root@K5-Host J# NETWORK_NAME=HA2-backupnet 31
[root@K5-Host ]# PROJECT_ID=F7F> K ID %2

[root@K5-Host ]# curl —s $NETWORK/v2.0/networks —X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type:
application/json” -d ’ {“network”: {"name”: 77 $NETWORK_NAME’ 7, “admin_state_up”:  true, “project_id”:
7> $PROJECT_ID’ 7, “shared”: false}}’ | jq .

KT AANIEETHEEL TN,
%8 Palo Alto Networks @7 F > h ID ZF8E L TL 72 &\,

FATHE R B

{

“network”: {
“status”: “ACTIVE”,
“router:external”: false,
“availability_zone_hints”: [],
“availability_zones”: [],
“description”: 77,
“subnets”: [],
”shared”: false,
“tenant_id”: ”“df5blab4f3994aac9ecf0553bd65bbee”,
“created_at”: 72021-09-24T06:41:33%",
“tags”: [,
”ipv6_address_scope”: null,
“mtu”: 8950,
“updated_at”: 72021-09-24T06:41:33%27,
“admin_state_up”: true,
“revision_number”: 2,
”ipv4_address_scope”: null,
”is_default”: false,
“port_security_enabled”: true,
“project_id”: “dfbblab4f3994aac9ecf0553bd65bbee”,
7id”: “£84de3bb-28c7-44c6-ad3b—9a64dc90bbac”,
“name”: “HA2-backupnet”

3-1-8 : HA2-backupnet 7ERK
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®@ Subnet. Gateway ZEXEL F4, (¥ 3-1-7~X 3-1-12)
<External—-subnet (192.168.10.0/24) >

a~ v R

[root@K5-Host ]# CIDR=192.168.10.0/24 %1

[root@K5-Host ]# SUBNET_NAME=External-subnet 32
[root@K5-Host ]# NETWORK_ID={ERK L7z External-net 0> ID 33
[root@5-Host J# PROJECT_ID=77F > b @ ID %4

[root@K5-Host 1# curl —-s $NETWORK/v2.0/subnets —X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H ”Content-Type:
application/json” —-d ~ {”subnet”: {”ip_version”: 4, cidr”: 7 $CIDR’”, “name”: ”’ $SUBNET_NAME ”, “network_id”:
7> $NETWORK_ID’ 7, “project_id”: ”” $PROJECT_ID “}}’ ‘ jq .

X1 7Ry b7 RUVATHELTLEZEN,

X2 AENIMEETHEL TS,

%3 1ERK L7 External-net ® ID THTE L T 7Z &V,

¥4 Palo Alto Networks @7 > h ID ZHEL T E W,

FATHE R B

{
“subnet”: {
“updated_at”: 72021-09-24T06:42:23%2",
”ipv6_ra_mode”: null,
“allocation_pools”: [
{
“start”: 7192.168.10.2",
“end”: ”7192.168. 10. 254"
}
1,
“host_routes”: [],
“revision_number”: 0,
”ipv6_address_mode”: null,
“underlay”: null,
7id”: 7076ce999-9383-425a-bb89-6ddd908376e2”,
”dns_nameservers”: [],
“nuage_uplink”: null,
“net_partition”: “bede9aa2-f720-4671-90fd-6b342f9564ac”,
“gateway_ip”: 7192.168.10.17,
“project_id”: “dfb5blab4f3994aac9ecf0553bd65bbee”,
“nuage_12bridge”: null,
“description”: 77,
“tags”: [J,
“service_types”: [],
“cidr”: ”7192.168.10.0/24”,
”subnetpool_id”: null,
“vsd_managed”: false,
“name”: “External—subnet”,
“enable_dhcp”: true,
"network_id”: “ed2cf8e7-0283-4eb8-897c—d583eec3aeds”,
“tenant_id”: ”“dfbblab4f3994aac9ecf0553bd65bbee”,
“created_at”: 72021-09-24T06:42:23%",
“ip_version”: 4,

“nuagenet”: null

3-1-7 : External subnet, #"— ~ 7 = A O EH

22



<Internal-subnet (192.168.20.0/24) >

a~ v R

[root@K5-Host ]# CIDR=192.168.20.0/24 %1

[root@K5-Host ]# SUBNET_NAME=Internal-subnet 32
[root@K5-Host ]# NETWORK_ID={ERK L7z Internal-net 0> ID 33
[root@5-Host J# PROJECT_ID=77F > b @ ID %4

[root@5-Host J# curl —s $NETWORK/v2.0/subnets —X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H ”“Content—Type:
application/json” —-d ~ {”subnet”: {”ip_version”: 4, cidr”: 7 $CIDR’”, “name”: ”’ $SUBNET_NAME ”, “network_id”:
7> $NETWORK_ID 7, “project_id”: ”> $PROJECT_ID’ 7, “allocation_pools”: [{”start”:”7192. 168. 20. 101”7,
“end”:”192.168.20. 200"} 11} | jq .

X1 7Ry F T RLATHELTLLEE N,

X2 AANHMEETHEL TN,

%3 fERK L7z Internal-net @ ID THRE L TL 72 &0,

¥4 Palo Alto Networks @7 F > h ID ZEE L T &,

FATHE R B

{
”subnet”: {
“updated_at”: 72021-09-24T06:43:09Z”,
”ipv6_ra_mode”: null,
“allocation_pools”: [
{
“start”: 7192.168.20. 1017,
“end”: 7192. 168. 20. 200"
}
1,
“host_routes”: [],
“revision_number”: 0,
”ipv6_address_mode”: null,
“underlay”: null,
7id”: “fb20278c-9ffb-49e1-88c8-4feTbd24celf”,
”dns_nameservers”: [],
“nuage_uplink”: null,
“net_partition”: “bede9aa2-f720-4671-90fd-6b342f9564ac”,
“gateway_ip”: 7192.168.20.17,
“project_id”: “dfbblab4f3994aac9ecf0553bd65bbee”,
“nuage_12bridge”: null,
“description”: 77,
“tags”: [J,
“service_types”: [],
“cidr”: ”7192.168.20.0/24”,
”subnetpool_id”: null,
“vsd_managed”: false,
“name”: “Internal—subnet”,
“enable_dhcp”: true,
"network_id”: “139edbe8-bf0e—46dc-8281-ab319d2b62917,
“tenant_id”: “dfbblab4f3994aac9ecf0553bd65bbee”,
“created_at”: 72021-09-24T06:43:09Z”,
“ip_version”: 4,

“nuagenet”: null

3-1-8 : Internal-subnet, 7 — h 7 = A O EH
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< DMZ-subnet (192. 168. 30.0/24) >

a~ v R

[root@5-Host J# CIDR=192. 168.30.0/24 1
[root@K5-Host J# SUBNET_NAME=DMZ—subnet 2
[root@5-Host J# NETWORK_ID={Ef% L 7= DMZ-net @ ID %3
[root@K5-Host 1# PROJECT_ID=F7F > D ID %4

application/json” —-d ~ {”subnet”: {”ip_version”: 4, cidr”: ” $CIDR
”? $NETWORK_ID’ ”, “project_id”: ”’ $PROJECT_ID’ “}}’ | jq .

X1 7Ry P 7T RUVATHELTLEE N,

X2 AFNHMEETHEL TS E IV,

%3 {ERK L7z application X 7 —27® ID THEL T ZEUY,
¥4 Palo Alto Networks @7 > h ID ZHEL T E &,

”.

”” $§SUBNET_NAME

snwo»

, ‘ne

[root@K5-Host J# curl —s $NETWORK/v2.0/subnets —X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content—Type:

twork_id”:

FATHE R B

{
“subnet”: {
“updated_at”: 72021-09-24T06:43:5772",
”ipv6_ra_mode”: null,
“allocation_pools”: [
{
“start”: 7192.168. 30. 2",
“end”: 7192.168. 30. 254"
}
1,
“host_routes”: [],
“revision_number”: 0,
”ipv6_address_mode”: null,
“underlay”: null,
7id”: 7281f3ee3-fbfe—4eba—8a7e—-65ff045eb0ed”,
”dns_nameservers”: [],
“nuage_uplink”: null,
“net_partition”: “bede9aa2-f720-4671-90fd-6b342f9564ac”,
“gateway_ip”: 7192.168.30.17,
“project_id”: “dfb5blab4f3994aac9ecf0553bd65bbee”,
“nuage_12bridge”: null,
“description”: 77,
“tags”: [J,
“service_types”: [],
“cidr”: ”7192.168.30.0/24”,
”subnetpool_id”: null,
“vsd_managed”: false,
“name”: “DMZ-subnet”,
“enable_dhcp”: true,
"network_id”: “4cbb2bba-9db6-4ccc—9f7c—375c¢544d6d4f”,
“tenant_id”: ”“dfbblab4f3994aac9ecf0553bd65bbee”,
“created_at”: 72021-09-24T06:43:572",
“ip_version”: 4,

“nuagenet”: null

[X] 3-1-9 : DMZ—-subnet, #— b7 = A DR EH]
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<HAl-subnet (192.168.40.0/24) >

a~ v R

[root@K5-Host ]# CIDR=192.168.40.0/24 %1
[root@K5-Host ]# SUBNET_NAME=HAl-subnet 2
[root@K5-Host ]# NETWORK_ID={Ej% L 7= HAl-net @ ID 3%3
[root@5-Host J# PROJECT_ID=77F > b @® ID %4

[root@K5-Host 1# curl —s $NETWORK/v2.0/subnets —X POST -H
4, ”cidr”

{"ip_version”:
”> $PROJECT_ID’ 7,

application/json” —-d ~ {”subnet”:
7> $NETWORK_ID 7, “project_id”:
“end”:”192. 168. 40. 200”111} | jq .

X1 Y72y b7 FUATIHRELTLEE N,

X2 AANHMEETHEL TN,

%3 fERK L7z HAl-net @ ID THEL T 2 &0,

¥4 Palo Alto Networks @7 F > bk ID ZEE L TL &,

”X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type:
7> $CIDR’ 7, “name”: " $SUBNET_NAME’ ”, "network_id”:

“allocation_pools”: [{”start”:”192. 168. 40. 100”

>

FATHERA

{
”subnet”: {
“updated_at”: 72021-09-24T06:44:447",
”ipv6_ra_mode”: null,
“allocation_pools”: [
{
“start”: 7192.168. 40. 1007,
“end”: 7192. 168. 40. 200"
}
1,
“host_routes”: [],
“revision_number”: 0,
”ipv6_address_mode”: null,
“underlay”: null,
7id”: ”643a5d9e-afb6-42f2-8079-c4a8942cd59c”,
”dns_nameservers”: [],
“nuage_uplink”: null,
“net_partition”:
“gateway_ip”: 7192.168.40. 17,
“project_id”: “dfbblab4f3994aac9ecf0553bd65bbee”,

“nuage_12bridge”: null,

“description”: 77,
“tags”: [],
“service_types”: [],
”192. 168. 40. 0/24”,

”subnetpool_id”: null,

“eidr”:

“vsd_managed”: false,
“name”: “HAl-subnet”,

“enable_dhcp”: true,

"network_id”: ”2a3d8643-5fd5-43cc—9849-2b8aa85d0a90”,

“tenant_id”: ”“df5blab4f3994aac9ecf0553bd65bbee”,
“created_at”: 72021-09-24T06:44:447",
“ip_version”: 4,

“nuagenet”: null

“bede9aa2-720-4671-90fd-6b342f9564ac”,

3-1-10 : HAL subnet, 7 — k7 = A O EH]
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<Management—subnet (192. 168.50.0/24) >

a~ v R

[root@K5-Host ]# CIDR=192.168.50.0/24 %1

[root@K5-Host J# SUBNET NAME=Management—Subnet %2
[root@K5-Host 1# NETWORK_ID={EfAK L 7= Management—net ¢ ID 33
[root@5-Host J# PROJECT_ID=77F > b @® ID %4

[root@5-Host 1# curl —-s $NETWORK/v2.0/subnets —X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H ”Content-Type:

application/json” —-d ~ {”subnet”: {”ip_version”: 4, cidr”: 7 $CIDR’”, “name”: ”’ $SUBNET_NAME ”, “network_id”:
7> $NETWORK_ID 7, “project_id”: ”” $PROJECT_ID “}}’ ‘ jq .

X1 7Ry P 7 RLUATHELTLEZEN,

X2 AENHMEETHEL TSN,

%3 {ER% L 7= Management—net @ ID TIRE L T 72 &0,
¥4 Palo Alto Networks @7 > h ID ZHEL T EEW,

FATHE R B

{
“subnet”: {
“updated_at”: 72021-09-24T06:45:2772",
”ipv6_ra_mode”: null,
“allocation_pools”: [
{
“start”: ”192.168.50.2",
“end”: ”7192. 168. 50. 254"
}
1,
“host_routes”: [],
“revision_number”: 0,
”ipv6_address_mode”: null,
“underlay”: null,
7id”: “fdea2ff3-ff48-4b66-b28a—cle56f87abdb”,
”dns_nameservers”: [],
“nuage_uplink”: null,
“net_partition”: “bede9aa2-f720-4671-90fd-6b342f9564ac”,
“gateway_ip”: 7192.168.50.17,
“project_id”: “dfb5blab4f3994aac9ecf0553bd65bbee”,
“nuage_12bridge”: null,
“description”: 77,
“tags”: [J,
“service_types”: [],
“cidr”: ”7192.168.50.0/24”,
”subnetpool_id”: null,
“vsd_managed”: false,
“name”: “Management-Subnet”,
“enable_dhcp”: true,
"network_id”: “bed53dcc—-986b—43b9-91b1-374bcladf2c8”,
“tenant_id”: ”“dfbblab4f3994aac9ecf0553bd65bbee”,
“created_at”: 72021-09-24T06:45:272",
“ip_version”: 4,

“nuagenet”: null

3-1-11 : Management subnet, 77— k7 =1 OFRTEH
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<HAl-backupsubnet (192.168. 60.0/24) >

a~ v R

[root@5-Host J# CIDR=192. 168.60.0/24 31

[root@K5-Host J# SUBNET_NAME=HAl-backupsubnet %2
[root@K5-Host 1# NETWORK_ID={Efk L 7= HAl-backupnet @ ID 33
[root@K5-Host 1# PROJECT_ID=FF > D ID %4

[root@K5-Host J# curl —s $NETWORK/v2.0/subnets —X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H ”“Content—Type:
application/json” —d ~ {”subnet”: {”ip_version”: 4, cidr”: ”" $CIDR’”, "name”: ”’ $SUBNET_NAME’ ”, “network_id”:
7> $NETWORK_ID 7, “project_id”: ”> $PROJECT_ID’ 7, “allocation_pools”: [{”start”:”7192. 168. 60. 100",
“end”:”192. 168.60. 2007} 1}} | jq .

b Y7 Ry b7 RUATIHELTLEE N,

X6 ARANIHMEETHEL TN,

X7 {ER L7z HAl-backup R v U —2 @ ID THIEL T E &Y,
%8 Palo Alto Networks @7 F > h ID ZEE L T &,

FATHE R B

{
”subnet”: {
“updated_at”: 72021-09-24T06:46:192",
”ipv6_ra_mode”: null,
“allocation_pools”: [
{
“start”: ”192.168. 60. 1007,
“end”: 7192. 168. 60. 200"
}
1,
“host_routes”: [],
“revision_number”: 0,
”ipv6_address_mode”: null,
“underlay”: null,
7id”: 72166cb55-2725-4d75-81e4-02390dal4a74”,
”dns_nameservers”: [],
“nuage_uplink”: null,
“net_partition”: “bede9aa2-f720-4671-90fd-6b342f9564ac”,
“gateway_ip”: 7192.168.60.17,
“project_id”: “dfbblab4f3994aac9ecf0553bd65bbee”,
“nuage_12bridge”: null,
“description”: 77,
“tags”: [],
“service_types”: [],
“cidr”: ”7192.168.60.0/24”,
”subnetpool_id”: null,
“vsd_managed”: false,
“name”: “HAl-backupsubnet”,
“enable_dhcp”: true,
"network_id”: ”57a50333-2587-467d-9a33-8d4e4649e864”,
“tenant_id”: ”“dfbblab4f3994aac9ecf0553bd65bbee”,
“created_at”: 72021-09-24T06:46:19Z2”,
“ip_version”: 4,

“nuagenet”: null

3-1-12 : HAl-backupsubnet, #— k7 = A O EH]
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<HA2-subnet (192.168.70.0/24) >

a~ v R

[root@K5-Host ]# CIDR=192.168.70.0/24 %1
[root@K5-Host ]# SUBNET_NAME=HA2-subnet 2
[root@K5-Host ]# NETWORK_ID={Ej% L 7= HA2-net & ID 3%3
[root@5-Host J# PROJECT_ID=77F > b ID %4

[root@5-Host J# curl —s $NETWORK/v2.0/subnets —X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H ”“Content—Type:
application/json” —d ~ {”subnet”: {”ip_version”: 4, cidr”: ”" $CIDR’”, "name”: ”’ $SUBNET_NAME’ ”, “network_id”:
7> $NETWORK_ID 7, “project_id”: ”> $PROJECT_ID’ 7, “allocation_pools”: [{”start”:”7192. 168. 70. 100”7,
“end”:”192.168.70.200"}1}} | jq .

X9 Y7 Ry b7 RUATIHELTLEE N,

X10 ARANIEETHEL T EE N,

¥11 Bk L7z HA2-net @ 1D THRE L T &V,

%12 Palo Alto Networks @7 > bk ID ZHEE L T &,

FATHERA

{
”subnet”: {
“updated_at”: 72021-09-24T06:47:127",
”ipv6_ra_mode”: null,
“allocation_pools”: [
{
“start”: 7192.168. 70. 1007,
“end”: 7192. 168. 70. 200"
}
1,
“host_routes”: [],
“revision_number”: 0,
”ipv6_address_mode”: null,
“underlay”: null,
7id”: “eeebfce9-590b-42c¢f-9995-95ddb193ef4d”,
”dns_nameservers”: [],
“nuage_uplink”: null,
“net_partition”: “bede9aa2-f720-4671-90fd-6b342f9564ac”,
“gateway_ip”: 7192.168.70.17,
“project_id”: “dfbblab4f3994aac9ecf0553bd65bbee”,
“nuage_12bridge”: null,
“description”: 77,
“tags”: [,
“service_types”: [],
“cidr”: ”7192.168.70.0/24”,
”subnetpool_id”: null,
“vsd_managed”: false,
“name”: “HA2-subnet”,
“enable_dhcp”: true,
"network_id”: “bbc94352-e63c—4401-a3le—e039543e57fd”,
“tenant_id”: ”“df5blab4f3994aac9ecf0553bd65bbee”,
“created_at”: 72021-09-24T06:47:1277,
“ip_version”: 4,

“nuagenet”: null
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3-1-13 : HA2 subnet, #— b = A OREH
<HA2-backupsubnet (192. 168. 80. 0/24) >

a~ v R

[root@K5-Host J# CIDR=192. 168.80.0/24 %1

[root@K5-Host J# SUBNET_NAME=HA2-backupsubnet %2
[root@K5-Host 1# NETWORK_ID={Efk L 7= HA2-backupnet @ ID 33
[root@5-Host J# PROJECT_ID=77F > b @ ID %4

[root@5-Host J# curl —s $NETWORK/v2.0/subnets —X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H ”“Content—Type:
application/json” —d ~ {”subnet”: {”ip_version”: 4, cidr”: ”" $CIDR’”, "name”: ”’ $SUBNET_NAME’ ”, “network_id”:
7> $NETWORK_ID 7, “project_id”: ”> $PROJECT_ID’ 7, “allocation_pools”: [{”start”:”7192. 168. 80. 100",
“end”:”192. 168.80.200"}1}} | jq .

13 Y 7Ry b7 RUATIHELTLEE N,

K14 AANIEETHEL T EEN,

%15 {ERL L 72 HA2-backup & v b 7 —27 @ ID THEL T 7Z S0,
%16 Palo Alto Networks @7 F > b ID Z#FHEL TLEE W,

FATHE R B

{
”subnet”: {
“updated_at”: 72021-09-24T06:48:00Z",
”ipv6_ra_mode”: null,
“allocation_pools”: [
{
“start”: ”192.168. 80. 1007,
“end”: 7192. 168. 80. 200"
}
1,
“host_routes”: [],
“revision_number”: 0,
”ipv6_address_mode”: null,
“underlay”: null,
”id”: 7£89db32a-19bd-4d8f-b83b-5f317d833afa”,
”dns_nameservers”: [],
“nuage_uplink”: null,
“net_partition”: “bede9aa2-f720-4671-90fd-6b342f9564ac”,
“gateway_ip”: 7192.168.80.17,
“project_id”: “dfbblab4f3994aac9ecf0553bd65bbee”,
“nuage_12bridge”: null,
“description”: 77,
“tags”: [],
“service_types”: [],
“cidr”: ”7192.168.80.0/24”,
”subnetpool_id”: null,
“vsd_managed”: false,
“name”: “HA2-backupsubnet”,
“enable_dhcp”: true,
"network_id”: “f84de3bb—28¢7-44c6-ad3b—9a64dc90bbac”,
“tenant_id”: “dfbblab4f3994aac9ecf0553bd65bbee”,
“created_at”: 72021-09-24T06:48:00Z”,
“ip_version”: 4,

“nuagenet”: null

3-1-14 : HA2-backupsubnet, #— k7 = A O EH]
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3.2 fRABIL— 2 DIERL
SRR FH O AB L — & ZVERR L E T,

D External-net AL —Z Z/ERE LE 4, #AEIZAPI Z2HEH LT 28, (¥ 3-2-1 ~ [¥ 3-2-3)

<—HAERE >

a~ v R

[root@5-Host J# ROUTER_NAME=External-router $¢1
[root@5-Host J# PROJECT_ID=7F > hd ID 3%2

[root@K5-Host J# curl -s $NETWORK/v2.0/routers —-X POST -H “X-Auth-Token:$0S_AUTH_TOKEN” -H “Content-Type:
application/json” —=d ~ {"router”: {”name”: ”” $ROUTER_NAME’ ”, “tenant_id”: ”” $PROJECT_ID’ ”}}’ | iq .

1 ATNHMEETHEL TSV,
%2 Palo Alto Networks @7 F > h ID ZHRE L T 723,

FATHE R B

{
“router”: f{

“status”: “ACTIVE”
“rt”: 765534:651747,
“project_id”: “dfbblab4f3994aac9ecf0553bd65bbee”,
“nuage_backhaul_vnid”: 7440560,
“description”: 77
“tags”: [,
“tenant_id”: “dfbblab4f3994aac9ecf0553bd65bbee”
“nuage_backhaul_rd”: 765534:1164”
“admin_state_up”: true
“updated_at”: 72021-09-24T06:48:28%",
“name”: “External-router”,
“nuage_backhaul_rt”: 765534:62916”,
“ecmp_count”: 1,
“net_partition”: “bede9aa2-f720-4671-90fd-6b342f9564ac”,
“revision_number”: 0,
“routes”: []
“external_gateway_info”: null,
“created_at”: 72021-09-24T06:48:28Z",
“rd”: ”765534:35522”,
7id”: ”ca944316-0d9d-4a0a—96eb—42cbf18d2607”,

“nuage_underlay”: “off”

3-2-1 : Extarnal router OERA
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<External-net ¥t/ A > % — 7 = — A DERL >
» Y7 % b :External-net ICFfET AV 7 %y b
» IPTRLVAAEE T — MU= A IP ZHEEL £9)

a~ v R

[root@K5-Host ]# PORT_NAME=External-subnetRouterPort %1
[root@5-Host ]# NETWORK_ID="External-net ¢ ID”
[root@K5-Host ]# SUBNET_ID="External—-subnet ¢ ID”
[root@5-Host J# FIXED_IP_ADDRESS=192.168. 10. 1

[root@K5-Host J# curl —s $NETWORK/v2. 0/ports —X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content—Type:

application/json” —d ~ {"port”: {"network_id”: 7 $NETWORK_ID’”, “name”:
[{”subnet_id”: 7’ $SUBNET_ID’ ”, “ip_address”: ”’ $FIXED_IP_ADDRESS “}1}}’

X1 [EE] AedEETHREL T ZE,

7" $PORT_NAME” ”, “fixed_ips”:
| ja .

FATHE R

{
“port”: {
“allowed_address_pairs”: [],
“extra_dhep_opts”: [],
“updated_at”: 72021-09-24T06:49:37Z2",
“nuage_policy_groups”: null,
“device_owner”: 7”7,
“revision_number”: 6,
“port_security_enabled”: true
“fixed_ips”: [
{
“subnet_id”: 7076ce999-9383-425a-bb89-6ddd908376e2”,
”ip_address”: 7192.168.10.1”
}
1,
7id”: ”7349bfba3-06f9-42e6-a250-470b0ff42ce8”,
“security_groups”: [
”e5f83e3d—c866-4a09-82c8-471515elel18”
1,
“mac_address”: “fa:16:3e:5d:b4:64”
“nuage_floatingip”: null,
“project_id”: “df5blab4f3994aac9ecf0553bd65bbee”,
“status”: “DOWN”,
“description”: 77,
“tags”: [],
“device_id”: 7
“nuage_redirect_targets”: [],
“name”: “External-subnetRouterPort”
“admin_state_up”: true,
“network_id”: “ed2cf8e7-0283-4eb8-897c-d583ecec3aed8”
“tenant_id”: “df5blab4f3994aac9ecf0553bd65bbee”
“created_at”: ”72021-09-24T06:49:36Z”,

“binding:vnic_type”: “normal”

3-2-2 : External-net FiD A % — 7 = — A DVERL
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<A KX —T7 x—A% External router |27 Z v F >

a~ v R

[root@K5-Host ~]# ROUTER_ID="{Ef% L 7= External-router ¢ ID”

[root@K5-Host ~1# PORT_ID="{ER% L 7= External—-subnetRouterPort ¢ ID”

[root@K5-Host ~J# curl —-s $NETWORK/v2.0/routers/$ROUTER _ID/add_router_interface —X PUT -H “X-Auth-Token:
$0S_AUTH_TOKEN” -H ”“Content-Type: application/json” —-d ’ {"port_id”: 7" $PORT_ID’” }’ | jq .

FATHE R B

{
"network_id”: “ed2cf8e7-0283-4eb8-897c-d583eec3aed8”
“tenant_id”: “df5blab4f3994aac9ecf0553bd65bbee”,
”subnet_id”: 7076ce999-9383-425a-bb89-6ddd908376e2”
“subnet_ids”: [

”076¢e999-9383-425a-bb89-6ddd908376e2”

1,
“port_id”: ”349bfba3-06f9-42e6-a250-470b0ff42ce8”
7id”: ”ca944316-0d9d-4a0a-96eb—-42cbf18d2607”

3-2-3 : External-net DA v X —7 = — A BB —H T X v F
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@ VPN #5217 9 72 D Management /L — % Z/ER L E 3, #/EIXAPI 2 L T 72 &V, (¥ 3-2-4~[X 3-
2-6)

<— HAERE >

a~ v R

[root@5-Host J# ROUTER_NAME=Management-router 31
[root@5-Host J# PROJECT_ID=7F> hd ID 3%2

[root@K5-Host J# curl -s $NETWORK/v2.0/routers —-X POST -H “X-Auth-Token:$0S_AUTH_TOKEN” -H “Content-Type:
application/json” —=d ~ {"router”: {”name”: ”” $ROUTER_NAME’ ”, “tenant_id”: ”” $PROJECT_ID’ ”}}’ | iq .

1 ATNHMEETHEL TSV,
%2 Palo Alto Networks @7 F > h ID ZHE L T Z 3,

FATHE R B
{

“router”: f{
“status”: “ACTIVE”
“rt”: 765534:7406”,
“project_id”: “dfbblab4f3994aac9ecf0553bd65bbee”,
“nuage_backhaul_vnid”: 967362
“description”: 77
“tags”: [,
“tenant_id”: “dfbblab4f3994aac9ecf0553bd65bbee”
“nuage_backhaul_rd”: 765534:56148”,
“admin_state_up”: true
“updated_at”: 72021-09-24T06:51:03%",
“name”: ”“Management-router”
“nuage_backhaul_rt”: 765534:42056”,
“ecmp_count”: 1,
“net_partition”: “bede9aa2-f720-4671-90fd-6b342f9564ac”,

“revision_number”: 0,

“routes”: []

“external_gateway_info”: null,

“created_at”: ”72021-09-24T06:51:03Z",

“rd”: ”765534:51726”,

”id”: 73092eb35-8193-4ee9-957c—db5d9a64c9f1”,

“nuage_underlay”: “off”

3-2-4 : Management router M{ERLH]
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<Management—net ¥t H A o —7 = — AD{ERK (X 3-2-5) >
» Y7 x> b : Management—net [ZFfET AV 7% b
> IPT RLVA BRI —FU=A IP ZHELEL )

a~ v R

[root@K5-Host J# PORT_NAME=Management-SubnetRouterPort 1
[root@K5-Host ]# NETWORK_ID="Management-net ¢ ID”
[root@K5-Host ]# SUBNET_ID="Management—subnet ¢ ID”
[root@5-Host ]# FIXED_IP_ADDRESS=192. 168. 50. 1

[root@K5-Host ]# curl —s $NETWORK/v2.0/ports —X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H ”“Content-Type:

application/json” —=d ’ {"port”:{”network_id”: ”” $NETWORK_ID’”, “name”:
[{”subnet_id”: 7" $SUBNET_ID’ ”, “ip_address”: ”’ $FIXED_IP_ADDRESS “}]}}’

X1 [EE] AedEETHREL T ZE,

7> $PORT_NAME’ 7, “fixed_ips”:
| ja .

FATHE R B

{
“port”: {
“allowed_address_pairs”: [],
“extra_dhcp_opts”: [],
“updated_at”: 72021-09-24T06:52:03Z",
“nuage_policy_groups”: null,
“device_owner”: 7"
“revision_number”: 6,
“port_security_enabled”: true
“fixed_ips”: [
{
“subnet_id”: “fdea2ff3-ff48-4b66-b28a—cle56f87ab4db”,
”ip_address”: 7192.168.50.1”
}
1,
”7id”: “2acab75a—-88f5-4cd2-b036—0ad592bcc2c0”
“security_groups”: [
”e5f83e3d—c866-4a09-82c8-471515elel18”
1,
“mac_address”: “fa:16:3e:38:10:f0”,
“nuage_floatingip”: null,
“project_id”: “dfbblab4f3994aac9ecf0553bd65bbee”
“status”: “DOWN”,
“description”: 77,
“tags”: [],
“device_id”: 7"
“nuage_redirect_targets”: [],
“name”: “Management—SubnetRouterPort”
“admin_state_up”: true
"network_id”: “bed53dcc—-986b-43b9-91b1-374bcladf2c8”,
“tenant_id”: “dfbblab54f3994aac9ecf0553bd65bbee”
“created_at”: ”72021-09-24T06:52:03Z”,

“binding:vnic_type”: “normal”

3-2-5 : Management-router DA ¥ —7 = — XA DVER
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<A B —T 2—AERBENV—FIZT X v F>

a~ v R

[root@K5-Host ~]# ROUTER_ID="Management—router ¢> ID”

[root@K5-Host ~]# PORT_ID=" Management—SubnetRouterPort ¢ ID”

[root@5-Host ~J# curl —-s $NETWORK/v2.0/routers/$ROUTER _ID/add_router_interface —X PUT -H “X-Auth—Token:
$0S_AUTH_TOKEN” -H “Content-Type: application/json” —-d ’ {"port_id”: ”” $PORT_ID’” } | jq .

FATHE R B

{
"network_id”: “bed53dcc-986b-43b9-91b1-374bcladf2c8”
“tenant_id”: “df5blab4f3994aac9ecf0553bd65bbee”,
“subnet_id”: “fdea2ff3-ff48-4b66-b28a-cle56f87abdb”
“subnet_ids”: [

" fdea2ff3-ff48-4b66-b28a—cle56f87abdb”

1,
“port_id”: “2aca575a-88f5-4cd2-b036-0ad592bcc2c0”
7id”: 73092eb35-8193-4ee9-957c-db5d9a64c9f1”

3-2-6 : Management-router HDOA LV X —T = —AET X v F
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®

RN —HIRETA VX —FRy NZT 7B AT 579, External-router D7 — k7 = A
Iy NU—7 &R ELET, (X3-2-7)

RE THMB AR

a~ v R

[root@K5-Host ~]# ROUTER_ID="{Ef% L 7= External-router ¢ ID”
[root@K5-Host ~J# EXT_NET_ID="2"m— L IP v hTU—27 D ID” %1

[root@5-Host ~J# curl —-s  $NETWORK/v2.0/routers/$ROUTER_ID -X PUT -H “X-Auth-Token: $0S_AUTH_TOKEN” -H

“Content—Type: application/json” -d ’ {“router”: {”external_gateway_info”: {
7’ $EXT_NET_ID’ “}}} | jq .

1 ATl fipnet ZFEEL £,

“network_id”:

FATHERA

{
“router”: {

“status”: “ACTIVE”,
“rt”: 765534:65174”,
“project_id”: “df5blab4f3994aac9ecf0553bd65bbee”,
“nuage_backhaul_vnid”: 7440560,
“description”: 77,
“tags”: [],
“tenant_id”: “df5blab4f3994aac9ecf0553bd65bbee”,
“nuage_backhaul_rd”: 765534:1164",
“admin_state_up”: true,
“updated_at”: ”72021-09-24T06:53:48Z",
“name”: “External-router”,
“nuage_backhaul_rt”: 765534:62916”,
“ecmp_count”: 1,
“net_partition”: “bede9aa2-f720-4671-90fd-6b342f9564ac”,
“revision_number”: 3,
“routes”: [],
“external_gateway_info”: {

"network_id”: ”5234aa88-9cd8-49bd-b613-d0006each87b”,

“enable_snat”: true,

“external_fixed_ips”: [

{
“subnet_id”: “£345719a-0127-4410—-abab—af5f795e9ac3”,
”ip_address”: ”133.162.84.120”

]
I8
“created_at”: 72021-09-24T06:48:28Z",
“rd”: ”65534:35522",
7id”: “ca944316-0d9d-4a0a-96eb-42cbf18d26077,

“nuage_underlay”: “snat”

X 3-2-7 : (HAENV—F D7 — N7 = A RETHTRAELR Y VT — 7 Z3E
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VPN 8kt CEf4 5 728, Management—router M4 — 7 = A R E CHEREL Y NT—7 R ELET,
(¥ 3-2-8)

a~ v R

[root@K5-Host ~]# ROUTER_ID="{Ef% L 7= Management—router ¢ ID”

[root@K5-Host ~J# EXT_NET_ID="Z/'a— YL IP v hU—27 D ID” ¥l

[root@K5-Host ~J# curl -s  $NETWORK/v2.0/routers/$ROUTER_ID -X PUT -H “X-Auth-Token: $0S_AUTH_TOKEN” -H
“Content—Type: application/json” -d ’ {“router”: {”external_gateway_info”: { “network_id”:
7> $EXT_NET_ID’ “}}}° | jq .

1 ATl fipnet ZFEEL £,

FATHERA

{
“router”: {

“status”: “ACTIVE”,
“rt”: 765534:7406”,
“project_id”: “df5blab4f3994aac9ecf0553bd65bbee”,
“nuage_backhaul_vnid”: 967362,
“description”: 77,
“tags”: [],
“tenant_id”: “df5blab4f3994aac9ecf0553bd65bbee”,
“nuage_backhaul_rd”: 765534:56148”,
“admin_state_up”: true,
“updated_at”: ”72021-09-24T06:55:18Z",
“name”: “Management-router”,
“nuage_backhaul_rt”: 765534:42056”,
“ecmp_count”: 1,
“net_partition”: “bede9aa2-f720-4671-90fd-6b342f9564ac”,
“revision_number”: 3,
“routes”: [],
“external_gateway_info”: {

"network_id”: ”5234aa88-9c¢d8-49bd-b613-d0006each87b”,

“enable_snat”: true,

“external_fixed_ips”: [

{
“subnet_id”: “£345719a—0127-4410—-abab—af5f795e9ac3”,
”ip_address”: ”133.162.84.21”

]
I8
“created_at”: 72021-09-24T06:51:03Z7,
“rd”: ”765534:51726”,
7id”: ”3092eb35-8193-4ee9-957c~db5d9a64c91”,

“nuage_underlay”: “snat”

X 3-2-8 : (AN —F D7 — N7 = A RETHTRAELR Y VT — 7 Z3E
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3.3 F—_TUIHONT
Palo Alto Networks |[LF —_TIZKHIE L TWeWed B LIcF—_T ZFH L T, v/ A VI TEEE
oo
EDTD, F—"TFEID HTE LA THWEY A,
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3.4 X2 UT 4 I N—TDERK
Palo Alto Networks Dt X =2 U T 4 J—T7%{EfR LE 9, API TUUTFZFEL T 7ZIV,

@D Palo Alto Networks DOt 2 V7 4 7V —T7Z24ER LET, (X 3-4-1)

a~ v R

[root@K5-Host ~1# SG_NAME=Paloalto-SG 31
[root@K5-Host ~1# SG_STATEFUL=false
[root@K5-Host ~1# curl —s $NETWORK/v2.0/security—groups —X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H

“Content-Type: application/json” —d * (“security group”: [“name”: ”’$SGNAME”, “stateful”:
7 ${SG_STATEFUL}’ ”}}” | jq .

X1 [MEE] ARNMERETHEL T ZEN,

FATHE R B

{
“security_group”: {
“description”: 77,
“tags”: [],
“tenant_id”: “dfbblab4f3994aac9ecf0553bd65bbee”,
“created_at”: ”72021-09-24T06:56:05Z",
“updated_at”: ”72021-09-24T06:56:05Z",
“security_group_rules”: [
{
“direction”: “egress”,
“protocol”: null,
“description”: null,
“tags”: [,
“port_range_max”: null,
“updated_at”: 72021-09-24T06:56:05Z",
“revision_number”: 0,
”id”: "9b6de908-cf37-45aa—8cef-71729bdd911e”,
“remote_group_id”: null,
“remote_ip_prefix”: null,
“created_at”: 72021-09-24T06:56:05Z",
“security_group_id”: “c6433ceb—d167-4d78-9500-653ae240b4cf”,
“tenant_id”: ”“df5blab4f3994aac9ecf0553bd65bbee”,
“port_range_min”: null,
“ethertype”: “IPv4”,
“project_id”: “dfbblab4f3994aac9ecf0553bd65bbee”

“direction”: “egress”,

“protocol”: null,

“description”: null,

“tags”: [J,

“port_range_max”: null,

“updated_at”: 72021-09-24T06:56:05Z",
“revision_number”: 0,

7id”: “ce710c82—-cd31-444a—8cbl-ea3aec51717b”,
“remote_group_id”: null,

“remote_ip_prefix”: null,

“created_at”: 72021-09-24T06:56:05Z",
“security_group_id”: “c6433ceb—d167-4d78-9500-653ae240b4cf”,
“tenant_id”: ”“df5blab4f3994aac9ecf0553bd65bbee”,

“port_range_min”: null,
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“ethertype”: “IPv6”
“project_id”: “dfb5blab4f3994aac9ecf0553bd65bbee”
}
1,
“stateful”: false
“revision_number”: 2,
“project_id”: “dfb5blab4f3994aac9ecf0553bd65bbee”,
”id”: ”c6433ceb-d167-4d78-9500-653ae240b4ct”,

“name”: “Paloalto—SG”

3-4-1: Palo Alto Networks DO x = VU T 4 7V —7 % 1ERk
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@ 1ERLTIExX2 0T 40V —TDON— Va2 EFRLET, API TULTFZFEML T 7ZEV, Palo Alto
Networks |ZINES T FW ORELZIT I 7=, AP TIZLL FOHEE L — L 2R EL T £7°,

[HESE L — ]

egress IPv6 — (&FF7])

egress IPv4 - (&3 d])

ingress IPv4 icmp 0.0.0.0/0 (£&FFw])
ingress IPv4 tep 1-65535 0.0.0.0/0 (47 A])
ingress IPv4 udp 1-65535 0.0.0.0/0 (2&#F 7))
egress 71 hzL99 - (&FFA])

ingress 7'& k=L 99 - (&FFA])

$Palo Alto Networks NEI CEWHEEEZH L CWA 7, X2 T 4 ZN—T1 3T _XCTHFTLET,

B tep T R_NRCHATHL—LZERR L, @HLET, (X3-4-2)

a~ v R

[root@K5-HOST J# DIRECTION=ingress

[root@K5-HOST 1# PROTCOL=tcp

[root@K5-HOST ]# MIN_PORT_NUM=1

[root@K5-HOST J# MAX_PORT_NUM=65535

[root@K5-HOST J# REMOTE_IP=0. 0. 0.0/0

[root@K5-HOST 1# SG_ID="{ERk L7zt X =17 ¢ 7/ /L—7 0D ID”

[root@K5-HOST J# curl -s $NETWORK/v2.0/security—group—rules -X POST -H ”X-Auth-Token: $0S_AUTH_TOKEN” -H

“Content—Type: application/json” -d ’ {”security_group_rule”:{”direction”: ” $DIRECTION’ ”, “port_range_min”:

> $MIN_PORT_NUM’, “port_range_max”: > $MAX_PORT_NUM’ , “protocol”: 7> $PROTCOL’ 7, “remote_ip_prefix”:
7> $REMOTE_IP’ 7, “security_group_id”: ”’ $SG_ID"”}} | jq .
EATHE LA

{

“security_group_rule”: {
“remote_group_id”: null,
“direction”: ”“ingress”,
“protocol”: “tcp”,
“description”: 77,
“ethertype”: “1Pv4”,
“remote_ip_prefix”: 70.0.0.0/07,
“port_range_max”: 65535,
“updated_at”: 72021-09-24T06:56:597",
“security_group_id”: “c6433ceb—d167-4d78-9500-653ae240b4cf”,
“port_range_min”: 1,
“revision_number”: 0,
“tenant_id”: “dfbblab4f3994aac9ecf0553bd65bbee”,
“created_at”: ”72021-09-24T06:56:59Z",
“project_id”: “dfbblab4f3994aac9ecf0553bd65bbee”,
7id”: 7124ce0a7-d84a—-485a-b521-1323fb0c877e”

3-4-2:tcp FF R L— L & VERL
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B udp 2T _RTEFFATH— b2 Eal L, @HLET, (K3-4-3)

a~ v R

[root@K5-HOST J# DIRECTION=ingress

[root@K5-HOST 1# PROTCOL=udp

[root@K5-HOST ]# MIN_PORT_NUM=1

[root@K5-HOST J# MAX_PORT_NUM=65535

[root@K5-HOST J# REMOTE_IP=0.0.0.0/0

[root@K5-HOST 1# SG_ID="{ERk L7zt ¥ =17 ¢ /' /L—7 0D ID”

[root@K5-HOST J# curl -s $NETWORK/v2.0/security—group—rules -X POST -H ”X-Auth-Token: $0S_AUTH_TOKEN” -H

“Content—Type: application/json” —-d ’ {"security_group_rule”:{”direction”: ” $DIRECTION’ 7, “port_range_min”:

> $MIN_PORT_NUM’, “port_range_max”: > $MAX_PORT_NUM’ , “protocol”: 7> $PROTCOL’ 7, “remote_ip_prefix”:
7> SREMOTE_IP’ 7, “security_group_id”: *’ $SG_ID"”}}’ | jq .
FATHE LA

{
“security_group_rule”: {

“remote_group_id”: null,
“direction”: ”“ingress”,
“protocol”: “udp”,
“description”: 77,
“ethertype”: “1Pv4”,
“remote_ip_prefix”: 70.0.0.0/07,
“port_range_max”: 65535,
“updated_at”: 72021-09-24T06:57:417",
“security_group_id”: “c6433ceb—d167-4d78-9500-653ae240b4cf”,
“port_range_min”: 1,
“revision_number”: 0,
“tenant_id”: “dfbblab4f3994aac9ecf0553bd65bbee”,
“created_at”: ”72021-09-24T06:57:41Z",
“project_id”: “dfbblab4f3994aac9ecf0553bd65bbee”,
”id”: “a68a1050-2dfe—4eb8-a051-ef3976a63e14”

3-4-3:udp FF A L— & VERL

B icop & NTEFFATH0— L B L, B LET, (X3-4-4)

a~ v R

[root@K5-HOST ]# DIRECTION=ingress

[root@K5-HOST ]# PROTCOL=1icmp

[root@K5-HOST J# REMOTE_IP=0. 0. 0.0/0

[root@K5-HOST ]# SG_ID="{Efk Lict¥ =V 7T ¢ 7 L—7 0 ID”

[root@K5-HOST J# curl -s $NETWORK/v2.0/security—group—rules -X POST -H ”X-Auth-Token: $0S_AUTH_TOKEN” -H

’ I

“Content—Type: application/json” —d {"security_group_rule”: {"direction”: 7" $DIRECTION ”, “"protocol”:
7> $PROTCOL’ ”, “remote_ip_prefix”: ”” $REMOTE_IP’”, “security_group_id”: 7" $SG_ID’”}}" | jq .

FATHERA

{

“security_group_rule”: {
“remote_group_id”: null,
“direction”: “ingress”,
“protocol”: “icmp”,
“description”: 77,

“ethertype”: ”IPv4”,
“remote_ip_prefix”: 70.0.0.0/07,
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“port_range_max”: null,

“updated_at”: ”72021-09-24T06:58:19Z",

“security_group_id”: “c6433ceb—d167-4d78-9500-653ae240b4cf”,
“port_range_min”: null,

“revision_number”: 0,

“tenant_id”: “dfbblab4f3994aac9ecf0553bd65bbee”,
“created_at”: ”72021-09-24T06:58:192”,

“project_id”: “dfbblab4f3994aac9ecf0553bd65bbee”,

7id”: 783f914a1-3669-4db3-9c2d-d20113b3e523”

3-4-4 : icmp FF A V— /L & AERK

B o a9 BOEEETNTHATH/0— L aElk L, AL ET, (X3-4-5)

a~ v R

# ingress L' —ILODERYL

[root@K5-HOST J# DIRECTION=ingress

[root@K5-HOST ]# PROTCOL=99

[root@K5-HOST ]# REMOTE_IP=0.0.0.0/0

[root@K5-HOST J# SC_ID="{Ep L7t HF =2V T 1 7 L—7D ID”

[root@K5-HOST J# curl —-s $NETWORK/v2.0/security—group—rules -X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H
“Content—Type: application/json” -d ’{”security_group_rule”:{”direction”: ”” $DIRECTION’” , ”protocol”:
”? $PROTCOL’ ”, “remote_ip_prefix”: ”” $REMOTE_IP’”, “security group_id”: ”’$SG_ID’“}}" | jq .
# egress /L —/LDYERL

[root@K5-HOST ]# DIRECTION=egress

[root@K5-HOST ]# PROTCOL=99

[root@K5-HOST J# REMOTE_IP=0.0.0.0/0

[root@K5-HOST 1# SG_ID="{ERk L7zt X =17 1 7/ /L—7 D ID”

[root@K5-HOST J# curl -s $NETWORK/v2.0/security—group—rules —-X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H
“Content—Type: application/json” -d ’ {”security_group_rule”:{”direction”: ”” $DIRECTION’” , “protocol”:
”? $PROTCOL” ”, “remote_ip_prefix”: ”” $REMOTE_IP’”, “security_group_id”: 7" $SG_ID’”}}" | jq .

FATHE R B

# ingress /L — LYERGHE 5
{
“security_group_rule”: {

“remote_group_id”: null,
“direction”: “ingress”,
“protocol”: 7997,
“description”: 77,
“ethertype”: “1Pv4”,
“remote_ip_prefix”: 70.0.0.0/07,
“port_range_max”: null,
“updated_at”: 72022-03-28T05:13:08%",
“security_group_id”: “¢6433ceb—d167-4d78-9500-653ae240bdcf”,
“port_range_min”: null,
“revision_number”: 0,
“tenant_id”: ”“df5blab4f3994aac9ecf0553bd65bbee”,
“created_at”: 72022-03-28T05:13:08Z7,
“project_id”: “dfbblab4f3994aac9ecf0553bd65bbee”,
7id”: ”74382¢569-d994-4e2b-a0f9-d390dfd5422¢”
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# egress /L— LYERGH:
{
“security_group_rule”: {

“remote_group_id”: null,
“direction”: “egress”,
“protocol”: 7997,
“description”: 77,
“ethertype”: “1Pv4”,
“remote_ip_prefix”: 70.0.0.0/07,
“port_range_max”: null,
“updated_at”: 72022-03-28T05:14:16Z",
“security_group_id”: “c6433ceb—d167-4d78-9500-653ae240bdcf”,
“port_range_min”: null,
“revision_number”: 0,
“tenant_id”: ”“df5blab4f3994aac9ecf0553bd65bbee”,
“created_at”: 72022-03-28T05:14:16Z7,
“project_id”: “dfbblab4f3994aac9ecf0553bd65bbee”,
”id”: ”e8485b78-872a-4db9-b8fa-1ef48dc7c0dc”

3-4-5: 71 k=)L 99 FHIFF AL — /L A AERK
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3.5 TUFT 7 4=T 4 DRE

Palo Alto Networks TILEMA A MG EIE, B H5HRA N ETEWET AL OBET DO, T FT 74
=T 4 ZRELET,

(4 3-5-1)

a~ v R

[root@K5-Host ]# NAME=Paloalto_ServerGr

[root@K5-Host ]# POLICY="anti-affinity”

[root@K5-Host J# curl -k $COMPUTE/v2. 1/$PROJECT_ID/os—server—groups -X POST -H ”X-Auth-Token:
$OS_AUTH_TOKEN”  -H ”“Content-Type:application/json” -d ’ {”"server_group”:{ “name”: " $NAME’”, “policies”:
[ 7 $poLICY ” 1)} | jq .

FATHE R B
{

” ”.
server_group - {

“members”: [],
“metadata”: {},
7id”: 770673576-57ef-4133-9df3-3c02eab6b5396”,
“policies”: [
“anti—affinity”
1,

“name”: “Paloalto_ServerGr”

X 3-5-1: T FT 7 4=T 4 DERTE
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3.6 Management—net f FW OERK
@ Firewall L—/LDIERL

AFMETE, LTFTORY —ERELET, (X 3-6-1~3-6-4)

Z DD —AZDWNWTHIBEHZEDEREL LT EE N,
VPN 7 A4 7 v N7 RL A D Management—net ~O i@ {E7FAf
0.0.0.0/0 7% VPN = RARA ¥ b ~D Rt Al
Management—net’>50. 0. 0. 0/0~DE(EFF Af
Z DM DOIAFRE

el

<VPN 7 S A4 T2 "7 KU AN 5 Management—net ~D@{E7F A >

a~ v R

[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host

]# RULE_NAME=ALLOW_VPNCIDER
]# ACTION=allow

1# SOURCE_IP=192. 168. 246. 0/24
1# DEST_IP=192. 168. 50. 0/24

[root@K5-Host
“Content—Type:

”s

1# curl

application/json”

—-s  $NETWORK/v2.0/fw/firewall rules
-d

-X POST

" {"firewall rule”:

Jq

-H ”X-Auth-Token:

$0S_AUTH_TOKEN” -H

{"name”: ”” $RULE_NAME” 7, “action”:

ACTION 7, “source_ip_address”: 7’ $SOURCE_IP’”, “destination_ip_address”: 7’ $DEST_IP’”, “enabled”: true}}’

1T A5l

R

“firewall rule”: {

“protocol”: null,

“description”: 77

”source_port”: null,
”192. 168. 246. 0/24”,
”192. 168.50. 0/24”,

“firewall_policy_id”: null,

”source_ip_address”:
“destination_ip_address”:
“position”: null,

“destination_port”: null,

7id”: 7981d1b0a—-4918-4066-9599-6cda21870848”,
“name”: “ALLOW_VPNCIDER”,

“tenant_id”: “dfb5blab4f3994aac9ecf0553bd65bbee”
“enabled”: true

“action”: “allow”,
4,

”shared”: false

” . . ”.
1p_version -

3-6-1 : Firewall L — LAERRQD
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<Management—net 7>% 0.0.0.0/0 ~D@IEFF [ >

a~ v R

[root@K5-Host ]# RULE_NAME=ALLOW_EGRESS
[root@K5-Host ]# ACTION=allow
[root@K5-Host J# SOURCE_IP=192. 168. 50. 0/24
[root@5-Host J# DEST_IP=0.0.0.0/0

[root@K5-Host
“Content—Type:

”s

1# curl -s $NETWORK/v2.0/fw/firewall_rules

application/json” -d

-X POST

" {"firewall rule”:

Jq

-H ”X-Auth-Token:
I name” :
ACTION 7, “source_ip_address”: 7’ $SOURCE_IP’”, “destination_ip_address”: 7’ $DEST_IP’”, “enabled”: true}}’

”” $RULE_NAME ”, “ac

$0S_AUTH_TOKEN” -H

tion”:

1T ReAf]

R

“firewall_rule”: {

“protocol”: null,

“description”: 77

”source_port”: null,
”192. 168. 50. 0/24”,
”0.0.0.0/07,

“firewall_policy_id”: null,

”source_ip_address”:
“destination_ip_address”:
“position”: null,

“destination_port”: null,

7id”: ”7d6b525f5-8112-4350-9100-b0399ed2b356”,
“name”: “ALLOW_EGRESS”,

“tenant_id”: “dfb5blab4f3994aac9ecf0553bd65bbee”
“enabled”: true

“action”: “allow”,
“ip_version”: 4,

”shared”: false

3-6-2 : Firewall L —/LAERK @
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<0.0.0.0/0 275 VPN = KRR A > b ~D kG Fv] >

a~ v R

[root@K5-Host J# RULE_NAME=ALLOW_VPNACCESS
[root@K5-Host ]# ACTION=allow
[root@5-Host J# SOURCE_IP=0.0.0.0/0
[root@5-Host J# DEST_IP=192. 168.90.5

[root@K5-Host J# curl -s $NETWORK/v2.0/fw/firewall_rules —-X POST -H ”“X-Auth-Token: $0S_AUTH_TOKEN” -H
“Content—Type: application/json” -d " {"firewall_rule”: {"name”: ”” $RULE_NAME’ 7, “action”:
7> $ACTION 7, “"source_ip_address”: 7’ $§SOURCE_IP’”, “destination_ip_address”: 7’ $DEST_IP’”, “enabled”: true}}’

Jq

1T ReAf]

R

“firewall_rule”: {
“protocol”: null,
“description”: 77
”source_port”: null,
”source_ip_address”: ”70.0.0.0/0”
“destination_ip_address”: 7192.168.90.5”,
“firewall_policy_id”: null,
“position”: null,
“destination_port”: null,
”id”: ”140ecd9b-de48-4bec—9b82-ef72402d97cb”,
“name”: “ALLOW_VPNACCESS”
“tenant_id”: “dfb5blab4f3994aac9ecf0553bd65bbee”
“enabled”: true
“action”: “allow”,
“ip_version”: 4,

”shared”: false

3-6-3 : Firewall L —/L{ERK®
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<X DOFEERE >
MELFIEBER T, HERENFITEMFICIVERL TIEE,

a~ v R

[root@K5-Host J# RULE_NAME=ALL_DENY
[root@5-Host J# ACTION=deny

[root@K5-Host J# curl -s $NETWORK/v2.0/fw/firewall_rules -X POST -H ”“X-Auth-Token: $0S_AUTH_TOKEN” -H
“Content—Type: application/json” -d ’* {“firewall_rule”: {’name”: ” $RULE_NAME ”, “action”: 7’ $ACTION 7,
“enabled”: true}}’ | jq .

FATHE R B

{

“firewall_rule”: {
“protocol”: null,
“description”: 77,
“source_port”: null,
”source_ip_address”: null,
“destination_ip_address”: null,
“firewall policy_id”: null,
“position”: null,
“destination_port”: null,
”id”: 791e16a07-5b1c-4d8b—9388-2c¢649¢c83a012”,
“name”: ”ALL_DENY”
“tenant_id”: “dfbblab4f3994aac9ecf0553bd65bbee”
“enabled”: true
“action”: “deny”
“ip_version”: 4,

“shared”: false

3-6-4 : Firewall /L — LAERK@
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@ Firewall R Y > —DIERL
LLF D API T Firewall AR Y > —Z2 1Bk L9, (X 3-6-5)

a~ v R

[root@5-Host 1# ALLOW_VPNCIDER_ID="ALLOW_VPNCIDER /bL— /L ID”
[root@K5-Host 1# ALLOW_VPNACCESS_ID="ALLOW_VPNACCESS /L —/L-® 1D
[root@K5-Host ]# ALLOW_EGRESS_ID="ALLOW_EGRESS /L —/L-® ID”
[root@K5-Host ]# ALL_DENY_ID="ALL_DENY /L —/L-® ID”
[root@5-Host J# POLICY_NAME=Management_FW_POLICY

”

[root@5-Host J# curl —s $NETWORK/v2.0/fw/firewall_policies —X POST -H ”X-Auth-Token: $0S_AUTH_TOKEN” -H
“Content—Type: application/json” —-d ’{’firewall_policy”: {’firewall_rules”: [” $ALLOW_VPNCIDER_ID ”,
7> $ALLOW_VPNACCESS_ID’ 7, 7’ $ALLOW_EGRESS_ID’ ”, ”” $ALL_DENY_ID’ ], "name”: ”’ $POLICY_NAME’ “}}’ ‘ jq .

FATHE R

{
“firewall_policy”: {

“name”: “Management_FW_POLICY”,

“firewall_rules”: [
”981d1b0a-4918-4066-9599-6¢cda21870848”,
”140ecd9b—de48-4bec—-9b82-ef72402d97ch”,
”d6b5255-8112-4350-9100-b0399ed2b356”,
”91e16a07-5b1c-4d8b—9388-2c¢649c83a012”

1,

“tenant_id”: “dfbblab4f3994aac9ecf0553bd65bbee”,

“audited”: false,

”shared”: false,

7id”: ”8e4312f0-3d79-442a—adc6-cc4e35572006”,

nn

“description”:

3-6-5 : Firewall &R U > —{ERk
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® Firewall OYERK
VLR @ API T Firewall Z{ERE L. Management—router Z #2317 LE£ 9, (X 3-6-6)

a~ v R

[root@K5-Host J# FIREWALL_POLICY_ID="Management_ FIREWALL_POLICY ® ID”
[root@K5-Host J# ROUTER_ID="Management—router ¢ ID”

[root@K5-Host 1# curl —-s $NETWORK/v2.0/fw/firewalls —X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-

Type: application/json” -d *{’firewall”: {”admin_state_up”: true, “firewall_policy_id”:
7’ $FIREWALL_POLICY_ID ”, “router_ids”: [”” $ROUTER_ID’ “1}}" | jq .
FATHE R

{

“firewall”: {
“status”: “ACTIVE”
“router_ids”: [

”3092eb35-8193-4ee9-957c—db5d9a64c9f1”

1,
"name”: 7"
“admin_state_up”: true
“tenant_id”: “df5blab4f3994aac9ecf0553bd65bbee”
“firewall_policy_id”: ”8e4312f0-3d79-442a-adc6-cc4e35572006”
”id”: ”ce486ab7-06a5-4ebf-98a2-889e82f3d191”

2 nn

“description”:

3-6-6 : Firewall {ERK
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3.7 VPN HEEDOIERK

@O VPN H—EZ2DfERK
Palo Alto Networks {Z SSH 7 7 & A3 572® VPN —E R &2 1Epk L £9°,
TRLOMY . APT TIERR L T 2 &V, (K 3-7-1)

2~ R

[root@K5-Host ~1# NEV="API U 7 7 L > A|ZEC# D VPN {ERL APT D KRR A F %1

[root@K5-Host ~]# SUBNET_ID="Management—subnet ¢> ID” 32

[root@K5-Host ~1# ROUTER_ID="Management—router @ ID” 33

[root@5-Host ~1# VPN_NAME="VPN 4~ %4

[root@K5-Host ~J# curl -k $NFV/vpn/nfv/vpnservices —-X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-
Type: application/json” —d ’ {"vpnservice”: {”subnet_id”: ”” $SUBNET_ID' ”, “router_id”: 7’ $ROUTER_ID’ 7, "name”:
”” $VPN_NAME” 7, “admin_state_up”: true}}’ | jq .

X1 SNFVIEAPI U7 7 LU RICRBOT Y FARA  FEFEEL T ES0Y,

https://doc. cloud. global. fujitsu. com/lib/iaas/jp/api-reference/v3/web/k5—iaas—api-
reference/reference/nfv_vs_create_vpn_service. html

X2  BITFNETYERL L7 Management—Subnet 5 E L TL 2 & N

%3 BITFNETYERL L7 Management—router 5 E L TL 72 &\,

¥4 EEOV—ERAAEHRELTLEI W

FATHERA

{
“vpnservice”: {
7id”: 7708694”,
“subnet_id”: “fdea2ff3-ff48-4b66-b28a—cleb6f87abdb”
“router_id”: ”3092eb35-8193-4e€9-957c—db5d9a64c9f1”
“name”: “Paloalto-VPN”,

“admin_state_up”: true

3-7-1 : VPN F— B 2R D E
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https://doc.cloud.global.fujitsu.com/lib/iaas/jp/api-reference/v3/web/k5-iaas-api-reference/reference/nfv_vs_create_vpn_service.html
https://doc.cloud.global.fujitsu.com/lib/iaas/jp/api-reference/v3/web/k5-iaas-api-reference/reference/nfv_vs_create_vpn_service.html

(@ SSL-VPN #6¢ DIERK
YERK L7 VPN — & 228 7-12 SSL-VPN ##5 2 1ERY L £ 7,
TREOBEY . APT TERR L TL 2 & 0, (X 3-7-2)

MSSL-VPN Bt DVERUZITEL 3 72720 £77

2~ R

[root@K5-Host ~1# NEV="API U 7 7 L > A|ZEC# D VPN {ERL APT O KRR A R %1

[root@K5-Host ~]# SSL_NAME="SSL-VPN #fi4: " 32

[root@K5-Host ~]# CIDR="192. 168. 246.0/24” %3

[root@K5-Host ~1# VPN_SERVICE="VPN #—bE 2D ID” ¥4

[root@K5-Host ~1# curl -k $NEV/vpn/nfv/ssl-vpn-v2-connections —-X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H

“Content—Type: application/json” —d ’ {”ssl_vpn_v2_connection”: {“name”: ”’ $SSL_NAME’”, ”admin_state_up”:
true, “client_address_pool_cidr”: ” $CIDR’ ”, “vpnservice_id”: " $VPN_SERVICE’ “}}’ | jq .

M1 SNFVIEAPL Y 77 LU RIZRHDO = FARA & P EREE LTS ZE N,

https://doc. cloud. global. fujitsu. com/lib/iaas/jp/api-reference/v3/web/k5—iaas—api-
reference/reference/nfv_vs_create_vpn_service. html

X2 EROERAEZRHELTIEEN,

X3 EEOT RVAHiIHAZY 732y MEXTHEL TLE I,

¥4 BIPIECIER L7 VPN —E 20 ID 2fE L T E S0,

FATHERA

{
”ssl_vpn_v2_connection”: {
”id”: ”7708696”,
“name”: “Paloalto_SSL_VPN”,
“admin_state_up”: true,
“client_address_pool_cidr”: 7192. 168. 246. 0/24”,
“vpnservice_id”: 7708694

3-7-2 : VPN Bt DR E
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https://doc.cloud.global.fujitsu.com/lib/iaas/jp/api-reference/v3/web/k5-iaas-api-reference/reference/nfv_vs_create_vpn_service.html
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@ SSL-VPN $ft DR BEMERR
YERR L7z VPN 85 DTS2 BUSG L £,
TR LR, API TER L T 720, (K 3-7-3)

a~ v R

[root@K5-Host ~J# NEV="API U 7 7 L o A|ZE0# D VPN B APT D= RABRA > K7 %1
[root@K5-Host ~1# SSL_VPN_ID="/ERk L 7= SSL-VPN #&f¢> ID”

[root@K5-Host ~J# curl -k $NFV/vpn/nfv/ssl-vpn-v2-connections/${SSL_VPN_ID} -X GET -H “X-Auth-Token:
$0S_AUTH_TOKEN” -H ”“Content-Type: application/json” | jq .

M1 SNEVIZAPL U7 7 LU RICHHOT Y RRA v FEFEEL T E &N,
https://doc. cloud. global. fujitsu. com/1ib/iaas/jp/api-reference/v3/web/kb-iaas—api—
reference/reference/nfv_vs_create_vpn_service. html

FATHE R B

{
”ssl_vpn_v2_connection”: {
“status”: “ACTIVE”,
“tenant_id”: “afecle70779e4467bd2e6a56972c6dc8”,
“name”: “Paloalto_SSL_VPN”,
“admin_state_up”: true,
“client_address_pool_cidr”: 7192. 168. 246. 0/24”,
“credential_id”: 77,
“vpnservice_id”: 7749414”,
7id”: 77494767,
“extension”: false,
“availability_zone”: null,
“protocol”: “tecp”,
“security_groups”: null,
“access_points”: [
{
“External_address”: ”133. 162. 74. 1737,
“Internal_gateway”: null,
“client_address_pool_cidr”: ”192. 168. 246. 0/24”,
“floatingips”: null
}
1,
“detail”:

nnw
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https://doc.cloud.global.fujitsu.com/lib/iaas/jp/api-reference/v3/web/k5-iaas-api-reference/reference/nfv_vs_create_vpn_service.html
https://doc.cloud.global.fujitsu.com/lib/iaas/jp/api-reference/v3/web/k5-iaas-api-reference/reference/nfv_vs_create_vpn_service.html

% 4 E  Palo Alto Networks {RABY— NDIERK

AKETIX, Palo Alto Networks ¥ K OBE#E T 2 (AR — ROERALTNEIZ DWW CREBI L £ 97,

BAEICFHEO T~ L, jaa~ry RBMEATEZARETEITLTLIEEN,
BAER L URED Palo Alto Networks (RABH — SOBEEIL, LTFHBINTVWELFIERLER Y ICEML T
=Y AN

FITNRFINEI A7 ETHETE RVWEE . BEP OB — " ZHE L) A TRENPLRVELTLE
=Y AN

4.1 Palo Alto Networks FHHLH AR — b DIERK
Palo Alto Networks @ active & passive THEHT AR — M 2/ERR L £9,

<External-net I3 AR — b (192. 168. 10. 100) >
External-net CEAT ALER— M2 /Ek L E T,

o< K

[root@5-Host J# PORT_NAME=External-virtual—port

[root@K5-Host ]# TP_ADDRESS=192. 168. 10. 100

[root@K5-Host ]# NETWORK_ID="External-net * P4 FO—2Z o1
[root@K5-Host J# SG_ID=" Paloalto-SG X =Y T 4 Z/L—TFD ID”

[root@5-Host J# curl —s $NETWORK/v2. 0/ports —-X POST -H “"X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type:
application/json” -d ~ {"port”: {"admin_state_up”: true, “name”: 7’ $PORT_NAME’ ”, “network_id”:

> SNETWORK_TD’ 7, “fixed_ips”: [{”ip_address”: ”’ $IP_ADDRESS’ ”}1, “security groups”: [”” $SG_1D’ "],
“device_owner”: “nuage:vip”}}’ | jq .

FATHE R

{

“port”: {

“allowed_address_pairs”: [],
“extra_dhcp_opts”: [],
“updated_at”: ”72021-09-24T07:14:072",
“device_owner”: “nuage:vip”,
“revision_number”: 6,
“port_security_enabled”: true,
“fixed_ips”: [
{
“subnet_id”: ”076ce999-9383-425a-bb89-6ddd908376e2”,
”ip_address”: 7192.168. 10. 100"
}
1,
7id”: “a9eabTc2-344b-4432-87ff-71aTccch47e6”,
“security_groups”: [
”¢6433ceb-d167-4d78-9500-653ae240b4ct”
1,
“mac_address”: “fa:16:3e:7f:de:f2”,

“nuage_floatingip”: null,

55



“project_id”: “df5blab4f3994aac9ecf0553bd65bbee”,
“status”: “DOWN”,

“description”: 77,

“tags”: [1,

“device_id”: 7”7

“name”: “External-virtual—port”

“admin_state_up”: true,

"network_id”: “ed2cf8e7-0283-4eb8-897c—d583eec3aeds8”
“tenant_id”: “df5blab4f3994aac9ecf0553bd65bbee”
“created_at”: 72021-09-24T07:14:07Z7,

“binding:vnic_type”: “normal”

4-1-1 : £HR— FOEHRO
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<Internal-net fI3LH R — b (192. 168. 20. 100) >
Internal-net TREATHIER— FE/ER L ET,

a~ v R

[root@5-Host J# PORT_NAME=Internal-virtual-port
[root@K5-Host ]# IP_ADDRESS=192. 168. 20. 100

[root@K5-Host ]# NETWORK_ID="Internal-net @® ID”

[root@K5-Host J# SG_ID="Paloalto-SC ¥ =V T 4 ZL—7D ID”

[root@K5-Host J# curl —s $NETWORK/v2.0/ports —X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type:
application/json” —d ~ {"port”: {”admin_state_up”: true, “name”: ”’ $PORT_NAME’ ”, “network_id”:
77 $NETWORK_ID” 7, “fixed_ips”: [{"ip_address”: "’ $IP_ADDRESS “}], ”“security_groups”: [”” $SG_ID "],

py P Y .
device_owner”: “nuage:vip”}}’ | jq .

FATHE R

{
“port”: {
“allowed_address_pairs”: [],
“extra_dhep_opts”: [],
“updated_at”: 72021-09-24T07:15:00Z",
“device_owner”: “nuage:vip”
“revision_number”: 6,
“port_security_enabled”: true
“fixed_ips”: [
{
“subnet_id”: “fb20278¢c-9ffb-49e1-88c8-4fe7bd24celf”,
”ip_address”: 7192.168. 20. 100”
}
1,
7id”: “cledc41f-5¢26-4b03—a33e—5b7db6b39dch”
“security_groups”: [
”c6433ceb—d167-4d78-9500-653ae240b4cf”
1,
“mac_address”: “fa:16:3e:ba:9f:49”,
“nuage_floatingip”: null,
“project_id”: “dfb5blab4f3994aac9ecf0553bd65bbee”,
“status”: “DOWN”,
“description”: 77,
“tags”: [J,
“device_id”: 7"
“name”: ”“Internal-virtual—port”
“admin_state_up”: true,
"network_id”: ”139edbe8-bf0e—46dc—8281-ab319d2b6291”
“tenant_id”: “dfb5bl1ab4f3994aac9ecf0553bd65bbee”
“created_at”: 72021-09-24T07:15:00Z”,

“binding:vnic_type”: “normal”

4-1-2 : HR— F OIEHO®
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<DMZ-net LA A — k (192. 168. 30. 100) >
DMZ-Net THEHT 2HHF R — b EERLET,

a~ v R

[root@K5-Host J# PORT_NAME=DMZ-virtual-port

[root@K5-Host J# IP_ADDRESS=192. 168. 30. 100

[root@K5-Host 1# NETWORK_ID="DMZ-Net %> s U —27 @ ID”
[root@K5-Host ]# SG_ID="Paloalto-SC ¥ =V T 4 ZL—7D ID”

[root@K5-Host J# curl —s $NETWORK/v2.0/ports —X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type:
application/json” —d ~ {"port”: {”admin_state_up”: true, “name”: ”’ $PORT_NAME’ ”, “network_id”:
77 $NETWORK_ID” 7, “fixed_ips”: [{”ip_address”: ”” $IP_ADDRESS “}], ”“security_groups”: [”” $SG_ID "],

py p o Y .
device_owner”: “nuage:vip”}}’ | jq .

FATHE R

{
“port”: {
“allowed_address_pairs”: [],
“extra_dhep_opts”: [],
“updated_at”: 72021-09-24T07:15:48%",
“device_owner”: “nuage:vip”
“revision_number”: 6,
“port_security_enabled”: true
“fixed_ips”: [
{
“subnet_id”: ”281f3ee3-fbfe—-4eba—8a7e-65ff045eb0ed”
”ip_address”: 7192.168. 30. 100”
}
1,
”id”: "bdfd4553-8d13-4226-a28b—-adbc360ed922”,
“security_groups”: [
”c6433ceb—d167-4d78-9500-653ae240b4cf”
1,
“mac_address”: “fa:16:3e:24:65:ff”,
“nuage_floatingip”: null,
“project_id”: “dfb5blab4f3994aac9ecf0553bd65bbee”,
“status”: “DOWN”,
“description”: 77,
“tags”: [],
“device_id”: 77,
“name”: “"DMZ-virtual-—port”
“admin_state_up”: true,
"network_id”: “4cbb2bba-9db6—-4ccc—9f7c—375¢544d6d4f”
“tenant_id”: ”“df5blab4f3994aac9ecf0553bd65bbee”,
“created_at”: 72021-09-24T07:15:47727,

"binding:vnic_type”: “normal”

4-1-3 : LHR— M OIEHO
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4.2 Palo Alto Networks OERK (active)

<— N OB >
Palo Alto Networks (27 % v T34 54K — M E/ERR L £,

MExternal-net fAAR— b

a~ v R

[root@K5-Host J# PORT_NAME=External-port-active

[root@K5-Host ]# IP_ADDRESS=192.168.10. 11

[root@K5-Host ]# NETWORK_ID="External-net @ ID”

[root@K5-Host J# SG_ID="Paloalto-SC ¥ =V T 4 ZL—7D ID”
[root@5-Host ]# VIP=192.168. 10. 100

[root@K5-Host J# curl —s $NETWORK/v2.0/ports —X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type:
application/json” —d ~ {"port”: {”admin_state_up”: true, “name”: ”’ $PORT_NAME’ ”, "network_id”:
7> $NETWORK_ID’ 7, “port_security_enabled”: true, “allowed_address_pairs”: [{”ip_address”:

7 $VIP' 7} ], “fixed_ips”: [{“ip_address”: ” $IP_ADDRESS’ ”}], “security_groups”: [”"$SG_ID’”1}}" | jq .

FATHE R B

{
“port”: {
“allowed_address_pairs”: [
{
“ip_address”: 7192.168. 10. 1007,
"mac_address”: “fa:16:3e:16:72:19”
}
1,
“extra_dhep_opts”: [],
“updated_at”: 72021-09-24T07:17:1127,
“nuage_policy_groups”: null,
“device_owner”: 7”7,
“revision_number”: 5,
“port_security_enabled”: true,
“fixed_ips”: [
{
“subnet_id”: 7076ce999-9383-425a-bb89-6ddd908376e2”,
“ip_address”: 7192.168.10.11”
}
1,
7id”: “ccf071d8-8597-460a-97a2-78ab971b55ee”,
“security_groups”: [
”c6433ceb—d167-4d78-9500-653ae240b4cf”
1,
“mac_address”: “fa:16:3e:16:72:19”,
“nuage_floatingip”: null,
“project_id”: “dfb5blab4f3994aac9ecf0553bd65bbee”,
“status”: “DOWN”,
“description”: 77,
“tags”: [J,
“device_id”: 77,
“nuage_redirect_targets”: [],
“name”: “External-port-active”,
“admin_state_up”: true,
“network_id”: “ed2cf8e7-0283-4eb8-897c-d583eec3aeds”,
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“tenant_id”: “dfbblab4f3994aac9ecf0553bd65bbee”
“created_at”: 72021-09-24T07:17:11727,

“binding:vnic_type”: “normal”

4-2-1 : External-net AR — N DIERK
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M Internal-net AR — k

a~ v R

[root@K5-Host J# PORT_NAME=Internal-port-active

[root@K5-Host ]# IP_ADDRESS=192.168. 20. 11

[root@K5-Host ]# NETWORK_ID="Internal-net @ ID”

[root@K5-Host J# SG_ID="Paloalto-SC ¥ =V T 4 ZL—7D ID”
[root@K5-Host J# VIP=192. 168. 20. 100

[root@K5-Host J# curl -s $NETWORK/v2.0/ports —X POST -H “X-Auth-Token: $0S_AUTH TOKEN” -H “Content-Type:
application/json” —-d > {"port”: {”admin_state_up”: true, “name”: ”” $PORT_NAME’ 7, “network_id”:
7> $NETWORK_ID 7, “port_security_enabled”: true, “allowed_address_pairs”: [{”ip_address”:
7 VTP 7}, “Fixed_ips”: [{“ip_address”: ”’ $IP_ADDRESS’ ”}], “security groups”: [ $SG_ID’"1}} | jq .

FATHE R B

{
“port”: {
“allowed_address_pairs”: [
{
“ip_address”: 7192.168. 20. 1007,
"mac_address”: “fa:16:3e:63:da:a7”
}
1,
“extra_dhep_opts”: [],
“updated_at”: 72021-09-24T07:18:13%27,
“nuage_policy_groups”: null,
“device_owner”: 7”7,
“revision_number”: 5,
“port_security_enabled”: true,
“fixed_ips”: [
{
“subnet_id”: “fb20278¢c-9ffb-49e1-88c8-4fe7bd24celf”,
”ip_address”: 7192.168.20.11”
}
1,
7id”: "ef2326fb-8f85-4585-9fea-89f985ff03ac”,
“security_groups”: [
”c6433ceb—d167-4d78-9500-653ae240b4cf”
1,
“mac_address”: “fa:16:3e:63:da:a7”,
“nuage_floatingip”: null,
“project_id”: “dfb5blab4f3994aac9ecf0553bd65bbee”,
“status”: “DOWN”,
“description”: 77,
“tags”: [J,
“device_id”: 77,
“nuage_redirect_targets”: [],
“name”: “Internal—port—active”,
“admin_state_up”: true,
"network_id”: ”139edbeS8-bfOe—-46dc-8281-ab319d2b62917,
“tenant_id”: ”“df5blab4f3994aac9ecf0553bd65bbee”,
“created_at”: 72021-09-24T07:18:122”,

“binding:vnic_type”: “normal”

4-2-2 : Internal-net fHA— ~ DIERK

61



BDMZ-net FiA— K

a~ v R

[root@K5-Host J# PORT_NAME=DMZ-port-active

[root@K5-Host ]# IP_ADDRESS=192.168. 30. 11

[root@5-Host J# NETWORK_ID="DMZ-net & ID”

[root@K5-Host J# SG_ID="Paloalto-SC ¥ =V T 4 ZL—7D ID”
[root@5-Host ]# VIP=192. 168. 30. 100

[root@K5-Host J# curl -s $NETWORK/v2.0/ports —X POST -H “X-Auth-Token: $0S_AUTH TOKEN” -H “Content-Type:

application/json” —-d > {"port”: {”admin_state_up”: true, “name”: 7> $PORT_NAME’ 7, “network_id”:
7> $NETWORK_ID 7, “port_security_enabled”: true, “allowed_address_pairs”: [{”ip_address”:
7 VTP 711, “Fixed_ips”: [{"ip_address”: ”’ $IP_ADDRESS’ ”}], “security groups”: [”$G_ID’”1}}" | jq .
FATHE LA
{

roort”: |

“allowed_address_pairs”: [
{
“ip_address”: 7192.168. 30. 1007,
"mac_address”: “fa:16:3e:f7:51:12”
}
1,
“extra_dhep_opts”: [],
“updated_at”: 72021-09-24T07:19:08Z",
“nuage_policy_groups”: null,
“device_owner”: 7”7,
“revision_number”: 5,
“port_security_enabled”: true
“fixed_ips”: [
{
”subnet_id”: ”281f3ee3-fbfe—-4eba—8a7e-65ff045eb0ed”
”ip_address”: 7192.168.30.11”
}
1,
”id”: ”8513915b-1d11-4405-a796-d5c668b11233”,
“security_groups”: [
”c6433ceb—d167-4d78-9500-653ae240b4cf”
1,
“mac_address”: “fa:16:3e:f7:51:12”,
“nuage_floatingip”: null,
“project_id”: “dfb5blab4f3994aac9ecf0553bd65bbee”,
“status”: “DOWN”,
“description”: 77,
“tags”: [J,
“device_id”: 77
“nuage_redirect_targets”: [],
“name”: “DMZ-port—active”
“admin_state_up”: true
“network_id”: “4cbb2b5a-9db6-4ccc—9f7c-375c544d6d4f”
“tenant_id”: “dfb5bl1ab4f3994aac9ecf0553bd65bbee”
“created_at”: ”72021-09-24T07:19:08Z”,

“binding:vnic_type”: “normal”

4-2-3 : Internal-net A — ~ DIERK
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BMHAl-net fHiA— K

a~ v R

[root@K5-Host J# PORT_NAME=HAl-port-active

[root@K5-Host ]# IP_ADDRESS=192. 168. 40. 11

[root@5-Host J# NETWORK_ID="HAl-net & ID”

[root@K5-Host J# SG_ID="Paloalto-SC ¥ =UTFT 4 ZL—7D ID”

[root@K5-Host J# curl -s $NETWORK/v2.0/ports —X POST -H “X-Auth-Token: $0S_AUTH TOKEN” -H ”Content-Type:

application/json” —-d > {"port”: {”admin_state_up”: true, “name”: 7> $PORT_NAME’ 7, “network_id”:
7> $NETWORK_ID’ 7, “port_security_enabled”: true, “fixed_ips”: [{”ip_address”:
7> $1P_ADDRESS’ “} 1, “security_groups”: [7 $SG_ID’ "1}}’ ‘ jq .
FATHE A1)
{

roort”: |

“allowed_address_pairs”: [],
“extra_dhep_opts”: [],
“updated_at”: 72021-09-24T07:21:28Z",
“nuage_policy_groups”: null,
“device_owner”: 7”7,
“revision_number”: 5,
“port_security_enabled”: true
“fixed_ips”: [
{
“subnet_id”: ”643abd9e—afb6-42f2-8079-c4a8942cd59c”,
“ip_address”: 7192.168.40.11”
}
1,
7id”: "f7f1be79-7db8-4a76-8858-d1e319ab99a5”,
“security_groups”: [
”c6433ceb—d167-4d78-9500-653ae240b4cf”
1,
“mac_address”: “fa:16:3e:03:0a:98”,
“nuage_floatingip”: null,
“project_id”: “df5blab4f3994aac9ecf0553bd65bbee”,
“status”: “DOWN”,
“description”: 77,
“tags”: [J,
“device_id”: 77
“nuage_redirect_targets”: [],
“name”: “HAl-port—active”
“admin_state_up”: true,
“network_id”: ”2a3d8643-5fd5-43cc-9849-2b8aa85d0a90”,
“tenant_id”: “dfb5bl1ab4f3994aac9ecf0553bd65bbee”
“created_at”: ”72021-09-24T07:21:272",

“binding:vnic_type”: “normal”

4-2-4 : HAl-network FAA— ~ DYERK
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BWHA2-net fHA— K

a~ v R

[root@K5-Host J# PORT_NAME=HA2-port-active

[root@K5-Host ]# IP_ADDRESS=192.168. 70. 21

[root@5-Host J# NETWORK_ID="HA2-net & ID”

[root@K5-Host J# SG_ID="Paloalto-SC ¥ =V T 4 ZL—7D ID”

[root@K5-Host J# curl -s $NETWORK/v2.0/ports —X POST -H “X-Auth-Token: $0S_AUTH TOKEN” -H “Content-Type:

application/json” —-d > {"port”: {”admin_state_up”: true, “name”: 7> $PORT_NAME’ 7, “network_id”:
7> $NETWORK_ID’ 7, “port_security_enabled”: true, “fixed_ips”: [{”ip_address”:
7> $1P_ADDRESS’ ”} 1], “security_groups”: [7 §SG_ID’ "1}}’ ‘ jq .
FATHE A1)
{

roort”: |

“allowed_address_pairs”: [],
“extra_dhep_opts”: [],
“updated_at”: 72021-09-24T07:22:192”,
“nuage_policy_groups”: null,
“device_owner”: 7”7,
“revision_number”: 5,
“port_security_enabled”: true
“fixed_ips”: [
{
“subnet_id”: “eeebfce9-590b—42cf-9995-95ddb193ef4d”,
“ip_address”: 7192.168.70.21”
}
1,
7id”: ”7346¢62dd-c732-4f3d-9570-74c2bb7d7f1b”,
“security_groups”: [
”c6433ceb—d167-4d78-9500-653ae240b4cf”
1,
“mac_address”: “fa:16:3e:f2:f0:95”,
“nuage_floatingip”: null,
“project_id”: “dfb5blab4f3994aac9ecf0553bd65bbee”,
“status”: “DOWN”,
“description”: 77,
“tags”: [J,
“device_id”: 77
“nuage_redirect_targets”: [],
“name”: "HA2-port—active”
“admin_state_up”: true,
“network_id”: “bbc94352-e63c—4401-a31e-e039543e57fd”
“tenant_id”: “dfb5bl1ab4f3994aac9ecf0553bd65bbee”
“created_at”: 72021-09-24T07:22:192”,

“binding:vnic_type”: “normal”

4-2-5 : HAl-network FAA— ~ OYERK
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M\Management-net AR — k

a~ v R

[root@5-Host J# PORT_NAME=Management-port-active
[root@K5-Host ]# IP_ADDRESS=192.168.50. 11

[root@5-Host J# NETWORK_ID="Management—net @ ID”
[root@K5-Host J# SG_ID="Paloalto-SGC ¥ =V T 4 ZL—7D ID”

application/json” —-d > {"port”: {”admin_state_up”: true, “name”:
7> $NETWORK_ID’ 7, “port_security_enabled”: true, “fixed_ips”:

”” $1P_ADDRESS’ ”} 1, “security_groups”: [”$SG_ID’“1}}" | iq .

[root@K5-Host J# curl -s $NETWORK/v2.0/ports —X POST -H “X-Auth-Token: $0S_AUTH TOKEN” -H “Content-Type:

7> $PORT_NAME’ 7, “network_id”:
[{”ip_address”:

FATHE R

{
“port”: {
“allowed_address_pairs”: [],
“extra_dhep_opts”: [],
“updated_at”: 72021-09-24T07:23:08Z",
“nuage_policy_groups”: null,
“device_owner”: 7”7,
“revision_number”: 5,
“port_security_enabled”: true
“fixed_ips”: [
{
“subnet_id”: “fdea2ff3-ff48-4b66-b28a—-c1e56f87ab4db”,
”ip_address”: 7192.168.50.11”
}
1,
”id”: “a4a8cfd9-bcba—4135-9ela—3cbc59aa9cal”
“security_groups”: [
”c6433ceb—d167-4d78-9500-653ae240b4cf”
1,
“mac_address”: “fa:16:3e:23:9e:17”,
“nuage_floatingip”: null,
“project_id”: “dfb5blab4f3994aac9ecf0553bd65bbee”,
“status”: “DOWN”,
“description”: 77,
“tags”: [],
“device_id”: 7~
“nuage_redirect_targets”: [],
“name”: “Management—port—active”
“admin_state_up”: true
“network_id”: “bed53dcc—-986b-43b9-91b1-374bcladf2c8”,
“tenant_id”: ”“df5blab4f3994aac9ecf0553bd65bbee”,
“created_at”: 72021-09-24T07:23:08Z”,

“binding:vnic_type”: “normal”

4-2-6 : Management—net AR — ~ DIERL
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WMHAl-backupnet AR — b

a~ v R

[root@5-Host J# PORT_NAME=HAlbackup—port-active
[root@K5-Host ]# IP_ADDRESS=192. 168.60. 11

[root@K5-Host J# NETWORK_ID="HAl-backupnet @ ID”
[root@K5-Host J# SG_ID="Paloalto-SC ¥ =V T 4 ZL—7D ID”

[root@K5-Host J# curl -s $NETWORK/v2.0/ports —X POST -H “X-Auth-Token: $0S_AUTH TOKEN” -H “Content-Type:

application/json” —-d > {"port”: {”admin_state_up”: true, “name”: 7> $PORT_NAME’ 7, “network_id”:
7> $NETWORK_ID’ 7, “port_security_enabled”: true, “fixed_ips”: [{”ip_address”:
7> $1P_ADDRESS’ ”} 1], “security_groups”: [7 §SG_ID’ "1}}’ ‘ jq .
FATHE A1)
{

roort”: |

“allowed_address_pairs”: [],
“extra_dhep_opts”: [],
“updated_at”: 72021-09-24T07:24:09Z",
“nuage_policy_groups”: null,
“device_owner”: 7”7,
“revision_number”: 5,
“port_security_enabled”: true
“fixed_ips”: [
{
“subnet_id”: “2166¢cb55-2725-4d75-81e4-02390dal4a74”,
”ip_address”: 7192.168.60.11”
}
1,
7id”: "ff8d86e8-152b-4866-bafe—cb954fb7d29d”,
“security_groups”: [
”c6433ceb—d167-4d78-9500-653ae240b4cf”
1,
“mac_address”: “fa:16:3e:a0:50:a3”,
“nuage_floatingip”: null,
“project_id”: “dfb5blab4f3994aac9ecf0553bd65bbee”,
“status”: “DOWN”,
“description”: 77,
“tags”: [J,
“device_id”: 7"
“nuage_redirect_targets”: [],
“name”: “HAlbackup—port—active”
“admin_state_up”: true
"network_id”: ”57a50333-2587-467d-9a33-8d4e4649e864”,
“tenant_id”: “dfb5bl1ab4f3994aac9ecf0553bd65bbee”
“created_at”: ”72021-09-24T07:24:09Z”,

“binding:vnic_type”: “normal”

4-2-7 : HAl-backupnet AR — s DIEEKD
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WHA2-backupnet AR — b

a~ v R

[root@5-Host J# PORT_NAME=HA2backup—port-active
[root@K5-Host ]# IP_ADDRESS=192. 168. 80. 21

[root@K5-Host J# NETWORK_ID="HAl-backupnet @ ID”
[root@K5-Host J# SG_ID="Paloalto-SC ¥ =V T 4 ZL—7D ID”

[root@K5-Host J# curl -s $NETWORK/v2.0/ports —X POST -H “X-Auth-Token: $0S_AUTH TOKEN” -H “Content-Type:

application/json” —-d > {"port”: {”admin_state_up”: true, “name”: 7> $PORT_NAME’ 7, “network_id”:
7> $NETWORK_ID’ 7, “port_security_enabled”: true, “fixed_ips”: [{”ip_address”:
7> $1P_ADDRESS’ ”} 1], “security_groups”: [7 §SG_ID’ "1}}’ ‘ jq .
FATHE A1)
{

roort”: |

“allowed_address_pairs”: [],
“extra_dhep_opts”: [],
“updated_at”: 72021-09-24T07:25:23%2",
“nuage_policy_groups”: null,
“device_owner”: 7”7,
“revision_number”: 5,
“port_security_enabled”: true
“fixed_ips”: [
{
“subnet_id”: “f89db32a-19bd-4d8f-b83b-5f317d833afa”,
”ip_address”: 7192.168. 80. 21"
}
1,
7id”: 7333c043c—ef94-41f7-87a0-bfefelabcalf”
“security_groups”: [
”c6433ceb—d167-4d78-9500-653ae240b4cf”
1,
“mac_address”: “fa:16:3e:92:a8:b1”,
“nuage_floatingip”: null,
“project_id”: “dfb5blab4f3994aac9ecf0553bd65bbee”,
“status”: “DOWN”,
“description”: 77,
“tags”: [J,
“device_id”: 7"
“nuage_redirect_targets”: [],
“name”: “HA2backup—port—active”
“admin_state_up”: true
“network_id”: “f84de3bb—28c7-44c6—ad3b—9a64dc90bbac”
“tenant_id”: “dfb5bl1ab4f3994aac9ecf0553bd65bbee”
“created_at”: 72021-09-24T07:25:23%",

“binding:vnic_type”: “normal”

4-2-8 : HAl-backupnet AR — ~ DIERK®
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<Palo Alto Networks DYERL >

Palo

Alto Networks @ active ZAER LE 4, 7o F T 7 4 =T 4 THERTHD T, API TEITL T &,

a~ v R

[root@5-Host ~1# VM_NAME=Paloalto_active 3¢1

[root@K5-Host ~1# IMAGE_REF_ID= “Palo Alto Networks ¢ ImageID”
[root@K5-Host ~]# FLAVOR_ID= “Palo Alto Networks ® FlavorID” 32
[root@K5-Host ~]# VOL_SIZE=60 3

[root@K5-Host ~]# DEVICE_NAME=/dev/vda 34

[root@K5-Host ~]# SOURCE=image 35

[root@K5-Host ~]# DESTINATION=volume 36

[root@K5-Host ~1# ISDELETE=true ¢7

[root@K5-Host ~]# EXTERNAL_PORT= “External-port—active @ ID”
[root@K5-Host ~]# INTERNAL_PORT= “Internal-port—active @ ID”
[root@K5-Host ~]# DMZ_PORT= “DMZ-port—active @ ID”

[root@K5-Host ~]# HA1_PORT= “HAl-port—active ¢ ID”

[root@K5-Host ~]# HA2_PORT= “HA2-port—active ¢ ID”

[root@K5-Host ~]# MANAGEMENT_PORT= “Management—port—active ¢ ID”
[root@K5-Host ~J# HAlbackup_PORT= “HAlbackup—port—active ® ID”
[root@K5-Host ~]# HA2backup_PORT= “HA2backup—port—active @ ID”
[root@K5-Host ~]# SG_NAME= “[SecurityGroup OIERL TIER L7=) 7 — 74"
[root@5-Host ~J# GROUP_ID= “7 > F7 7 4 =7 4 OFETIER L7z 7 L—7 1D %8

[root@K5-Host ~J# curl -k $COMPUTE/v2.1/$PROJECT ID/servers -X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H
“Content—Type: application/json” -d ’
{”server”: {"name”:”” $VM_NAME’ 7, “imageRef”:””, “flavorRef” :”” $FLAVOR_ID’ 7, "block_device_mapping_v2”: [ {"boot_i
ndex”:70”, “uuid”:”’ $IMAGE_REF_ID" 7, “volume_size”:”” $VOL_SIZE 7, “device_name”:”” $DEVICE_NAME’ ”, “source_type”
1”7 $SOURCE’ 7, “destination_type”:”” $DESTINATION ”, “delete_on_termination”:”” $ISDELETE’ ”}], "networks”: [ {"port
7" $MANAGEMENT_PORT” “}, {"port”:”” $EXTERNAL_PORT’ “}, {"port”:”” $INTERNAL_PORT’ “}, {"port”:”” $DMZ_PORT" "}, {"po
rt”:”” $HAT_PORT” ”}, {"port”:”” $HA2_PORT’ “}, {"port”:”” $HAlbackup_PORT" “}, {"port”:”” $HA2backup_PORT" “}], “secur

ity_groups”: [ {"name”:”’ $SG_NAME’ “}1}, “os:scheduler_hints”: {"group”:”” $GROUP_ID’ “}}" | jq .

< $COMPUTE X compute Y —EZAD APT = R4 > FEFBEL T TEIW,
$SPROJECT_ID 1L ZHIFH @ Project @ ID ZFHE L TL 73\,

X1 [FEE] 4FHMEETHEEL T EE N,
%2 [EE] R — "2 A 7 IDi%, 2.3 EEFHEDEE 1 22RO L, HFEL T &0,
%3 [[EE] 606B [HETT,

x4 [[EE]
x5 [[EE]
%6 [IHE]

%7 [fE&] Palo Alto Networks DHIFRFFIZAR Y = — A b HEIRT AT EL T EE W,
%8 [[EE]

4-2-9: Palo Alto Networks DYERK (active)
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4.3 Palo Alto Networks ®{ERK (standby)

<— N OB >
Palo Alto Networks (27 % v T34 54K — M E/ERR L £,

MExternal-net fAAR— b

a~ v R

[root@5-Host ]# PORT_NAME=External-port-standby
[root@K5-Host ]# IP_ADDRESS=192.168. 10. 12

[root@K5-Host ]# NETWORK_ID="External-net @ ID”

[root@K5-Host J# SG_ID="Paloalto-SC ¥ =V T 4 ZL—7D ID”
[root@5-Host ]# VIP=192.168. 10. 100

[root@K5-Host J# curl —s $NETWORK/v2.0/ports —X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type:
application/json” —d ~ {"port”: {”admin_state_up”: true, “name”: ”’ $PORT_NAME’ ”, "network_id”:
7> $NETWORK_ID’ 7, “port_security_enabled”: true, “allowed_address_pairs”: [{”ip_address”:

7 $VIP' 7} ], “fixed_ips”: [{(“ip_address”: ” $1P_ADDRESS’ ”} ], “security_groups”: [”"$SG_ID’”1}}" | jq .

FATHE R B

{
“port”: {
“allowed_address_pairs”: [
{
“ip_address”: 7192.168. 10. 100”
"mac_address”: “fa:16:3e:05:cc:05”
}
1,
“extra_dhep_opts”: [],
“updated_at”: 72021-09-24T07:47:26Z",
“nuage_policy_groups”: null,
“device_owner”: 7”7,
“revision_number”: 5,
“port_security_enabled”: true
“fixed_ips”: [
{
“subnet_id”: 7076ce999-9383-425a-bb89-6ddd908376e2”,
”ip_address”: 7192.168.10.12”
}
1,
7id”: “fcfe2b3e-9faf-4b34-a0db-d023445ea0f2”,
“security_groups”: [
”c6433ceb—d167-4d78-9500-653ae240b4cf”
1,
“"mac_address”: “fa:16:3e:05:cc:05”,
“nuage_floatingip”: null,
“project_id”: “dfb5blab4f3994aac9ecf0553bd65bbee”,
“status”: “DOWN”,
“description”: 77,
“tags”: [J,
“device_id”: 77
“nuage_redirect_targets”: [],
“name”: “External-port-standby”,
“admin_state_up”: true
“network_id”: “ed2cf8e7-0283-4eb8-897c-d583eec3aed8”
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“tenant_id”: “dfbblab4f3994aac9ecf0553bd65bbee”
“created_at”: 72021-09-24T07:47:26Z",

“binding:vnic_type”: “normal”

4-3-1 : External-net AR — F DIERK
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M Internal-net AR — k

a~ v R

[root@K5-Host J# PORT_NAME=Internal-port-standby
[root@K5-Host ]# IP_ADDRESS=192. 168. 20. 12

[root@K5-Host ]# NETWORK_ID="Internal-net @ ID”

[root@K5-Host J# SG_ID="Paloalto-SGC ¥ =V T 4 ZL—7D ID”
[root@K5-Host J# VIP=192. 168. 20. 100

[root@K5-Host J# curl -s $NETWORK/v2.0/ports —X POST -H “X-Auth-Token: $0S_AUTH TOKEN” -H “Content-Type:
application/json” —-d > {"port”: {”admin_state_up”: true, “name”: 7> $PORT_NAME’ 7, “network_id”:
7> $NETWORK_ID 7, “port_security_enabled”: true, “allowed_address_pairs”: [{”ip_address”:

7 $VIP' 7} ], “fixed_ips”: [{“ip_address”: ” $1P_ADDRESS’ ”} ], “security_groups”: [”"$SG_ID'”1}}" | jq .

FATHE R B

{
“port”: {
“allowed_address_pairs”: [
{
“ip_address”: 7192.168. 20. 1007,
"mac_address”: “fa:16:3e:8¢c:96:5¢”
}
1,
“extra_dhep_opts”: [],
“updated_at”: 72021-09-24T07:48:01Z27,
“nuage_policy_groups”: null,
“device_owner”: 7”7,
“revision_number”: 5,
“port_security_enabled”: true,
“fixed_ips”: [
{
“subnet_id”: “fb20278¢c-9ffb-49e1-88c8-4fe7bd24celf”,
”ip_address”: 7192.168. 20.12”
}
1,
7id”: ”dbb50d3f9-d829-46eb—90e6-4486dd354581”,
“security_groups”: [
”c6433ceb—d167-4d78-9500-653ae240b4cf”
1,
“mac_address”: “fa:16:3e:8c:96:5¢e”,
“nuage_floatingip”: null,
“project_id”: “dfb5blab4f3994aac9ecf0553bd65bbee”,
“status”: “DOWN”,
“description”: 77,
“tags”: [J,
“device_id”: 77,
“nuage_redirect_targets”: [],
“name”: ”“Internal—port—standby”,
“admin_state_up”: true,
"network_id”: “139edbeS8-bfOe—-46dc-8281-ab319d2b62917,
“tenant_id”: ”“df5blab4f3994aac9ecf0553bd65bbee”,
“created_at”: 72021-09-24T07:48:00Z",

“binding:vnic_type”: “normal”

4-3-2 : Internal-net fA— ~ DIERK
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BDMZ-net FiA— K

a~ v R

[root@K5-Host J# PORT_NAME=DMZ-port-standby

[root@K5-Host ]# IP_ADDRESS=192. 168. 30. 12

[root@5-Host J# NETWORK_ID="DMZ-net & ID”

[root@K5-Host J# SG_ID="Paloalto-SC ¥ =V T 4 ZL—7D ID”
[root@K5-Host J# VIP=192. 168. 30. 100

[root@K5-Host J# curl -s $NETWORK/v2.0/ports —X POST -H ”X-Auth-Token: $0S_AUTH TOKEN” -H “Content-Type:
application/json” —-d > {"port”: {”admin_state_up”: true, “name”: 7> $PORT_NAME’ 7, “network_id”:
7> $NETWORK_ID 7, “port_security_enabled”: true, “allowed_address_pairs”: [{”ip_address”:
7 VTP 7}, “Fixed_ips”: [{“ip_address”: ”’ $IP_ADDRESS’ ”}], “security groups”: [ $SG_ID’"1}} | jq .

FATHE R B

{
“port”: {
“allowed_address_pairs”: [
{
“ip_address”: 7192.168. 30. 1007,
"mac_address”: “fa:16:3e:b0:0b:52”
}
1,
“extra_dhep_opts”: [],
“updated_at”: 72021-09-24T07:48:3972",
“nuage_policy_groups”: null,
“device_owner”: 7”7,
“revision_number”: 5,
“port_security_enabled”: true
“fixed_ips”: [
{
”subnet_id”: ”281f3ee3-fbfe—-4eba—8a7e-65ff045eb0ed”
”ip_address”: 7192.168. 30.12”
}
1,
”id”: ”"dfbd2cd4-4cbf-4cb1-ab76-c577489948ce”,
“security_groups”: [
”c6433ceb—d167-4d78-9500-653ae240b4cf”
1,
“mac_address”: “fa:16:3e:b0:0b:52”,
“nuage_floatingip”: null,
“project_id”: “dfb5blab4f3994aac9ecf0553bd65bbee”,
“status”: “DOWN”,
“description”: 77,
“tags”: [J,
“device_id”: 77
“nuage_redirect_targets”: [],
“name”: “DMZ-port—standby”
“admin_state_up”: true
“network_id”: “4cbb2b5a-9db6-4ccc—9fT7c—-375c544d6d4f”
“tenant_id”: “dfb5bl1ab4f3994aac9ecf0553bd65bbee”
“created_at”: 72021-09-24T07:48:392”,

“binding:vnic_type”: “normal”

4-3-3 : Internal-net fA— ~ DIERK
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BMHAl-net fHiA— K

a~ v R

[root@K5-Host J# PORT_NAME=HAl-port-standby

[root@K5-Host ]# IP_ADDRESS=192. 168. 40. 12

[root@5-Host J# NETWORK_ID="HAl-net & ID”

[root@K5-Host J# SG_ID="Paloalto-SC ¥ =V T 4 ZL—7D ID”

[root@K5-Host J# curl -s $NETWORK/v2.0/ports —X POST -H “X-Auth-Token: $0S_AUTH TOKEN” -H “Content-Type:

application/json” —-d > {"port”: {”admin_state_up”: true, “name”: 7> $PORT_NAME’ 7, “network_id”:
7> $NETWORK_ID’ 7, “port_security_enabled”: true, “fixed_ips”: [{”ip_address”:
7> $1P_ADDRESS’ ”} 1], “security_groups”: [7 §SG_ID’ "1}}’ ‘ jq .
FATHE A1)
{

roort”: |

“allowed_address_pairs”: [],
“extra_dhep_opts”: [],
“updated_at”: 72021-09-24T07:49:10Z",
“nuage_policy_groups”: null,
“device_owner”: 7”7,
“revision_number”: 5,
“port_security_enabled”: true
“fixed_ips”: [
{
“subnet_id”: ”643abd9e—afb6-42f2-8079-c4a8942cd59c”,
”ip_address”: 7192.168. 40. 12"
}
1,
7id”: ”789931a9f-0365-4b7c—a641-3bb378618726”,
“security_groups”: [
”c6433ceb—d167-4d78-9500-653ae240b4cf”
1,
“mac_address”: “fa:16:3e:e4:64:5f”,
“nuage_floatingip”: null,
“project_id”: “dfb5blab4f3994aac9ecf0553bd65bbee”,
“status”: “DOWN”,
“description”: 77,
“tags”: [J,
“device_id”: 7"
“nuage_redirect_targets”: [],
“name”: “HAl-port—standby”
“admin_state_up”: true
"network_id”: ”2a3d8643-5fd5-43cc-9849-2b8aa85d0a90”,
“tenant_id”: “dfb5bl1ab4f3994aac9ecf0553bd65bbee”
“created_at”: 72021-09-24T07:49:10Z”,

“binding:vnic_type”: “normal”

4-3-4 : HAl-network FiA— ~ OYERK
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BWHA2-net fHA— K

a~ v R

[root@K5-Host J# PORT_NAME=HA2-port-standby

[root@K5-Host ]# IP_ADDRESS=192. 168. 70. 22

[root@5-Host J# NETWORK_ID="HA2-net & ID”

[root@K5-Host J# SG_ID="Paloalto-SC ¥ =V T 4 ZL—7D ID”

[root@K5-Host J# curl -s $NETWORK/v2.0/ports —X POST -H “X-Auth-Token: $0S_AUTH TOKEN” -H “Content-Type:

application/json” —-d > {"port”: {”admin_state_up”: true, “name”: 7> $PORT_NAME’ 7, “network_id”:
7> $NETWORK_ID’ 7, “port_security_enabled”: true, “fixed_ips”: [{”ip_address”:
7> $1P_ADDRESS’ ”} 1], “security_groups”: [7 §$SG_ID’ "1}}’ ‘ jq .
FATHE A1)
{

roort”: |

“allowed_address_pairs”: [],
“extra_dhep_opts”: [],
“updated_at”: 72021-09-24T07:49:40Z",
“nuage_policy_groups”: null,
“device_owner”: 7”7,
“revision_number”: 5,
“port_security_enabled”: true
“fixed_ips”: [
{
“subnet_id”: “eeebfce9-590b—42¢f-9995-95ddb193ef4d”,
”ip_address”: 7192.168. 70.22”
}
1,
7id”: ”715730faa-1482-4eff-baad-8d1567ee6b52”,
“security_groups”: [
”c6433ceb—d167-4d78-9500-653ae240b4cf”
1,
“mac_address”: “fa:16:3e:baiad:40”,
“nuage_floatingip”: null,
“project_id”: “dfb5blab4f3994aac9ecf0553bd65bbee”,
“status”: “DOWN”,
“description”: 77,
“tags”: [],
“device_id”: 7"
“nuage_redirect_targets”: [],
“name”: “"HA2-port—standby”
“admin_state_up”: true
“network_id”: “bbc94352-e63c—-4401-a3le—e039543e57fd”,
“tenant_id”: “dfb5bl1ab4f3994aac9ecf0553bd65bbee”
“created_at”: ”72021-09-24T07:49:40Z",

“binding:vnic_type”: “normal”

4-3-5 : HAl-network FiA— ~ OYERK
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M\Management-net AR — k

a~ v R

[root@K5-Host J# PORT_NAME=Management—port-standby
[root@K5-Host ]# IP_ADDRESS=192. 168. 50. 12

[root@5-Host J# NETWORK_ID="Management—net @ ID”
[root@K5-Host J# SG_ID="Paloalto-SGC ¥ =V T 4 ZL—7D ID”

[root@K5-Host J# curl -s $NETWORK/v2.0/ports —X POST -H “X-Auth-Token: $0S_AUTH TOKEN” -H “Content-Type:

application/json” —-d > {"port”: {”admin_state_up”: true, “name”: 7> $PORT_NAME’ 7, “network_id”:
7> $NETWORK_ID’ 7, “port_security_enabled”: true, “fixed_ips”: [{”ip_address”:
7> $1P_ADDRESS’ ”} 1], “security_groups”: [7 §SG_ID’ "1}}’ ‘ jq .
FATHE A1)
{

roort”: |

“allowed_address_pairs”: [],
“extra_dhep_opts”: [],
“updated_at”: 72021-09-24T07:50:127",
“nuage_policy_groups”: null,
“device_owner”: 7”7,
“revision_number”: 5,
“port_security_enabled”: true
“fixed_ips”: [
{
“subnet_id”: “fdea2ff3-ff48-4b66-b28a—-c1e56f87ab4db”,
”ip_address”: 7192.168.50.12”
}
1,
7id”: "fe22c3c4-a75d-495e-9438-93bfd14c608a”,
“security_groups”: [
”c6433ceb—d167-4d78-9500-653ae240b4cf”
1,
“mac_address”: “fa:16:3e:a8:71:ce”,
“nuage_floatingip”: null,
“project_id”: “dfb5blab4f3994aac9ecf0553bd65bbee”,
“status”: “DOWN”,
“description”: 77,
“tags”: [J,
“device_id”: 7"
“nuage_redirect_targets”: [],
“name”: “Management—port—standby”
“admin_state_up”: true
"network_id”: “bed53dcc—-986b-43b9-91b1-374bcladf2c8”,
“tenant_id”: “dfb5bl1ab4f3994aac9ecf0553bd65bbee”
“created_at”: 72021-09-24T07:50:112",

“binding:vnic_type”: “normal”

4-3-6 : Management—net AR — ~ DIERL
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WMHAl-backupnet AR — b

a~ v R

[root@K5-Host J# PORT_NAME=HAlbackup—port-standby
[root@K5-Host ]# IP_ADDRESS=192. 168. 60. 12

[root@K5-Host J# NETWORK_ID="HAl-bachupnet ® ID”
[root@K5-Host J# SG_ID="Paloalto-SC ¥ =V T 4 ZL—7D ID”

[root@K5-Host J# curl -s $NETWORK/v2.0/ports —X POST -H “X-Auth-Token: $0S_AUTH TOKEN” -H ”Content-Type:

application/json” —-d > {"port”: {”admin_state_up”: true, “name”: 7> $PORT_NAME’ 7, “network_id”:
7> $NETWORK_ID’ 7, “port_security_enabled”: true, “fixed_ips”: [{”ip_address”:
7> $1P_ADDRESS’ “} 1, “security_groups”: [7 $SG_ID’ "1}}’ ‘ jq .
FATHE A1)
{

roort”: |

“allowed_address_pairs”: [],
“extra_dhep_opts”: [],
“updated_at”: 72021-09-24T07:50:55%",
“nuage_policy_groups”: null,
“device_owner”: 7”7,
“revision_number”: 5,
“port_security_enabled”: true
“fixed_ips”: [
{
“subnet_id”: “2166¢cb55-2725-4d75-81e4-02390dal4a74”,
”ip_address”: 7192.168.60. 12"
}
1,
7id”: ”57¢6a802-858e-45f6-b66d-9ed68698a3cl”,
“security_groups”: [
”c6433ceb—d167-4d78-9500-653ae240b4cf”
1,
“mac_address”: “fa:16:3e:3b:e3:537,
“nuage_floatingip”: null,
“project_id”: “df5blab4f3994aac9ecf0553bd65bbee”,
“status”: “DOWN”,
“description”: 77,
“tags”: [J,
“device_id”: 77
“nuage_redirect_targets”: [],
“name”: “HAlbackup—port—standby”
“admin_state_up”: true,
"network_id”: ”57a50333-2587-467d-9a33-8d4e4649e864”,
“tenant_id”: “dfb5bl1ab4f3994aac9ecf0553bd65bbee”
“created_at”: 72021-09-24T07:50:55Z",

“binding:vnic_type”: “normal”

4-3-7 : HAl-backupnet AR — ~ DIEEKD
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WHA2-backupnet AR — b

a~ v R

[root@K5-Host J# PORT_NAME=HA2backup—port-standby
[root@K5-Host ]# IP_ADDRESS=192. 168. 80. 22

[root@5-Host J# NETWORK_ID=" HA2-backupsubnet ¢ ID”
[root@K5-Host J# SG_ID="Paloalto-SGC ¥ =V T 4 ZL—7D ID”

[root@K5-Host J# curl -s $NETWORK/v2.0/ports —X POST -H “X-Auth-Token: $0S_AUTH TOKEN” -H “Content-Type:

application/json” —-d > {"port”: {”admin_state_up”: true, “name”: 7> $PORT_NAME’ 7, “network_id”:
7> $NETWORK_ID’ 7, “port_security_enabled”: true, “fixed_ips”: [{”ip_address”:
7> $1P_ADDRESS’ ”} 1], “security_groups”: [7 §SG_ID’ "1}}’ ‘ jq .
FATHE A1)
{

roort”: |

“allowed_address_pairs”: [],
“extra_dhep_opts”: [],
“updated_at”: 72021-09-24T07:51:17Z2",
“nuage_policy_groups”: null,
“device_owner”: 7”7,
“revision_number”: 5,
“port_security_enabled”: true
“fixed_ips”: [
{
“subnet_id”: “f89db32a-19bd-4d8f-b83b-5f317d833afa”,
”ip_address”: 7192.168. 80. 22"
}
1,
7id”: "el6ca8bf-96a3-4913-9d1lc—ce6f552b1523”,
“security_groups”: [
”c6433ceb—d167-4d78-9500-653ae240b4cf”
1,
“mac_address”: “fa:16:3e:6d:09:b7”,
“nuage_floatingip”: null,
“project_id”: “df5blab4f3994aac9ecf0553bd65bbee”,
“status”: “DOWN”,
“description”: 77,
“tags”: [J,
“device_id”: 77
“nuage_redirect_targets”: [],
“name”: “HA2backup—port—-standby”
“admin_state_up”: true,
“network_id”: “f84de3bb—28c7-44c6—ad3b—9a64dc90bbac”
“tenant_id”: “dfb5bl1ab4f3994aac9ecf0553bd65bbee”
“created_at”: ”72021-09-24T07:51:172",

“binding:vnic_type”: “normal”

4-3-8 : HAl-backupnet AR — ~ DIERK®
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<Palo Alto Networks DYERL >
Palo Alto Networks ® standby Z1ERLE3, 7o F T 7 4 =7 4 TYERT H DT, API TEITLTL7ZEW,

a~ v R

[root@K5-Host ~1# VM_NAME=Paloalto_standby 31

[root@K5-Host ~1# IMAGE_REF_ID= “Palo Alto Networks ¢ ImageID”
[root@K5-Host ~]# FLAVOR_ID= “Palo Alto Networks ® FlavorID” 32
[root@K5-Host ~1# VOL_SIZE=60 33

[root@K5-Host ~]# DEVICE_NAME=/dev/vda 34

[root@K5-Host ~]# SOURCE=image 35

[root@5-Host ~1# DESTINATION=volume %6

[root@5-Host ~]# ISDELETE=true ¢7

[root@K5-Host ~]# EXTERNAL_PORT= “External-port-standby ¢ ID”
[root@K5-Host ~]# INTERNAL_PORT= “Internal-port-standby ¢ ID”
[root@K5-Host ~]# DMZ_PORT= “DMZ-port—standby @ ID”

[root@K5-Host ~]# HA1_PORT= “HAl-port-standby @ ID”

[root@K5-Host ~]# HA2_PORT= “HA2-port-standby @ ID”

[root@K5-Host ~]# MANAGEMENT PORT= “Management—port—standby @ ID”
[root@5-Host ~]# HAlbackup_PORT= “HAlbackup—port-standby ¢ ID”
[root@5-Host ~]# HA2backup_PORT= “HA2backup—port-standby ¢ ID”
[root@K5-Host ~]# SG_NAME= “[SecurityGroup DIERL TR L7z 7 —74”
[root@5-Host ~J# GROUP_ID= “7 > F7 7 4 =7 4 OFETIER L7z 7 L—7 1D %8

[root@K5-Host ~J# curl -k $COMPUTE/v2.1/$PROJECT ID/servers -X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H
“Content—Type: application/json” -d ’
{”server”: {"name”:”” $VM_NAME’ 7, “imageRef”:””, “flavorRef”:”” $FLAVOR_ID’ 7, "block_device_mapping_v2”: [{”boot_i
ndex”:70”, “uuid”:”’ $IMAGE_REF_ID" 7, “volume_size”:” $VOL_SIZE’ 7, “device_name”:”” $DEVICE_NAME’ 7, “source_type”
1”7 $SOURCE’ 7, “destination_type”:”” $DESTINATION ”, “delete_on_termination”:”” $ISDELETE’ ”}], "networks”: [ {"port
7" $MANAGEMENT_PORT” “}, {“port”:”” $EXTERNAL_PORT’ “}, {”port”:”” $INTERNAL_PORT’ “}, {"port”:”” $DMZ_PORT" "}, {"po
rt”:”” $HAT_PORT” ”}, {"port”:”” $HA2_PORT “}, {"port”:”” $HAlbackup_PORT" “}, {"port”:”” $HA2backup_PORT" “}J, “secur

ity_groups”: [ {"name”:”” $SG_NAME’ "} 1}, “os:scheduler_hints”: {"group”:”” $GROUP_ID’ “}}’ | jq .

< $COMPUTE X compute Y —EZAD APT = R4 > FEFBEL T TEIW,
$SPROJECT_ID 1L ZHIFH @ Project @ ID ZFHE L TL 73\,

X1 [FEE] 48 EETHEEL T EE N,
%2 [EE] R — "2 A 7 IDi%, 2.3 EEFHEDEE 1 22RO L, HFEL T &0,
%3 [[EE] 606B [HETT,

¥4 [FEE]
%5 [EHE]
¥6  [[EiE]
X7  [{EE] Palo Alto Networks OHIRRERIZAR Y 2 — ALY TAEASIIIHEEL T ZFE N,
%8 [[HE]

4-3-9: Palo Alto Networks DYERK (standby)
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PR — R DYERL
A8 H— % (WebServer, test—pc) Z/ERK L =1, (X 4-4-1)

PUFIE WebServer OAERMBI T, [FIERIC test—pe HIEAK L T 7E 3V, KO LAMI B EARDILE OfE &

720 F£9,

a~ v R

[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host

~1# VM_NAME=WebServer

“1# IMAGE_REF_ID= “WebServer & L CHIMH L72VMEE D Image @ ID”
“T# FLAVOR_ID= “fiABH— N2 ~2w 27 ID f5i] C3-2: 88445c68-427-4220-9414—ceb5f1931bda”
“1# VOL_SIZE= “AR Y =—hHA X(GB)”

~]# DEVICE_NAME=/dev/vda

~1# SOURCE=image

~1# DESTINATION=volume

~]# ISDELETE=true

“1# KEYNAME= “F—4”

~]# INSTANCE_MAX=1

~]# INSTANCE_MIN=1

~J# NETWORK_ID1= “DMZ-Net o> ID” 31

“T# SGNAME= “bF =2 UF 4 S —TF4”

"networks”:

[root@K5-Host ~]J# GROUP_ID= “I7 > F 7 7 4 =7 4 OFET] fER L7 —7 1D7 X2
[root@K5-Host ~1# curl -k $COMPUTE/v2.1/$PROJECT ID/servers —-X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H
“Content-Type: application/json” -d ’ {”server”: {"name”: 77 $VM_NAME’ 7, ”imageRef”: 77, “flavorRef”:

7> $FLAVOR_ID’ 7, “block_device_mapping_v2”:[ {’boot_index”: 70”7, “uuid”:”” $IMAGE_REF_ID’”, “volume_size”:
7> $VOL_SIZE’ 7, “device_name”: 7> $DEVICE_NAME’ 7, ”source_type”: ”> $SOURCE’ 7, “destination_type”:
7> $DESTINATION’ 7,  “delete_on_termination”: ”” $ISDELETE’ ”} 1, “key_name”: 7 $KEYNAME'”, “max_count”:

[{"uuid”: 7 $NETWORK_ID1  ”}], ”security_groups”:
7> $GROUP_ID’ “}}’

" $INSTANCE_MAX’, “min_count”: ’~ $INSTANCE_MIN’,

[{"name”: 7" $SG_NAME’ “} ]}, “os:scheduler_hints”: {”group”:
¥SCOMPUTE I compute H—E 2D APT =3 RABRA > FEZHEEL T E &N,

$$PROJECT_ID |X ZHIFH D Project ® ID ZHEE L TL 73\,

X1
X2

BT FNECERR L7- DMZ-Net 8 E L TL 7F & U,
BIFNECIER L7 — "7 —T 2 E L TLTE &N,

X 4-4-1 ARAED — S OERK
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H 5 ® Palo Alto Networks T A & A ek

AR#ETIL, Palo Alto Networks IZxf LTI A B A 2Bk 5 FNEAHA L 4,

5.1 Palo Alto Networks ®Web 77 &A1 /A

Palo Alto Networks & Web 77 & &2 L. LABEOIEEE FEg L £,
AFED Palo Alto Networks (active) Tl, https://192.168.50.11 ~7 7t A LFE7,

W7 v b, NAT— RIZLL TR £,
7T A7~ admin
NAY— K admin

Login X + - O X
< C A RESNTLWELREE | 192.168.50.11/php/login.php W O
#2 paloalto

NETWORKS®
Username
AV

5-1-1 : Palo Alto Networks I{Z Web 77 & &

Wela 7 A4 U, NAU— REFEZROONET, WUR AT —RFERELTIEIN,
Palo Alto Networks @ Web 7 7 & 22>\ Tl%, LAF [Launch the Web Interface] Z#Z&M L T &,

https://docs. paloaltonetworks. com/pan—os/9—1/pan—os—admin/firewall-administration/use—the-web—

interface/launch—the-web—interface. html

IRAT—REFH)R, v/ AL, comit(maIvy MNEFEMBL, FELRGFLTITEIN,
Commit Z EHHEF, 5.3 CTA B AEHT D EHEEBNFAEL, NATU— RRPIMEIZRED £7°,

paloalto

(RIS Dashboard [ 1H¢ Monitor ~ Policies  Objects ~ Network  Device Hzy 5 @ Confy

5-1-2 : commit (= I v )
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https://192.168.50.11/
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/firewall-administration/use-the-web-interface/launch-the-web-interface.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/firewall-administration/use-the-web-interface/launch-the-web-interface.html

5
BMlLinitations

https://docs. paloaltonetworks. com/pan—0s/9-1/pan—os—release—notes/pan—os—9-1-release—

information/limitations. html

PAN-128908
If an admin user password is changed but no commit is performed afterward, the new password does not
persistent after a reboot. Instead, the admin user can still use the old password to log in, and the

calculation of expiry days is incorrect based on the password change timestamp in the database.

FRENTZH v 2R — REHEO [—R72RHEHR] LV
CPUID, UUID OfF#AE AE LT 7EEWY,
Palo Alto Networks (passive) Cb[R#ROEAET CPUID, UUID OF#Z TG L T 7230,

paloalto

HETWORKS

. Dashboard |

—RERIRIER

FI/A2E  PAVM
MGT IP 7 FL-Z  192.168.50.11 (DHCP)
MGT #w R4 255.255.255.0

MGT A F—bhox
,(

MGT IPv6 77 FL-Z  unknown

MGT IPv6 U2 O—HIL 7
FL2

MGTIPV6 AL &F— b
Jx-1

192.168.50.1

fe80::f816:3eff:fed8:87d0/64

MGT MAC 7 L2

fa:16:3e:d8:87:d0
PA-VM
007054000150190

KVM:D2060300FFFB8B07
4F09B1B5-F2CA-4D1F-B38E-EE9SFCBD1AEA

VM-100
KVM
9.1.3

5-1-3 : Palo Alto Networks CPU ID, UUID fif32
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https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-release-notes/pan-os-9-1-release-information/limitations.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-release-notes/pan-os-9-1-release-information/limitations.html

5.2 FARVAT 7 ANDIER (T4 8 AT 77 4 _X— |} APL DIFAT)

Palo Alto Networks DREREZfEFH I 521X, 71 B AX—% Palo Alto Networks GUI [H[[EH)> 5 B kT 5 44
ERdH £,

FTAVU AT 7T 4 _X—k API(X) Z#FE{TL T, Palo Alto Networks f VAXZ AL T AU AZ/DIT L
T BV TRV T a DI A% —2 AFLET, (W5-2-1 T4 B AT 7T 1 X— b API DFEAT)

X TARVAT T 4= K API OFFHICONWTIL, LLFAPT U 7 7 LU AR—UEBL TS0,
https://doc. cloud. global. fujitsu. com/1ib/iaas/jp/api-reference/v3/web/kb—-iaas—api—

reference/reference/vas_Im license activation/

FATZVTRA7 ) 7y a T8I AP VAR ARND” keyField” OEEZT XA N7 7 AV (KETIL [T
AR AT7A] EMFRLET) & LTIRIELET,

(¥ 5-2-1 FA VAT 7T 4 _X— bk APLDFEIT] T, T4 AT 7 A /W% bash a3~ T A L CHEWEK
THFIAZFLH L ET,

FETIA B AT 7 ANZERT 5613 UTORCOICEELTIESV,

% keyField I213kfTa— FMn) BNEENE T,
BATa— NIZEL R ORLEIT, TF AR T 7 A0 E LTIRIELE T,
- XU ITa— R (¥n) IZEBEOUATITEE
- REOYIT=—F (¥n) ZHIBR
f5]) keyField 2% “abcde¥nfghij¥n” DIGE., TXA M7 7 A NVELUTEBVRGFLET,
abcde
fghij

WAPI ST EM LRI 7 —0ELTESA. BRRTTINUTOFEHREZEIL T, ~V7 T A7 IZBRW
EhEL T,
s aw REETLEBOEEn 7

2~ R
HANCES T 5585 h—2 > (0S_AUTH_TOKEN) [Z. Palo Alto Networks DA v A Z L ANFTET 5T T v MEHA TIC
BfAAL TS EE,

[root@K5-Host 1# CPUID=# v =R — KX D #EZR L7z CPUID OfE %1

[root@5-Host 1# UUID=4"» ¥ =R — K XV g8 L7= UUID OfE

[root@K5-Host J# PROJECT_ID=7F > b ID %2

[root@K5-Host J# PAN_EP=https://app2-image. <region>. cloud. global. fujitsu. com 33
[root@K5-Host J# curl —s —H “X-Auth-Token: $0S_AUTH_TOKEN” ¥

——data-urlencode cpuid=$CPUID ¥

——data—urlencode uuid=$UUID ¥

——data-urlencode projectid=$PROJECT_ID ¥

$PAN_EP/api/license/activate ¥

-0 activate. json

82


https://doc.cloud.global.fujitsu.com/lib/iaas/jp/api-reference/v3/web/k5-iaas-api-reference/reference/vas_lm_license_activation/
https://doc.cloud.global.fujitsu.com/lib/iaas/jp/api-reference/v3/web/k5-iaas-api-reference/reference/vas_lm_license_activation/

$¢1 Palo Alto Networks @ GUI TFEREN TS CPUID ZIELK AN LT Z &, 5 L R— M 22T bR WATHE
PERBH Y 9,

%2 Palo Alto Networks f v AXZ L ADTF 2 M IDZASLTLIEEN,

¥3 FHY —V 3 T Lo Tregiond DIEEEIE L T 2 &0,

WHARY —T a3 DA : https://app2-image. jp—east—3. cloud. global. fujitsu. com
WHAD — 3 3 O4 : https://app2-image. jp—west—3. cloud. global. fujitsu. com

EFRET 7 A ND keyField @3 LV | 1BT 27 4B A7 7 A VB MR L ET
[root@K5-Host J# COUNT= cat activate. json | jq . [].keyField | we -1
[root@5-Host J# COUNT= expr $COUNT - 1°

RO CRERE L7 Bl 2 e IS AT B 2TV, T A B AT 7 A VEERLET,
[root@K5-Host J# for i in $(seq 0 $COUNT); do cat activate. json | jq .[${i}]. keyField | sed —e ’s/¥¥n/¥n/g
| sed —e "s/¥’//g > license—key${i}. txt; done

FATHERB

PAN VM50 Bundle2 D&, LTOERBY T4 A7 7 A VPMER S NVET,
license—key0. txt

license—keyl. txt
license—key2. txt
license—key3. txt
license—key4. txt
license—keyb. txt
license—key6. txt

FGAVU AT 7T 4 X— K APT L AR A

oA T arvEMNEETICTIA AT I T A _X—MAPL 2755, UTOLBOHTINET,
GERE, EITLTRRTSLTVET, )
[

“PropertyChanged”: null,

“cpuidField”: null,

“drrField”: null,

“errmsgField”: null,

“expirationField”: ”3/18/2021 12:00:00 AM”,
“featureField”: “Threat Prevention”,
“feature_descField”: “Threat Prevention”,
“keyField”: ”XXXXXXXXXXXXXXXXXX”,
“1fidField”: 71281787626
“mac_baseField”: null,

“mac_countField”: null,

“partidField”: ”“PAN-VM-50-TP”,
“regDateField”: 72021-01-17T21:32:49”
“serialnumField”: ”015354000058687”,
“startDateField”: ”1/17/20217,
“typeField”: ”SUB”,

“uuidField”: null,

“ym_capacityField”: null

“PropertyChanged”: null,

“cpuidField”: null,

“drrField”: null,

“errmsgField”: null,

“expirationField”: ”3/18/2021 12:00:00 AM”,

83




“featureField”: “PAN-DB URL Filtering”,
“feature_descField”: “Palo Alto Networks URL Filtering License”,
“keyField”: “YYYYYYYYYYYYYYYYYYYYY”,
“1fidField”: ”1281787629”
“mac_baseField”: null,
“mac_countField”: null,

“partidField”: ”“PAN-VM-50-URL4”,
“regDateField”: ”72021-01-17T21:32:49”
“serialnumField”: 7015354000058687”,
“startDateField”: ”1/17/20217,
“typeField”: ”SUB”,

“uuidField”: null,

“vm_capacityField”: null

X 5-2-1: A AT 7T 4_X— |k APT DFEAT

T5E) T4 ' AEREEUS APT OFT
A VAR AZ ST LTI T A B ADOERIL, LT OFESG APT #E1T L TR TE £7,

2~ R

[root@5-Host J# CPUID=4"v + = 7R — K L Y fifgg8 L 7= CPUID D

[root@5-Host J# UUID=4 » ¥ = AR — K X 0 #E#R L7 UUID OfE

[root@5-Host J# PROJECT_ID=7F> b@ ID %1

[root@K5-Host ]# PAN_EP=https://app2-image. <region>.cloud. global. fujitsu. com %2
[root@K5-Host J# curl —s —-H “"X-Auth-Token: $0S_AUTH_TOKEN” ¥

——data-urlencode cpuid=$CPUID ¥

——data—-urlencode uuid=$UUID ¥

—data-urlencode projectid=$PROJECT_ID ¥

$PAN_EP/api/license/reacquire | jq .

%1 Palo Alto Networks f v AXZ L ADTF > M IDZASILTLIEEN,
¥2 FIF Y —Ya 1 ko Tlregiond DIEAEIE L T 72 &0y,
HHAAKRY —Y g3 DA : https://app2-image. jp—east—3. cloud. global. fujitsu. com

WHAD — 3 3 D4 : https://app2-image. jp—west—3. cloud. global. fujitsu. com

FATHERA
[

{
“PropertyChanged”: null,
“cpuidField”: null,
“drrField”: null,
“errmsgField”: null,
“expirationField”: ”3/18/2021 12:00:00 AM”,
“featureField”: ”“Threat Prevention”,
“feature_descField”: “Threat Prevention”,
“keyField”: ”XXXXXXXXXXXXXXXXXX”,
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“1fidField”: 71281787626”,
“mac_baseField”: null,
“mac_countField”: null,

“partidField”: ”“PAN-VM-50-TP”,
“regDateField”: 72021-01-17T21:32:49”,
“serialnumField”: ”015354000058687”,
“startDateField”: 71/17/20217,
“typeField”: ”SUB”,

“uuidField”: null,

“ym_capacityField”: null

“PropertyChanged”: null,

“cpuidField”: null,

“drrField”: null,

“errmsgField”: null,

“expirationField”: ”3/18/2021 12:00:00 AM”,
“featureField”: “PAN-DB URL Filtering”,
“feature_descField”: “Palo Alto Networks URL Filtering License”,
“keyField”: “YYYYYYYYYYYYYYYYYYYYY”,
“1fidField”: 71281787629”,
“mac_baseField”: null,

“mac_countField”: null,

“partidField”: ”“PAN-VM-50-URL4”,
“regDateField”: 72021-01-17T21:32:49”,
“serialnumField”: ”015354000058687”,
“startDateField”: ”1/17/20217,
“typeField”: ”SUB”,

“uuidField”: null,

“vm_capacityField”: null

5-2-2 : T A & AERFFEUS APT DT

5.3 Palo Alto Networks DT A & A7 7 A V&G
Palo Alto Networks 2 BIZFNFNWeb 77 ATua A%, A B A7 7 A NVEREgELET, (¥ 5-
3-1~1¥] 5-3-3)

1. WebT7 kAT rs A%, EBYT T4 R 70U v

2. EMoIAvr2%s) v
3. TFIABVREHT (T4 AR—DFIHT v Ia—K| 27107
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paloﬂ!ﬁ!ﬁ Dashboard  ACC Monitor  Policies  Objects  Network

v @uneoes &
ISHz ]
& AERBT 0T 7L
Frocse LIRS B ;
Bssumso-E2707: | SqvizF-oznryIo-|
@ scep
8 ssL EsLhst
[ﬁﬂsg/(_:) W Fv/ S5 DF v FIIL—F
Boow
vigo—/)— 705711
By snvp hSw S
) Syslog
B sF-L
@ HTTP
) Netflow
(& RADIUS
(& TACACS+
(@ Loar
(@ Kerberos
@ SAML P57 25 151 -
B~Lr o705
vE@O-f 2—5—F—H~-
8 a1-+-
Ba1-v-JL—7
Bzorsa-wEanroy
& Voboz7
@ GlobalProtect 2751 77> b
& 5=y oEH
» TS0
H v-Series
N 51tER

VM DI PO 5 1L

5-3-1 : Palo Alto Networks @ F A &> 2 %40

TABADA A=V T, [T ANVEREIN] 270 >v7
5.2 TG LIZTA B AT 7 A LA TR

Web 7 7EATRITA U, LBEAT T4 R 7Y w7
Kz=27 U v
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paloalto

§ETWORKS

ACC Monitor Policies Objects Network

Dashboard

v GEEsneoEsE
e
BREIOT7 ()L
& ocse L4 b1 -
8 ssums $—EX J07: 2R F—OFN Ty IO~}
B scep ;
8 ssL dsumst
B3 W75 D
Boo
vigv—/—-Fozz1L
@) snvp RSy
i) Syslea A ADA A =)

Ba7t-i
@ HTTP SR DA MRENTLERA
) Netflow )
(@ rADIUS
@ TACACS+
@ Loap
[ Kkerberos
@y SAML 715751571 =
R wiF 75—t
vERO—AOL 35— 75~
83—+
BR1--JL—7
BEzroa-gEanrsoy
&vIhoz7
& GlobalProtect 25 7> b
&5 FzuoBE
701>
l VM-Series
. TTEZR

Boiois

5-3-2 : Palo Alto Networks @ F A &2 A %&Ex®

8., HBEEMETCOKAEZZ U v/

B ra-vm x 4 - na X
€ > C A BEINTUELNEE | 192.16850.11/24device-vsysl-device/licenses * e :
M palo.a to Dashboard AGC Manitor Policies Objects Network Device

{75 December 20, 2020 : NSt
i 7 iR KEC
P9 GlabaiProtect Portal License

& FLLWM Fv/055 7 SAUSANBRENSE, PAN Y—EXREERENT
T

H—EANEBLES Ul #BRLTESL,

8225 -F-BsURE -
B

5-3-3 : Palo Alto Networks @ F A &> 2450
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TARABPREREND L, TA B UVARKTRENET,
BETDTA VAT 7 AV ERRFIETHERL TIZSUY,

paloalto

Dashboard ACG Monitor Policies Objects Network Device 573y & WCofigr Q483

- [
I=F]

SO 7L Fi7H December 20, 2020 FEATE December 20, 2020
FOCse LA AR Never EHPER  March 20, 2021
 SSUTLS H—ER T07: W& Standard VM-100 PO BrightCloud URL Filtering
g scep FOFAT LR
& ssLiEs Lt DNS ZFa2 U5

Bz

Boowe 175 December 20, 2020

vi@u-s-Fazz1L AINETE March 20, 2021 GiobalProtect 7F— k11
Fis . )
gs«m rSud VHR Palo oy behiorks DS Scoutly Licersa 5170 December 20, 2020
5 HIHER March 20, 2021

E::: 5 GiobaProteat 78—5)L M GlobalProtect Gateway License
[ netfiow FiTE December 20, 2020
& RADIUS EREE Never

B Tacacs+ 7 GlobalProtect Portal License PANDB URL Fillering
By Lo =
[ P il e

— 5 h 20, 2021
B SAML PAF 2547 2 — HYEE  March 20,

BoLF 77050 NAH Detaivher X 2 P Palo Alto Networks URL Filtering License
vERO-L 21—t~ F— 515 TR w20 FHFT BV

g 795 24 %7 phone support; advanced replacement hardware service

Bo-v-In—7

oo | 1

@&vokozr =
@ GlcbaProtect 5547 ;;; ;ﬁ""::’ ;7.212020 %75 December 20, 2020
& 51 =0 oE y ' TEHNEE March 20, 2021

PIE  Threat Prevention

TSI % License to enable SD WAN feature
B vM-series

€ SresR S22 2B

S ot SR Y=, R FEEE

WildFire License

8 TR— F-BLUBEH
‘ »

Fi7F  December 20. 2020

X 5-3-4 : Palo Alto Networks @ F A & 2 %4E@D

MPalo Alto Networks VM Z HIERT B BRI HIFRANCLL FOFRINAT T A &2 AMIL OB Z Ef L T 7230,
(X1 5-3-2)
WPalo Alto Networks VM Z1ER L C/HHIERT 2 £ THRREDOXRIZR Y £,

5.4 Palo Alto Networks D7 A &> AN (b—2 7 7 A4 LD AF)
Palo Alto Networks {Z Web 727 A L. Devicel] #7 D [T A4 A WEND T4 A& LV
W DIHT 7T 4740) 22V v 7 LET,
ZORERINDRy 7T v 7 (FielXl 5-4-1 : W DIET 7 7 1 7LS ) 12T
[FEICEIT) 2T LET,
X THET) RZ TR F LN T &N,
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¥ paloalto

Dashboard ACC Monitor Policles Objects Network 3=y - & @onigr QiER

W DIEF o7 L

| NS 21 Ut
N O s

COF/ A AN SRR ENET, January 17, 2021
YIRLGUTa March 18, 2021
A Pala Alto Networks DNS Security License:
PA-VM -
SD WAN
- DNS Security
50 WAN -

CNSOTARANWERENS & TOREZ VM -Series [CRFZINE
FHL WM-series HEEBL TS A ADRVRECEDEY. M-
Series ZRTRBICETICE. WLV ST AZERT S4B B0E
s

BT 2OUY 2T 4. Pan0s 25T EAZEIBL. EBES7
AT/ —ICERLET.

Pan0S WS LR Y~/ (—LPVERTERMBE. [FHTRIT] R
SUwDLET. STELABRIZLMEREN. S22 50—
NACPOERTEB VL UICRFT S£DICRDENET.

5-4-1 : W DT 77 4 714k

ZO%OKR Y 7T v T EiE (K 5-4-2: FENCLD WOHT 77 474 T IFA4 A =2 DTy AR
— M U IED =T AN EE T m— FLTLEEN,
=TT 7ANDE T yu— RNETER, (5T SHES)] 2 FL, TORORy 77T v 7T HIW] 2T L
TLEEN,
XU LI BFRRENRN, FFTF T — RLARWCHEELZ M U2GEE, CLLICKAUTOFIRT h—2r
T ANDEZRIGT D Z LA ARETTY,

1. b= T77A4N%%EH T ¢+ show license—token—files

2. ~—=200T77ANDfEEHTS] : show license—token—files name < b—2 7 7 A L4 >

paloalto

nerwoRrs Dashboard ACC Monitor Policies. Objects Network AJ=w k& Wooigr ABE

§% 0CsP Lt s

8 SSUTLS 9—ER 707 BR T 1 201 278 Janay 17, 2021

5 scep AN March 18, 2021 BHEE March 18, 2021

B ssLIESEES PIEF Standard VM-50 Eval PIE  Palo Ako Networks DNS Security License
BEEs—
Boaz = i esmg

vigy—/—FoIr = FEC LB IMDIEF 5+ Tk

B snvp 5 = i bl s s endiite ™

B sysiog 450 oy 17, 2021 St Ao (LR, 5t AN ERCARENE LT,

BEzs EHFE Morch 18, 2021 BEPU5« IO R 27T I SI0(2. support.paloaltonetworks.com (C

BT o e 5122280 7 L ERBLT<EEL 27 TLEIZAM— L

Ry eiiow i losseiueshe eature 5. v zERBLT SRR

& RaDIUS SR b—DOTI—F

3 TACACS+ -

& wowe TPz C ASHFOIT FRRALTRBY ST L ETRES:

[P Kerteros

sqn export Iloensemken file from dact_lic.01192021.025028.tok.

@ SAML P 725171
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vEEO—HIL 21— 7~
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B J-7
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T, ~VTTFTRAZICEBWAEDELTZE 0,
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5.5 FARUAT 4T VT 4X— |k API OFELT

54 CAFLIE =277 ANVERWTTIRO APT FATIZE D A Y AZ RIS W T A B A E BN L
T, EfTFRBRIZIV AR ART L ITEGFEND successField DERY Lo TND I L ATB LT E S,

a~ v R
HANCES T 558 h—2 > (0S_AUTH_TOKEN) 1Z. Palo Alto Networks DA v A2 Z L ANFTET 5T T MEHA TIC
B LTLIEEN,

[root@5-Host J# PROJECT_ID=77F> b @ ID %1

[root@K5-Host ]# PAN_EP=https://app2-image. <region>.cloud. global. fujitsu. com %2
[root@K5-Host J# curl —s —H “X-Auth-Token: $0S_AUTH_TOKEN” ¥

—data—-urlencode projectid=$PROJECT_ID ¥

——data-urlencode encryptedtoken@dact_lic. tok ¥

$PAN_EP/api/license/deactivate | jq .

%1 Palo Alto Networks £ Y AX L ADTF 2 FIDHEAHLTLZEWN

22 Y —Y a3 ko Tlregiond DEAETE L TL &V,
HHAARY —Y 93 DA : https://app2-image. jp—east—3. cloud. global. fujitsu. com
WHAD — 3 3 D4 : https://app2-image. jp—west—3. cloud. global. fujitsu. com

FATHE R B
[

“PropertyChanged”: null,
“errorField”: null,
“featureNameField”: 77,
”isBundleField”: null,
”issueDateField”: 77,
“serialNumField”: ”007054000128706”,

“successField”: "Y”

“PropertyChanged”: null,
“errorField”: null,
”featureNameField”: 77,
”isBundleField”: null,
”issueDateField”: 77,
“serialNumField”: 7007054000128706”,
“successField”: "Y”

|

()

}

X 5-5-1: AV AT AT 7T 43—k API ODFELT
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5.6 Palo Alto Networks #JHiERZE

Palo Alto Networks OFIHIZR EIZ DWW TIEL, LLF® Palo Alto Networks #t~==2 7 /L Z &ML T 7Z X0y,

HIHIEE

BPerform Initial Configuration

https://docs. paloal tonetworks. com/pan—os/9-1/pan—os—admin/getting—started/integrate—the—firewall-

into—your—management—-network/perform-initial-configuration. html

WREHTA R
BMPAN-0S® Administrator’ s Guide
https://docs. paloaltonetworks. com/pan—os/9-1/pan-os—admin. html

5.7 Palo Alto Networks X— g 7 v/
N— g o7 v 7OFNEIZLLFO Palo Alto Networks ft~==T7 /L ZHM L T F X,
https://docs. paloaltonetworks. com/pan—o0s/9—1/pan—os—new-features/upgrade—to—pan—os—91/upgrade—the—

firewall-to—pan—os—91

HRER DA 1. Upgrade a Standalone Firewall to PAN-0S 9.1 ZZEIRLEBH L T 72& W,
TLRAERR DAL, Upgrade an HA Firewall Pair to PAN-0S 9.1 Z IR LB L T 72 &V,

5.8 Palo Alto Networks ZxHf URL

BEA O EIZ2EF ELTE, PAN-OS DU Y —R /) — R E2ZR LTI 7ZE0,
~— 45 1D CURRENT VERSION: 72 bR HRN— g » 2 G A T IHEREW 220 £,
[PAN-0S Release Notes]

https://docs. paloal tonetworks. com/pan—o0s/9-1/pan—os-release—notes. html

PAN-0S D HE KM EICOWTIILL TFOH A 2L T EI 0,
[CRITICAL ISSUES ADDRESSED IN PAN-0OS RELEASES]
https://knowledgebase. paloaltonetworks. com/KCSArticleDetail?id=kA10g000000Cm68CAC

PAN-0S Dffegs:72 EIZLLTF O A FEZH L TS0,
https://security. paloaltonetworks. com/
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% 6 F  Palo Alto Networks D iEMEALE

6.1 AL —HDFW/IL—ILDOETE
AN —Z D FW L— L 2w E L T &0
FW O EFH1EIT [TaaS #EREBIE ] BEI O MMaaS API U 77 L 2| 2B LT F &V,

6.2 Palo Alto Networks DA IP 7 KL A/ a0 — )L IP 7 R L R &EY
Palo Alto Networks OKARIP 7 RL A2 7 a— UL IP 7 RLAZE Y YT, Palo Alto Networks DiEH %
fAtEL £ 7, (M6-2-1)

STEEW,

a2 Nl

# {ER% L7=A— b (External-virtual-port R —rDT KL A)IZ 7 a— L P T KU AL EY

[root@5-Host 1# NETWORK_ID= “Z'm—/ L IP X v hU—27 @ ID”

[root@K5-Host ]# PORT_ID= “d:FAHR— Lhd ID” (3%1)

curl —s $NETWORK/v2. 0/floatingips —X POST -H “X-Auth—Token:$0S_AUTH_TOKEN” -H “Content-Type:application/json”
-d ’ {"floatingip”: {"floating_network_id”:”” $NETWORK_ID’ ", “port_id”:”’ $PORT_ID’"}}’ | jq .

LR E R T, WebServer OFZMRIE DNS —_0F 7 4L b7 — F U = A OFRTE CR2) 2R L, A X —F > b
77—V IP T RLARWZT 7EAL, BUBZHR LEREITZET TT,

M1 4-1 AR — N THERL L7~ External-virtual—-port ¢ PORT_ID Z5E L TL &
¥2 WebServer ®F 7 # /v h % — k7 = A X Palo Alto Networks DMZ-Network {lll®> dmz—floating—ip Z#ETE L CTL 72 &
W

6-2-1 : Palo Alto Networks DfRAB IP 7 RL A2/ 2 — 3L IP 7 R L R & E|Y

LUETAFEICBT 28 AFFIOBIITHE T T,
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