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SSL-VPNY—E X DHIECDNT FUjiTSU

® Flcloud-O (B3/7a3U—>3Y) TIRMEULTHENFISSL-VPN V2 Connection (LAPFSSL-VPN
V2) (& 2024/8/31 #6572 THMRZHELL - HIR—MET ERDET,

PIR—NM& T (2024/8/31) . 2024/12/16 FTIESSL-VPN V2ZZFIFWZRITEITH,

2024/12/17 ABF(3SSL-VPN V27J“1@5ﬁ71__k730$?
BR—METE (2024/8/31) (& BRERBEPAES - MSSEMEIEZIRMETERRDFT,

o ZBIRBEGTHDSSL-VPN V3 Connection (LAfF SSL-VPN V3) %#2024/7/1Hh5i-IEFETT,
SSL-VPN V2 H—EZ¥& T ETICSSL-VPNOYIE - #8172 BFELLE T,

X EBE1,2/f81. 2Y—-3>TIRMEFDSSL-VPN V2 Connection(ZXH SR T,
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SSL-VPN V3 ConnectionD#iZ FUﬁTSU

® SSL-VPN V3 ConnectionTl&. BFFEDISA 7> MmERHSFIcloud-O_L (CHEZE U ARIBIRIE A D
a1 TIIEGTEE (SSL-VPNHEE) =R UL E T,
SSL-VPN V3 &SSL-VPN V2O — EZEHRBIE U TDES D T,

58 SSL-VPN V2 Connection SSL-VPN V3 Connection
1 BRo>A47> 6 SSL-VPN V2 BREOSA7> VD b OpenVPNOISA 7> bk
2 FFHB]gE/REEERE Flcloud-OF1T7D US4 77> MRS Eipa

HOE&IRE

3 E5_ 0O N3JL TLS1.2 TLS1.3. TLS1.2
4 ATUw 2RIV 12U (DI hRILDAIRL) Eipa
5 ZEIRPE N, o (TOTP %)
6 CHARE BEFEGEE 2 0 XTI EE XRIE (2024581 FFE)

% TOTP : Timebase OneTime Password IRIERAIZE & (CRITSNDTAHFA LR T—R
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SSL-VPN V3 Connection\DWIE{ERINE FUﬁTSU

SSL-VPN V3 Connection\OYIBEEDRNIZLLTOESDTT,

1 1
Step1l X Step2 : Step3 Step4 : Step5 Step6 Step7
SSL-VPN V2 SSL-VPN V3 1 >—JLwv bk OAutho =+ 1 SEEAE D% IS5A7> D SSL-VPNi#E#E
DHIBRE —> Rk > 4R —> T bhoEE —> ®E —> B/EITAILD
VERK

ERBREE : 159 /FEBERIRH : 209 FRBZERE : 59  FEBREE : 109 VEXBZS/ : 209  FEERERE 200 FEEREE 109

Step8

% SSL-VPN V3DIERK T SSL-VPNiEE

otpZ RN (false) (ERTE UTEIZE(E
Step3. Step4(FAETT,

X SSL-VPN V2ZHIBR TSRS,
SSL-VPN V3H(CHT=x®w . VPN ServicezZ{ERk L. Step2hS/EEZEmL TIEEL\,
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SSL-VPN V3 ConnectiontI&{FREDiFEEIH FUﬁTSU

e SSL-VPN V3ig#thatatsm (2024/7/1) Tl 2 a BdRkA TS A MRIBEEBOTHEDFE T,
SSL-VPN V20 tzy2a> EiliskA TS 3 RS OEEENERIZE (L ANLTT AINEEWEDHELTZEL,
X FFfH(E. p21 SSL-VPN V3 ConnectionThOtzw >3 > #iisk] SRR U TLIESU,

® SSL-VPN V2h'5SSL-VPN V3ADOYIE(CEBRL external_address h"EEINFT,
E5ic (U317 MNmRAl) TiEGEHIFEZEMmU CUV\RIRIBETE, SREDEEZ2HFEVLET,

o ARVEZ(FAPI (REST API) TEHMEUE Y. REST APIZZEITTE2I317> 877 (curl, Postmani) %
CHIFBWVZIZ, TaaSIn—43)LOT APIZELT I#EEZE CFIFKIZEL,
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SSL-VPN V3 Connection \DtIEFII FUﬁTSU

o HELDEMAIZEE (. SSL-VPN VINDBEITFIEZE ° .
RIELAPE CTERBALE 9, S/ i
o SSL-VPN V2% BE(CFIAT o
e Flcloud-OFITDISA 7> NiEBEZF A

o DA L)RT— REFIF C./‘B (/\
O )

o FlEDHTIOV> RpllZsEEH L TLET,
APIOZFM(E., APIU D7 L > X=ESBRLTLIZE0), @
https://doc.cloud.global.fujitsu.com/lib/iaas/jp/api- 9 L5

reference/v3/web/k5-iaas-api-reference/index.html ‘
% APIU D7 L > RDABF2024F6H TY E

BEFE 0/VI>

M\
?

BEFSATL ADTFUARY hD—0
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. 0
Step1 : SSL-VPN V2 Connection®HIB: FUJITSU

O =—

o {ERGEHDSSL-VPN V2EHIRLET . o o
UOTR NS TIL =/
DELETE /vpn/nfv/ssl-vpn-v2-connections/{ssl-vpn id} PER &2

@ 4&*5)1/ ~
BEH F—EIRY ND—2
VPN Serwce

vz
|

BEFSATL ADTFUARY hD—0

* ssl-vpn id(CIFXFRDSSL-VPN V2DIDZIEEL T IZEL,
* SSL-VPN V27Z&5%E L CULVZVPN Service(FHIBR L7aW T 2 &0,
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Step2 : SSL-VPN V3 Connection®D{F5k FUﬁTSU

O =—

n=

® VPN ServicelZxf L CSSL-VPN V3Z/Epk UE T o

. 02&%‘/!\
UOTR > TIL g\—/
POST /vpn/nfv/ssl-vpn-v3-connections HEM D)2
{ ﬂ
"ssl-vpn-v3-connection": {
"name": "ssl-vpn", @ C)
"client_address_pool_cidr": "10.8.0.0/24",
“vpnservice_id”: “12345",
“otp”: true, *1 @
“flavor”: “small” * 2
> REIL—5
} BEHR S—EIRY hD—0 VEN S:ervice

SSL-VPN Connection
3
%1 SSL-VPNOIEGERIEIC D> 1 L) (AT — REFIF PN
*2 small (ERFEREER20) DSSL-VPNT L —)\ZFH ?
XIRTE, smallJL—/)\OAHHREL TWET,
|

BEFSATL ADTFUARY hD—0
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Step3 : D394 LKA T— RDS—IL v hF—%& &R FUjiTSU

o SSL-VPNIEEICFIFY 3025+ 1) (XD — RD et kv @
S—OLy hF— (3—R) 2RTLET. on &/

< 2—JLv h—F1-TPTENETY,

% S— v hF—(dERE. APIIC L BHER - 217
TERNESD. HELURNLSEEL TR0, @ C)
% S— L w hF—DHEREICL DERTT BEA(T.

T —HDS— Iy NE—EAPITEME (M)

Urdbé. BES—ILy hM—EERLTI RS0, @

@ RA8IL—5
BB H—E2FRY ND— .
VPN Service

UOTA RG> T)L
POST /vpn/nfv/ssl-vpn-v3-connections/{ssl-vpn id}/otp :
SSL-VPN Connection
"ssl-vpn-v3-connection": { V3
“user_id": “aaaaa-aaaaa-aaaa-aaaaa" N\
) |

* ssl-vpn id (EtStepZ_C{’EESZ L7zSSL-VPN V3DIDZEIEE L TLZE0, BEBSRAFL AFFUARY D=0
* user_id (FSSL-VPN V3Z{Epk L fzproject(CFRIE L TL\D

I—YIDEEELTLIES0N,
* APIDRITL—Y Luser_idlF—H=EBTLES0N,
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Step4 : OAuth954 7> bDESE FUﬁTSU

o SSL-VPNIEHCRIFIT 30251 1) (R D— % L
FITCETDISA V7NN I NI TP ERELET . g:::' ./ "
OSAFIN

BEFE 0/VI>

SSL-VPNiZ#: CTIETOTPIC K BREFZIT D> CLET, (/\
TOTPEHHR— N B0AUthI S 7> NIc. @ C)
Step3TRITUIEE—TL Y hF— (2 —R) ZFHEL.
DA LR T— REFEITTCETDEIDICLTLIESEL,

X OAuthZ7=- 77> &, Microsoft Authenticator. @

Google Authenticator. WinAuth. Authy/a&ht L
ZEHUEY, BB H—E2FRY ND— .
VPN S.ervice
SSL-VPN Connection

M\
L §
|

BEFSATL ADTFUARY hD—0
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(8%) OAuthISA 7> FOBAP FUjiTSU

e Windows THIFHBIEERWInAuthMEAFEZFHELE I,

Flg 1 : WebR—= (https://winauth.github.io/winauth/download.html) 75
WinAuthz45 D> O0—RUTLESLY,

€ WinAuth

Portable open-source Authenticator for Windows

Download

This program s free software: you can redistribute it and/or modify it under the terms of the GNU General Public License as published by the Free Software Foundation
either version 3 of the License, or (at your option) any later version

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even the implied warranty of MERCHANTABILITY or FITNESS FORA
PARTICULAR PURPOSE. See the GNU General Public License for more details

You should have received a copy of the GNU General Public License along with this program. If not, see hil

Clicking any of these links or downloading the WinAuth software constitutes unconditional agreement and acceptance of this

WinAuth Version 3.5
This is the latest stable version of WinAuth.

WinAuth 3.5.1 (2016-06-07)

D26CCCEADFICBISCI. WinAuth exe MDS: 3CBB42FF68C4822F CEOBT:

(Windows 7 /8.x/ 10 requires Microsot )
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(8%) OAuthISA 7> FOBAP FUjiTSU

FIE2 : Fo>0O0—RUIzipTd 7))L &HFERL. WinAuth.exeZi2&# L TIZE0N,

FIE 3 : WinAuth.exeZz&EE#I L. [Add] — [Authenticator] Z2Uw O ULTLIEEL,

WinAuth

Click the "Add" button to create or import your authenticator

Add Authenticator O

Google
Microsoft
Battle.Net
Guild Wars 2
Glyph / Trion

Gméspu o

Steam

=  Import...
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(8%) OAuthISA 7> FOBAP FUjiTSU

FlE4 : NamellEEDRBINVESRTE L. Step3TEISLIES —TOL Y h—Z AN UL TLIEEELY,

FIE5 : [Verify Authenticator] Z2'Jw 2o U.

[Verify the following code matches your service] (C6HIDT>F A LA T— R
RRESNDCEZMERTEZS [OK] ZOUwIULTLEZE0N,

- X

Add Authenticator

Name: Authenticatorl

1. Enter the Secret Code for your authenticator Spaces don't matter If
you have a QR code, you can paste the URL of the image instead.

Decode

2. Choose i this is 3 time-bazed or a counter-basad autherticator If
you dont know, it's likely time-based, so just leave the default choice

®) Time-based Counter-based
3. Click the Verify button to check the first code.
Verify Authenticator

4. Verify the following code matches your service

oK Cancel
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(%) OAuthI>5A17> bDEAH

UF. wBOSCTEELTLZE=W, ER)

FlE6 : >—UL v bhF—2/{RT—-RTHRET D
FERED/IRDT— REFHELTIZS0,

\ENHBiHE(E. Password. Verify(C

Protection
Select how you would like to protect your authenticators. Using a password is strongly recommended, otherwise your
data could be read and stolen by malware running on your comptter.

(W] Protect with my own password
Your autherticators will be encrypted using your own passy
WinAuth. Your authenticators will be inaccessible if you forget your password and you do not have a backup

word and you will need to enter your password to open

Password |

Additionally, you can protect and encrypt your data using the built-in Windows account encryption. This will lock your
authenticators to this computer or user so they cannot be opened even if the files are copied. You MUST turn this off if
you are going to reformat your disk. re-install Windows or delete this user account.

[_] Encrypt to only be useable on this computer

[7] Lock with a YubiKey

Use Slot Configure Slot

OK Cancel
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e FUjiTSU

® SSL-VPNIERE TS+ 7> MUD RIS ZEREE £HELET. L o E‘ E‘
O A S
DSATN, g =/
LT DDigiCertdHPHS, CASEBAE & LT R
JL— NEEBAZE [ DigiCert Global Root G214 >0O—RUZEY, ﬂ
https://www.digicert.com/kb/digicert-root-certificates.htm @ C)

SHAT Fingerprint: DF.3C:24:F9BF.D6:66.76:1B:26:80:73:FE-06:D1:CC8D:AF 82:A4
Download PEM | Download DER/CRT SHA256 Fingerprint: ¢8:3c:CB:87-60:31 £5£0-13:8F-8D-D3:0A 23:F0-DE-47 FF-C3:SE43.C -1 4:4C-EA 27-DA:6A:54 B1-08:-5F
Demo Sites for Root: Active Certificate expired revoked @

REEIL—5

BEZEY-—EXRY bD—0

VPN Service

DPEDOFIETHIBIT B8, SSL-VPN Connection

V3
J7 )&% Tca.crt] [CUR—LALTIREN, E ~

?

BEFSATL ADTFUARY hD—0
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https://www.digicert.com/kb/digicert-root-certificates.htm

e FUjiTSU
A

Secret Ke S R
Flcloud/R—&ILh 5051 7> NEHEEEELET . on '\ / .
FHEUTOURLZSEBLTLIZEU), PRSI =
https://doc.cloud.global.fujitsu.com/lib/common/ijp/FICS General BEMR )3
ja/FJCSPortal UserGuide ja/section3-3/# 15 CfB (/\
O O

547> NEBEZEEUSE. OpenVPNIS A 77> NCTHET B28
openssIIN > RZAWNWTpemEEAAZH L, WEEZMH UFET . @

BB H—E2FRY ND— .
VPN Service

SSL-VPN Connection
V3

- SERRERRDZEE

openssl pkcs12 -in <251 77> MEEBAZE > —clcerts —nokeys —out client.crt
- MBSO

openssl| pkcs12 -in <251 77> MEEBAZE > —clcerts —out client.key

openssl pkcs12 -in EndUser.p12 —clcerts —nokeys —out client.crt
openssl pkcs12 -in EndUser.p12 —clcerts —out client.key ?

BEFSATL ADTFUARY hD—0

X RITIBDLEE(C/RDT— REERE=NZF T,
S ZRITI DRICHE LU/ \RDT—RZADULTLIZE0,
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Step6 : IS4 7> hDBE FUjiTSU
A

® SSL'VPN?&%‘%OE%?) l\ (OpenVPNaf’rT\/ I\) Secret Key ) S4TSR CASERRE
EAZAN—ILLET, Oon o/
_Oauth —

_ N . TIMT Nm @/tyj)
OpenVPNISA 7> el TFh549 T2 0—-RUT, e
DSAT> NERICA VA R=)LLTL RS0, (/\
https://openvpn.net/community-downloads/ @ C)

Version(ZO0penVPN 2.6.10ZCFIAZE0N,

DS5AT7 > bDA A —)L1&. Step5THE@UI/Z @

BZEAZEZFIED I A IS [THEM UL T IS0, AL —5
e CAZIEBAZE (ca.crt)
o US4 77> NEBAZE (client.crt) =
o USA 7> MMbE#(client.key) M\

% OpenVPNISA 77> hDF T 4 )L SOIERBEIEHISFT (. ?

C:¥Program Files¥OpenVPN¥config Td, |

BEFSATL ADTFUARY hD—0

BEZEY-—EXRY bD—0

VPN Service

SSL-VPN Connection
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https://openvpn.net/community-downloads/

Step7 : {BREE D 7 1 LOVER FUjiTSU
M = =

] SS L'VPN}%%‘%T*U}EH 3_5 Secret Key . DSAT> N CAGEERE
DSAT > NEGRE D 7 (Ve UET, on &/,
au —
UFOB>IINF>FL— b ms8B LT, 77 N avvaz m -
g E J 7 1)L (HLRsRF (" Ovpn") ZERR U openvpn
C:¥Program Files¥OpenVPN¥config (/&L TS IZ &0\, CfB C)
client
dev tun
proto tcp
remote XXX.XXX.XXX.XXx 443 X1
resolv-retry infinite
nobind
auth-user-passstatic-challenge pin otp %2 REL—2
Persist-key BRE H—EZRY hD— .
Persist-tun VPN S.erwce
ca ca.crt %3 : )
cert client.crt %3 SSL'VPN\%?””EC“O”

ncp-ciphers AES-128-CBC '

key client.key X3
remote-cert-tls servercipher AES-128-CBC [ \

%1 SSL-VPN V3dDexternal_addresszi8FEL T EE0N, |
%2 DA LR T— RZ2FAITDIHBEFEEH L TS, BRESAFL AFF ARy NI
%3 B —/)GEBEDCAEHE. U541 77> NIEBRE. WERRED

WIS ZIBE L TS IZE0,
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— ©
Step8 : SSL-VPNiEHRZITD FUJITSU
M = =

® SSL‘VPN}%%'}:EU%'?—}L \ijo Secret Key ) ISATU CASIBR=
% \—/ ELiES

Oauth
527 NLA (83 0penVPNTA D> %A U 7L, 557 gmors ()0
M85 ZBRUL T RS0, e g
>+ ISR T — REEHC L TN BIBE. @

I—YFEIZERSNFT T,

1—H5% J1—YID
JCRO— K ¢ 724 @
LR R 1 OAUthISA 7> R TRITUR D291 L) (R D— R @

RIIL—~

BEE YLy RD—0 .
= chient VPN Service
i . :
BExR [ 2-¥-%&Wy SSL-VPN Connection
AT IADFT [ tao-rer |l : V3
nJoET - N\
FEDEE
REESNLIAT-RESUT LRt '
Import 5 Clan—FERES)
HE .. 0K(0) FpUIl(C) |

’r
BEFSATL ADTFUARY hD—0
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SSL-VPN V3 ConnectionTDT Y = 3 > 2iki& FUﬁTSU

® SSL-VPNIEZmZDTZ WS 3 > %= 255(K)ETHEIT DIHEE. NILITFTIIICHREL
ahtE<rEau,
% SSL-VPN V2 Connection®tzw >3 > disgA T3>
(1Ox70>3>Hzn2ssttvs32) BH

e NILIFTROBITEY 23 >8R (RARKRHER#255) ZERERWNZLET,
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SSL-VPN V3 ConnectionflBED c3I IS0 —5F1 >0 FUﬁTSU

® SSL-VPN V3DIERHRELT D

® VPN Service. SSL-VPN V2DIRREZ CHEER L T2\,

1D?DVPN ServicelZxt L. SSL-VPNIFZ1DDHEREBIRET I .
SSL-VPN V2HEETE S TLVBVPN Service(CSSL-VPN V3Z{ERL TE/RLVZ&. SSL-VPN V2ZHIBRL TS IZE L\,

® SSL-VPN V3NDEHIMNKIT D

® OpenVPNISA 77> hDIN—23 > 72 RIS,

REEEH/\—>3 (%, [2.6.10] T,
NP DIN=Z 3> TEEFI DRIEEM IS D FIN. RIRIEL/RD) [2.6.101 ZFIAL TS0,

o EHI—HDI—UL v hF—DRITZCHRLIIZEU,

DA LIRT— RICKDER CTIE, I—TFTLICERDE—TL Y bHF—ZRHITIDRENDDET.
RIZDI—INFEITULES—TL Y hF—(CLKBTUHAL/IIRDT— R2FHITD & ERCKRMUET,

o OAUthO S A 7> hZEMES B TLV\ DR DIFLIEIHAZ CHER < 20N,

TOPTAR—RDfeHimARDEFLNKIE(CTNTNDIHEE. EECTIALIRDT— RZEFEITTEEFEA,
BZREEZIT O e s BEDAA LI\ RD— ROFT, #EiaiitL TS0,
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Thank you
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