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YEREHD IPCOM VA2 15, ARIED — )\ A—-S2/ER T 22LIFTEFE A

11

SDK-WEB&DAI>O0—-RUEES1-)L(E. IPCOM VX2_ETOEEDHFTR—
NUTWE T, IaaSA> IS5 EICT. SDK-WEB&LDA>O—RURES 1-)LICLD
A ZAN=B LUV T T — M ERBURWTEE0,

12

Web77t 5L —3a #EES JUHTTP Keep-AliveBRIDEEIERT 315
A, DEFTROWebY —/\OHTTPOKeep AliveisSEZBINCL TS,
L ECHRERERLR VMBS, Keep Alives&EREERNICL TS,

SEH(E, [TIPCOM EX SN-X1—HY-XHAR] 2-6-4-4 IFVEADE
AR EESRUTIZE,

13

IPCOM VA2(&, IL—N-DZE(CHIELTOEEA,

U
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(*1)BEEIE 7 OFHM : X597 —TBEOREONT
X597 —IBIEEIE. ARIBY ) VEIRB T BEE(C Taas MHRAT BRI — (AT~ TOFL)DSH—RTPDFE—1IR
18— (KA N BEDT SRS T B DBERIELET .

................................................................................................

BackNetwork _EDARIEY — /Ui XFT7—F1BIE T 21hlc. AT OEENMNEERDE T, UFDRECT EZEOARE
NEFNTHDEFIDT. I EHTEL TLZEL, (K 2-2)
@® RfBIL—4¢ BackNetwork By MeiEfcd 3
Q@ AR —FCRATAYIN—T1 I %BINT S
® destination : BackNetwork @ CIDR
® nexthop : IPCOM VA2 LS lan0.0 O IP 7RL-A
® RIBIL—AD FW (GXETT/iEEST IP H BackNetwork DEDERIEDZRTEI D

FrontNetwork BackNetwork ManagementNetwork
192.168.100.0/24 192.168.110.0/24 192.168.120.0/24

lan0.0
192.168.100.10

L REOM-AnL
LS primary

WebServerl

192.168.120.1

168.100.20
lan0.1 ethd

IPCOM VA2 |is2.168.110.2 WebServer2

LS secondaryjano.2
192.168.120.2

ZFARTITORD. REIL—IhSBackNetwok A DEZEDEE
FETFWTEIELEY,

@AHIT(ZBackNetwork \OBEETHIPCOM VA2 LS ]

EFETNELE, BackNetwork®@H J 7w b F(c#Ha3
A8 — ) O AT B FAE TEE A,

( @ (R8I —FEBackNetworkH T4y MOIEHILET , |
otho f @ [RABRouterl RFT I~ 7 A HENLET.

AATAVIN—T AN LT — S DROH
IPCOM VA2 LS®lan0.0[C#EENnEg

lr<reo~— |

2-2 : laaS LtOXIT—HBIEDETE
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2.4 AETIERRT DS AT LB
PABFDETI(E. [aaS £ T IPCOM VA2 ZE AR AT LADRTEFEZBHELTHBNTUTENET . ABH[ZSE(CL. 18
BERATOWEW B 2-3 [C. RE TR I 2 AT LB ZRUET .
AR Z1T7IVEEERUIZBFILIORERLICBEL TIE, IPCOM EX SN—-XBHIERSUC TaaS =17 ESBIZEL,
API TEFT 3T A > MO DOWT, ABEDERBATE T se DR 2L THEDET . IV RRA>MCDWTIE [aaS ¥=1
7\ TSRS,
® $COMPUTE : compute H—EZDI > RRA> b
® $NETWORK : RyRNI=IH—-EZADI> RRA> b
® $0OS_AUTH_TOKEN : BYSUIZ API DR=7T>
® $PROJECT_ID : :#&EI3/0Z17MD ID

FrontNetwork BackNetwork ManagementNetwork
192.168.100.0/24 192.168.110.0/24 192.168.120.0/24
DafaultGateway DafaultGateway DafaultGateway
192.168.100.1 192.168.110.100 A,

lan0.0
192.168.100.10

IPCOM VA2 [192.168.110.1
LS primary 192.168,120

eth0:192.168.110.30

WebServerl

:192.168.110.100

IF1=192.168.100.1 o AFRIPF /R :1192.168.100.100

{RIBIP7FL-:192.168.100.200
n0.1 O -

" :192.168.120.100

IPCOM VA2 |192.168.110.2

LS secondaryjno2
lan0.0
1a9nz.168.100.20 192.168.120.2

Internet

IPCOM VA2
lan0.0 SC lan0.1
192.168.100.30 192.168.120.
eth0:192.168.110.40
— WebServer2
R<FHR
B0
eth0 4&1*1:1\-5- }\ ethil
192.168.100.40 192.168.120.
XARTARIRABY —/UE IPCOM VA2 X277 ADREZEBELTHENET.

%IPCOM VA2 SC (IARZEHICHLT DNS H—/{ELTOER/EBNLTENET,

2-3 : IaaS £® IPCOM VA2 &0 AT LERK
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£ 38 (HERElRE%ER

AET(L IPCOM VA2 {ERRRTIC E LR DIRBERIFRR(COVTEHRALE T,

3.1 RIERY NI —IDAERL
SZAFTLTHIAT T IAN- Ry NI - D% ERLET .

@ IaaSR—=FINBREBRY NI IR BIEF TERBLET . (K 3-1)

ARy NI — VR

© ®Exyro-y (2] (3] D
AZ jp-east-1a AZ o
BBy NI—H% FrontNetwork
BERRE up v
/N

3-1 : {RIEFRY ND—J{ERRIEIE

@ Subnet. Gateway DEREZITVE T, (K 3-2)

{RAE2Y RI—HER

@ wEFIRI-Y 0 47zt (3] 4
YT Ay MER 3 -
Y rwbs FrontSubnet
E@#yhI—HPFLR * 192.168.100.0/24
(v 51D
H—-bord ) -
H—boz{IP 192.168.100.1 X

3-2: BIRYM U= hIT1DFREH!
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® FMER >Ry MERZEITIHE. DNS Z%ELE Y, (K 3-3)

(RIBRY NI~ HER

@ EErNI-5

DHCPEHF

IPPRLAZINT -1

DNSH—)U

ENON—MEE

@ vJzuh

© vTwbam

=i

=1l

133.162.193.9

133.162.193.10

=1l

Destination

=1l

3-3 : DNS s=EHI

MNexthop

FEROFIET, B 2-3 O ATLRERRIHE 3 DTFAN- MRy NI—-D%/ERRLET

[y hT—=241]

® FrontNetwork
» NetworkAddress
> GatewayIP

® BackNetwork
» NetworkAddress
> GatewayIP

® ManagementNetwork
» NetworkAddress
» GatewayIP

:192.168.100.0
:192.168.100.1

:192.168.110.0
:192.168.110.1

:192.168.120.0
A
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3.2 {RABIL—HDIERK
AHEB G R OARABIL — 5 =R L E T

O BRIV —5ZVERRLET . #24E(& API TITOTCZEW, (K 3-4)
IR REBI

[root@K5-Host 1# ROUTER_NAME=Ext-Router 3¢1

[root@K5-Host 1# AZ=jp-east-1a %2

[root@K5-Host 1# curl —s $NETWORK/v2.0/routers —-X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type:
application/json” =d ' {"router”: {“name”: “" $ROUTER_NAME' “, “tenant_id”: “" $TENANT_ID'”, “availability_zone”:
" $AZ 7Y | da .

X1 BREINFEETHEELTLESL,
%2 1ERED AL BERELTLESLY,

SEITHESRAI

{
“router”: |

“status”: “ACTIVE”
“external_gateway_info”: null,
“name”: “Ext-Router”
“admin_state_up”: true
“tenant_id”: “a6alfe34ade6447d8487ea8225db64ced”
“id”: "758dc549-2020-4492-b0ef-994eafcad4901”
“availability_zone”: “jp-east-1a”

3-4 : ARIEIL—HDVERKA

@ RN —AZVERR1E. 42— T1—ADVERB SLMRAEIL —AIND T AYFZ21TVE T ARIEIN—FDA > —J1— AT D
&£I(C API TYERULE T
B (>H-J1—2 1 OFERk (X 3-5)
> HJxwh : FrontNetwork ((FREI 35 7%y b
> IP7RLR : EE(T—bhJ1A IP ZHERLFT)
X R4

[root@K5-Host 1# PORT_NAME=FrontSubnetRouterPort 31

[root@K5-Host ]# NETWORK_ID="FrontNetwork @ ID”

[root@K5-Host 1# SUBNET_ID="FrontNetwork M+ J % k ID”

[root@K5-Host ]# FIXED_IP_ADDRESS=192.168.100.1 3%2

[root@K5-Host 1# AZ=jp-east-l1a %3

[root@K5-Host 1# curl -s $NETWORK/v2.0/ports -X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type:
application/json” -d ' {"port”: {"network_id”: “" $NETWORK_ID' “, “name”: "’ $PORT_NAME' “, “availability_zone”:
"' $AZ’ ", “fixed_ips”: [{“subnet_id”: ” $SUBNET_ID'”, “ip_address”: “’ $FIXED_IP_ADDRESS “}1}}" | jq .

X1 [EE] &AIEEETEELTLEEL,
%2 [EE] R—FDIP7RLRBRERTT. (F—hrozA IPEHELEY)
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%3 [EE] EREDAZ BEIBEL T,

SAITHERG

{
“port”: {
“status”: “DOWN”
“name”: “FrontSubnetRouterPort”
“al lowed_address_pairs”: [],
“admin_state_up”: true
“network_id”: “0ffaf902-a320-44d7-a%ac-0d3722e71538”
“tenant_id”: “abalfe34ade6447d8487ea8225db64c4”
“binding:vnic_type”: “normal”
“device_owner”: “”
“mac_address”: “fa:16:3e:85:f2:XX"
“fixed_ips”: [
{
“subnet_id”: “44ad230c-df0c-4¢T8-b670-b5abf40a9120”
“ip_address”: “192.168.100.1”
}
]
“id”: "25daf8e8-4340-4aac—bcc9-21¢9dcfe7683”,
“security_groups”: [
“a74dbc40-1e75-4t20-a014-133b6c933b17”
1
“device_id": ",
“availability_zone”: “jp-east-1a”
}
}

3-5 : FrontNetwork FBDA>45—-J1—X 1 OVERLA

B (>5-J1-R1 ZAREIL-HCTIFLET . (K 3-6)

mESAN

[root@K5-Host ~1# ROUTER_ID="{Emk L f={x#8J)L—% D ID”

[root@K5-Host "1# PORT_ID="4#E Lf=/ >4 —27z—X 1 ® ID”

[root@K5-Host “1# curl —s $NETWORK/v2.0/routers/$ROUTER_ID/add_router_interface -X PUT -H “X-Auth-Token:
$0S_AUTH_TOKEN” -H “Content-Type: application/json” —-d ' {"port_id”: " $PORT_ID'” } | jq .

SEITHESRAI

“subnet_id”: “44ad230c-df0c—4¢f8-b670-bbabf40a9XXX"
“tenant_id”: “abalfe34a4e6447d8487ea8225db6XXX"
“port_id”: “25daf8e8-4340-4aac—-bcc9-21c9dcfe7XXX”
“id”: "758dc549-2020-4492-b0ef-994eafcadXXX”
“availability_zone”: “jp-east-1a”

3-6 : FrontNetwork BBDA>4A—-J1—X 1 ZARAEIL —H(C Ty F

-19 -




B A(2A-J1—-R 2 DERYR (X 3-7)
> HBJRyh : BackNetwork (CFIEI3H TRy bk
> IP7RLR : ER(T—MJ1A IP ZHEERLED)
XA>H—-TJ1—2 2 (3 WebServer ' X497 -4 T0F S EBIE T 2O BER DT FRTEL TS

IR

[root@K5-Host 1# PORT_NAME=BackSubnetRouterPort 3%1

[root@K5-Host 1# NETWORK_ID="BackNetwork & ID”

[root@K5-Host 1# SUBNET_ID="BackNetwork @+ J v k ID”

[root@K5-Host 1# FIXED_IP_ADDRESS=192.168.110.1 32

[root@K5-Host 1# AZ=jp-east-1a %3

[root@K5-Host 1# curl —s $NETWORK/v2.0/ports -X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type:
application/json” -d ' {"port”: {"network_id”: “" $NETWORK_ID' “, “name”: "’ $PORT_NAME' “, “availability_zone”:
" $AZ ", “fixed_ips”: [{“subnet_id”: “" $SUBNET_ID’”, “ip_address”: “’ $FIXED_IP_ADDRESS' “}1}}" | ja .

X1 [EE] ABIFEETHEELTESEL,
%2 [EE] R—FOIP7RLRFERETT.,. (F—hrozA IPEHELET)
3 [EE] EREDAZBEBEL TS,

SEITHESRAI

{
“port”: |
“status”: “DOWN”
“name”: “BackSubnetRouterPort”
“al lowed_address_pairs”: [],
“admin_state_up”: true
“network_id”: “58f7f0ed-3b9¢c-4694-82a1-22326bafad44”
“tenant_id”: “abalfe34a4e6447d8487ea8225db64c4”
“binding:vnic_type”: “normal”
“device_owner”: “”
“mac_address”: “fa:16:3e:db:4b:XX”
“fixed_ips”: [
{
“subnet_id”: “5582755b-8480-4ccf-baac-3c2ddfc74eal”
“ip_address”: “192.168.110.1”
}
1
“id”: "99472b16-feb6-45a4-9678-376eb160a311”
“security_groups”: [
“a74dbc40-1e75-4120-a014-133b6¢933b17”
]
“device_id": "
“availability_zone”: “jp-east-1a”
]
}

3-7 : BackNetwork DA >4 —J1—2X 1 OVERKSI
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B (25-J1-R 1 ZARIEI-HCTHYFLET . (K 3-8)

IR

[root@K5-Host ~1# ROUTER_ID="{R#8)L—% D ID”

[root@K5-Host “1# PORT_ID="4 > &% —2xz—X2® ID”

[root@K5-Host “1# curl —s $NETWORK/v2.0/routers/$ROUTER_ID/add_router_interface -X PUT -H “X-Auth-Token:
$0S_AUTH_TOKEN” -H “Content-Type: application/json” —=d ' {"port_id”: " $PORT_ID'” } | jq .

SAITHERGI

“subnet_id”: “5582755b-8480-4ccf-baac-3c2ddfc74eal”,
“tenant_id”: “abalfe34a4e6447d8487ea8225db64c4”,
“port_id”: “99472b16-feb6-45a4-9678-376eb160a311”
“id”: "758dc549-2020-4492-b0ef-994eafcad447”

“availability_zone”: “jp-east-1a”

3-8 : BacktNetwork FADA>A—J1—R 2 ZARIEI —H(CTAVF

RIEIL—FREZRATA > —FYNITIERT 328 AREIN—IDT — hITARE THHEMRAEBRY b - I %R ELET .
(X 3-9)

mESAN

[root@K5-Host ~1# ROUTER_ID="4Emk L f={x#8IL—%2 D ID”

[root@K5-Host ~1# EXT_NET_ID="4O—/NJL IP Ry kT—4 D ID” X1

[root@K5-Host “1# curl —i  $NETWORK/v2.0/routers/$ROUTER_ID -X PUT -H “X-Auth-Token: $0S_AUTH_TOKEN” -H
“Content-Type: application/json” -d ' {“router”: {"external_gateway_info”: { "network_id”: ”" $EXT_NET_ID" “}}}’

X1 AFITIE inf_azl_ext-net02 £iEE LE T,

SEITHESRAI

HTTP/1.1 200 Gonnection established

HTTP/1.1 200 OK

X-Fcx-Endpoint-Request: EXECUTED_REQ004731206_200
Date: Fri, 14 Apr 2017 14:11:21 GMT

Server: Apache

x—-openstack-request—id: regq-f69b24b6-3e0d-41fc-a7d0-d5c33ecf78al
Cache—Control: no-cache

X-Request-Id: 2511c4fa-3e9e-4b25-ba01-c51e39e00124
X-Runtime: 1.491000

Connection: close

Content-Type: application/json;charset=UTF-8
Content-Length: 303

{“router”: {"status”:“ACTIVE”, “external_gateway_info”: {"network_id”:”6516b3b1-1c8c-46da-8bc5-c12f4602817¢”, ~
enable_snat”:true}, “name”:“Ext-Router”, “admin_state_up”:true, “tenant_id”:"a6a7fe34ade6447d8487ea8225db64c4”
,“routes”: [1, ”id”:”758dc549-2020-4492-b0eT-994eafca9447”, “avai labi l ity_zone”:” jp-stgla”}}

3-9 : IRIBIL—HDY — NITAEIE THEMRAERY ND — V7% 3% TE
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3.3 F-R7IONT
IPCOM VA2 (FF—RP(CHIGL TORU s, FERRUIZF—RTEFIAL T 0J1ETEE A,
ZDfes. F-R7[FEIDHTEULRCTUBLER A,
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3.4 tF1UF1II—-TOVER
IPCOM VA2 OtF1)F4 I —T=VERRLFE T . API TUATEFEMMEL TEELN,

@® IPCOM VA2 BottaU74JIL—T=VERLET . (K 3-10)
O3> R4

[root@K5-Host ~1# SG_NAME=ipcom-va2-SG 1
[root@K5-Host ~1# curl —is $NETWORK/v2.0/security-groups —X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” —H
“Content-Type: application/json” —=d ' {“security_group”: {“name”: " $SG_NAME “}}’

X1 [EE] REIXEETEEL T EZSL,

SEITHESRAI

HTTP/1.1 200 Connection established

HTTP/1.1 201 Created

X-Fcx-Endpoint-Request: EXECUTED_REQ010721482_201
Date: Thu, 20 Apr 2017 12:12:05 GMT

Server: Apache

x—openstack-request-id: req-18e2a7fc-6148-40a7-95fd-dd7d59d648d2
Cache—Control: no-cache

X-Request-1d: 81df35d3-58fc-49dd-b6e4-41bb1e58abaf
X-Runtime: 1.212000

Connection: close

Content-Type: application/json;charset=UTF-8
Content-Length: 822

{"security_group”: {"tenant_id”: “77b97024974140c921bb40834a383d0”, “description”: o “name”:
“ipcom-va2-SG”, “security_group_rules”: [{“remote_group_id”: null, “direction”: “egress”, “remote_ip_prefix”:
null, “protocol”: null, “ethertype”: “1Pv6”, “port_range_max”: null, “security_group_id”:
“80b6deee—c4a8-4¢33-805c-daf15¢11786a”, “port_range_min”: null, “tenant_id":
“77097024974140¢t921bb40834a383d0”, “id”: “6b19ca09-cf4b-4b68-b8e7-117dc2db73e7”}, {“remote_group_id”: null
“direction”: “egress”, “remote_ip_prefix”: null, “protocol”: null, “ethertype”: “IPv4”, “port_range_max”: null,
“security_group_id”: “80b6deee—c4a8-4¢c33-805¢c—daf15c11786a”, “port_range_min”: null, “tenant_id”:
“77097024974140ct921bb40834a383d0”, “id”: “b611e02f-dff0-413d-80a5-5e5b3fdfa7bb”} ], “id”:
“80b6deee-c4a8-4c33-805¢c-daf15¢11786a"} }

3-10: IPCOM VA2 BT+ 1717 —T=/ERk

@ ERRULIZEF 154N —T DI -V ZTEERLES . API TUUTFZZEML TZEW, IPCOM VA2 (FRIEBT FW DF%
EZITID ABITEAT ORI -V ZZELTENET

(#E52)L—)L)

egress IPv6 - (£5F0])

egress IPv4 - (£3F0])

ingress IPv4 icmp 0.0.0.0/0 (£35%])
ingress IPv4 tcp 1-65535 0.0.0.0/0(&5F9])
ingress IPv4 udp 1-65535 0.0.0.0/0(&F7])
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ingress IPv4 112 (VRRP) 0.0.0.0/0(&:F7])

%112( VRRP)ITURILMEEZFER T 21555502 TIEaV, 2. legress IPv4 - (£3F0]) IZ&ELR
WA, legress IPv4 112 (VRRP) 0.0.0.0/0(23F ) [#BZEL TR,

XIPCOM VA2 NEBT FW #Ee2BL TV e, TF1UT1JI—T (32 THRILED,

B tcp Z2CGEFAI 92—V ZERR L. BRLET., (3-11)

IR

[root@K5-HOST 1# DIRECTION=ingress

[root@K5-HOST 1# PROTCOL=tcp

[root@K5-HOST 1# MIN_PORT_NUM=1

[root@K5-HOST 1# MAX_PORT_NUM=65535

[root@K5-HOST 1# REMOTE_IP=0.0.0.0/0

[root@K5-HOST 1# SG_ID="#km Ltf=tzF )T 1 /L—T®D ID”

[root@K5-HOST 1# curl -s $NETWORK/v2.0/security—group-rules -X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H
“Content-Type: application/json” -d ' {“security_group_rule”: {"direction”: “ $DIRECTION' ”, “port_range_min”:
" $MIN_PORT_NUM", “port_range_max”: " $MAX_PORT_NUM’ , “protocol”: “" $PROTCOL’ ”, “remote_ip_prefix”:
“" $REMOTE_IP' ”, “security_group_id”: “" $SG_ID'“}}" | ja .

SEITHESRAI

{

“security_group_rule”: {
“remote_group_id”: null,
“direction”: “ingress”
“protocol”: “tcp”
“ethertype”: “I1Pv4”
“port_range_max”: 65535
“security_group_id”: “80b6deee—-c4a8-4¢c33-805c-daf15¢c11786a”
“tenant_id": “77b97024974140¢t921bb40834a383d0”
“port_range_min”: 1,
“remote_ip_prefix”: “0.0.0.0/0”,
“id”: "688a124f-d2d8-433f-9¢50-0670c1f4fabc”

3-11:tcp FFRL—ILERk

B udp 22 TFFEI 92— ztErkL. BARLET, (K 3-12)

IR

[root@K5-HOST 1# DIRECTION=ingress

[root@K5-HOST 1# PROTCOL=udp

[root@K5-HOST 1# MIN_PORT_NUM=1

[root@K5-HOST 1# MAX_PORT_NUM=65535

[root@K5-HOST 1# REMOTE_IP=0.0.0.0/0

[root@K5-HOST 1# SG_ID="#km Lf=txa T« JIL—TD ID”

[root@K5-HOST 1# curl —s $NETWORK/v2.0/security-group-rules -X POST -H “X-Auth-Token: $0S_AUTH_TOKEN" -H
“Content-Type: application/json” -d ' {“security_group_rule”:{"direction”: " $DIRECTION' ”, “port_range_min”:
" $MIN_PORT_NUM', “port_range_max”: " $MAX_PORT_NUM" , “protocol”: “" $PROTCOL" “, “remote_ip_prefix”:
”" $REMOTE_IP’ ”, “security_group_id”: " $SG_ID'"}}" | ja .
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SATHERGI

{

“secur ity group_rule”: {
“remote_group_id”: null,
“direction”: “ingress”
“protocol”: “udp”
“ethertype”: “IPv4”
“port_range_max”: 65535
“security_group_id”: “80b6deee—c4a8-4c33-805c-daf15¢c11786a”
“tenant_id”: “77b97024974140¢t921bb40834a383d0",
“port_range_min”: 1,
“remote_ip_prefix”: “0.0.0.0/0”,
“id”: "a3401741-Taed-4fd2-bbca-Tf8a373ef7bc”

3-12:udp FFRIL—)VZERK

B icmp Z2CGFRI 92—V Z/ERRL. BRAULEFT . (K 3-13)

IR 51

[root@K5-HOST 1# DIRECTION=ingress

[root@K5-HOST 1# PROTGOL=icmp

[root@K5-HOST 1# MIN_PORT_NUM=0

[root@K5-HOST 1# MAX_PORT_NUM=255

[root@K5-HOST 1# REMOTE_IP=0.0.0.0/0

[root@K5-HOST 1# SG_ID="#em Lf=tF* U T4 5 IL—TD ID”

[root@K5-HOST 1# curl -s $NETWORK/v2.0/security-group-rules -X POST -H

“Content-Type: application/json” -d ' {“security_group_rule”: {"direction”:

" $MIN_PORT_NUM", “port_range_max”: " $MAX_PORT_NUM" , “protocol”:
“" $REMOTE_IP' ”, “security_group_id”: ”" $SG_ID'“}}" | ja .

“X-Auth-Token: $0S_AUTH_TOKEN” -H
“" $DIRECTION' “, “port_range_min":
“" $PROTCOL" “, “remote_ip_prefix”:

SEITHESRAI

“security_group_rule”: {

“remote_group_id”: null,

“direction”: “ingress”

“protocol”: “icmp”

“ethertype”: “IPv4”,

“port_range_max”: 255

“security_group_id”: “80b6deee—c4a8-4c33-805¢c-daf15¢11786a”,
“tenant_id”: “77b97024974140¢t921bb40834a383d0",
“port_range_min”: 0,

“remote_ip_prefix”: “0.0.0.0/0”

“id”: "becfbee7-a63c-459e-89e8-58b728da9c50”

3-13:icmp FFaNL—)LZ2/ER%
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B VRRP ZFFE] 32—V fEpkL. BRLFY . TTRICKEEZFIRETOISE . 1Fk) (X 3-14)

IR

[root@K5-HOST 1# DIRECTION=ingress

[root@K5-HOST 1# PROTCOL=112 1

[root@K5-HOST 1# REMOTE_IP=0.0.0.0/0

[root@K5-HOST 1# SG_ID="#ERLf=tFxa T4 IL—TD ID”

[root@K5-HOST 1# curl -s $NETWORK/v2.0/security-group-rules -X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H
“Content-Type: application/json” -d ' {“security_group_rule”:{"direction”: " $DIRECTION ”, “protocol”:
“" $PROTCOL’ ”, “remote_ip_prefix”: “" $REMOTE_IP'”, “security_group_id”: “" $SG_ID’"}}" | iq .

1 VRRPO 7B FaLBEBIEL 112 TY,

SITHESRAI

{
“security_group_rule”: {

“remote_group_id”: null,
“direction”: “ingress”,
“protocol”: 112,
“ethertype”: “I1Pv4”,
“port_range_max”: null,
“security_group_id”: “80b6deee—-c4a8-4c33-805¢c—daf15¢c11786a”,
“tenant_id”: “77b97024974140¢t921bb40834a383d0”,
“port_range_min”: null,
“remote_ip_prefix”: 70.0.0.0/0”,
“id”: “41e802e6-c883-4T4f-b71d-ed74d3778712”

3-14:VRRP el —)LZER%
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3.5 POFTPIAZTADEE

IPCOM VA2 NWTTREBMZHEDIZE(E. BRDIRAM ETEETDLIBLE I DHC. 7o F VI ZTADHEZITVE
ER

(X 3-15)

IR

[root@K5-Host ]# NAME=IPCOM_VA2_ServerGr

[root@K5-Host 1# POLICY="anti-affinity”

[root@KS-Host 1# AZ="1ERKSED AZ & 5l : jp-east-1a”

[root@K5-Host 1# curl -s $COMPUTE/v2/$PROJECT ID/os-server—-groups —X POST -H “X-Auth-Token: $0S_AUTH_TOKEN”

-H “Content-Type:application/json” —d ' {“server_group”:{ “name”: “ $NAME'”, “policies”: [ " $POLICY ” 1],
“availability_zone”: “"$AZ’“}} | jaq .

SEITHESRAI

{

“server_group”: {
“members”: [],
“metadata”: {},
“id”: “4a8bd960-688b-474f-83f9-e1ae72bf6cf6”,
“policies”: [

“anti-affinity”

1,
“name”: “IPCOM_VA2_ServerGr”

}

}

3-15: 7> F 7 I4ZT1DKTE
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£ 45 [LS/SCHARY —/NDIERK

ARET(E. IPCOM VA2 BLUEEEYS BARAEY —/ND/ERRFIBIC DV TEREALE Y.

CER]
AEBLVPRED IPCOM VA2 {REY - NDHEER, B9 2HENTOWSFIRESDICRIEL TSRSV,
FSTNPFIRZAFTHETIRMES. BRPD VA2 (REY-NEWEL LTEHREHSPOEL TEEL.

4.1 [LS)IPCOM VA2 DERK(LS primary)
IPCOM VA2 LS O primary &/ERLET . AP TEITL TR, (K 4-1)
Y>3

[root@K5-Host “1# VM_NAME=IPCOM_VA2_LS_primary 31

[root@K5-Host “1# IMAGE_REF_ID= “IPCOM VA2 LS @ ImagelD”

[root@K5-Host ~1# FLAVOR_ID=1101 %2

[root@K5-Host “1# VOL_SIZE=2 3

[root@K5-Host ~1# DEVICE_NAME=/dev/vda ¢4

[root@K5-Host “1# SOURCE=image %5

[root@K5-Host “1# DESTINATION=volume %6

[root@K5-Host “1# ISDELETE=1 37

[root@K5-Host ~1# INSTANCE_MAX=1 38

[root@K5-Host “1# INSTANCE_MIN=1 3¢9

[root@K5-Host ~1# NETWORK_ID1= “FrontNetwork @ ID”

[root@K5-Host “]1# NETWORK_ID2= “BackNetwork & ID”

[root@K5-Host ~1# NETWORK_ID3= “ManagementNetwork & ID”

[root@K5-Host ~1# SG_NAME= “T'SecurityGroup DYERXTHER LT-1 FIL—T4&”

[root@K5-Host “1# GROUP_ID= “Z U F 7 T4 =T 4 DERETHER LI IL—TID” %10

[root@K5-Host “1# AZ= “#EmkED AZ & 4l : jp-east-T1a”

[root@K5-Host ~1# curl -i $COMPUTE/v2/$PROJECT_ID/servers -X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H
“Content-Type:  application/json” -d ' {"server”: {"name”: “" $VM_NAME’ ”, “availability_zone”: " $AZ' ",
“imageRef”: 7, “flavorRef”: “"$FLAVOR_ID'”,  “block_device_mapping v2”:[ {"boot_index”: “0”,
“uuid”:” $IMAGE_REF_ID'”, “volume_size”: “"$VOL_SIZE'”, “device_name”: ' $DEVICE_NAME'”, “source_type”:
“" $SOURCE’ “, “destination_type”: “ $DESTINATION' “, “delete_on_termination”: "$ISDELETE'} 1 , “key_name”: “”,
“max_count”: ~ $INSTANGE_MAX', “min_count”: " $INSTANGE_MIN', “networks”: [{“uuid”: “" $NETWORK_ID1" "}, {“uuid”:
“ $NETWORK_ID2' “}, {“uuid”: ” $NETWORK_ID3’ “}1, “security_groups”: [{“name”:
”" $SG_NAME’ “}1}, “os:scheduler_hints”: {“group”: ”’ $GROUP_ID" "}}’

3% $COMPUTE [& compute H—E XD APl T2 KR4 ¥ FEIBEL T ZELY,
3 $PROJECT_ID [ ZFIFH®D Project @ ID #IBE L T 2L,

X1 [EE] &AIEEETEEL TS,

%2 [EF] REY—1N24 T IDETREESEIIZSL,
IPCOM VA2 1300 ; 1101(S-1) % L < (£ 2101(S2-1) WFhh EBIRL T 2Ly,
IPCOM VA2 2500 ; 1303(C-4) & L < (& 2303(C2-4) W EBIRL T 2Ly,

%3 [EE] MEEFHFDORY) 1 —AIX2BEETT,

X4 [EFE]

%5  [EFE]

X6 [E%E])
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X7 [{EZE] IPCOM VA2 DHEIFREFICAR ) 2 —AB IR AEEFEEL TS,
%8  [ERE]

%9 [ERE]

10 [EE] TRERZHECESE. EEL TS,

4-1: IPCOM VA2 DOYERK(LS primary)

4.2 [LS)IPCOM VA2 DERL(LS secondary)
IPCOM VA2 LS 0 secondary Z{ERLET . API TEITUTLIZEL), (K 4-2)

N> Rl

[root@K5-Host ~1# VM_NAME=IPCOM_VA2_LS_secondary 1

[root@K5-Host ~1# IMAGE_REF_ID= “IPCOM VA2 LS @ ImagelD”

[root@K5-Host ~1# FLAVOR_ID=1101 %2

[root@K5-Host "1# VOL_SIZE=2 %3

[root@K5-Host ~1# DEVICE_NAME=/dev/vda ¢4

[root@K5-Host ~1# SOURCE=image %5

[root@K5-Host “1# DESTINATION=volume %6

[root@K5-Host “1# ISDELETE=1 37

[root@K5-Host ~1# INSTANCE_MAX=1 %8

[root@K5-Host ~1# INSTANCE_MIN=1 %9

[root@K5-Host ~1# NETWORK_ID1= “FrontNetwork @ ID”

[root@K5-Host “1# NETWORK_ID2= “BackNetwork & ID”

[root@K5-Host ~1# NETWORK_ID3= “ManagementNetwork & ID”

[root@K5-Host ~1# SG_NAME= “T'SecurityGroup DYERTHER LT-1 FIL—T4&”

[root@K5-Host “1# GROUP_ID= “FZ U F 7 T4 =T 4 DERETHER LI IL—TID” %10

[root@K5-Host “1# AZ= “4ERk%ED AZ & #l : jp-east-1a”

[root@K5-Host ~1# curl -i $COMPUTE/v2/$PROJECT_ID/servers -X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H
“Content-Type: application/json” -d ' {“server”: {"name”: “" $VM_NAME' ”, “availability_zone”: " $AZ'”,
“imageRef”: 7, “flavorRef”: “" $FLAVOR_ID'”,  “block_device_mapping v2”:[ {"boot_index”: “0”,
“uuid”:” $IMAGE_REF_ID’'”, “volume_size”: " $VOL_SIZE'”, “device_name”: ' $DEVICE_NAME ”, “source_type”:
“" $SOURCE’ “, “destination_type”: “ $DESTINATION' “, “delete_on_termination”: '$ISDELETE'} 1 , “key_name”: “”,
“max_count”: * $INSTANGE_MAX', “min_count”: " $INSTANGE_MIN', “networks”: [{“uuid”: “" $NETWORK_ID1" "}, {“uuid”:
“ $NETWORK_ID2' “}, {“uuid”: “ $NETWORK_ID3’ “}1, “security_groups”: [{"name”:
“" $SG_NAME’ “}1}, “os:scheduler_hints”: {“group”: ”’ $GROUP_ID" "}}’

% $COMPUTE (% compute % —ERD APl T KR4 > FHIBELTLFEFELY,
3¢$PROJECT_ID IZ ZFIFHD Project ® ID ZIEE L TLIE &Ly,

X1 [EE] BHEEETHEELTESL,
%2 [EF] REY—I\24TIDIX, TieZdSBIEIL,
IPCOM VA2 1300 ; 1101(S-1) £ L <X 2101 (S2-1) LWIFnMZEEIRL TL S,
IPCOM VA2 2500 ; 1301(C-4) ¥ L < (% 2301(C2-4) WIFnMmZEEIRLTL S,
%3 [Ex] PEEBBORY 1 — L% 208 EETY .
x4 [EE)
X5 [EE)
%6 [EF)
X7 [EE] IPCON VA2 DHIRESISH Y 1 — AL HIRT BBABELT &L,
%8 [EE)
%9 [EF)
%10 [EE] TESREACEE, EELTEEL,

4-2: IPCOM VA2 DOYERK(LS secondary)
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4.3 [SC)IPCOM VA2 OYER%(SC)

IPCOM VA2 SC ZAERLE S s 7> F 7 T4 ZTATIER I BDT. API TEITUTZEL (X 4-3)

IR

[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host

“Content-Type:

“imageRef”:

“uuid”:” $IMAGE_REF_ID" ”,
“"$SOURCE' “, “destination_type”:
“max_count”: '
“" $NETWORK_ID2' “}1,

“1# VM_NAME=IPCOM_VA2_SC 31

“1# IMAGE_REF_ID= “IPCOM VA2 SC @ ImagelD”

“1# FLAVOR_ID=1101 %2

“1# VOL_SIZE=2 %3

“1# DEVICE_NAME=/dev/vda 4

“1# SOURCE=image 5

“14# DESTINATION=volume 6

“1# ISDELETE=1 7

“1# INSTANCE_MAX=1 <8

“1# INSTANCE_MIN=1 9

“1# NETWORK_ID1= “FrontNetwork @ ID”

“1# NETWORK_ID2= “ManagementNetwork @ 1D”

“1# SG_NAME= “EF 1) F 1 IL—TL&"

“1# GROUP_ID= “T7 o FF7 74 =T 4 DHRETI R Lz IL—TFID”

“1# A= “YERRSED AZ & 5] : jp-east-1a”

“1# curl —i $COMPUTE/v2/$PROJECT_ID/servers —-X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H
application/json” -d ' {“server”: {"name”: “" $VM_NAME' ”, “availability_zone”: " $AZ'”

“flavorRef”: “" $FLAVOR_ID' “,  “block_device_mapping_v2”:[ {”boot_index”: “0”

“volume_size”: “ $VOL_SIZE'”, “device_name”: “ $DEVICE_NAME' ”, “source_type”:

“" $DESTINATION' “, “delete_on_termination”: '$ISDELETE'} 1 , “key_name”: ””

$INSTANCE_MAX' , “min_count”: ' $INSTANCE_MIN', “networks”: [{“uuid”: " $NETWORK_ID1" "}, {"uuid”:

“security_groups”: [{"name”: “" $SG_NAME’ “}1}, “os:scheduler_hints”: {"group”:

%10

“" $GROUP_ID" “}}

3% $COMPUTE [& compute H—E XM APl T2 KR4 ¥ REIREL TL £,
3 $PROJECT_ID IXZFIFH®D Project @ ID #IBE L T 2L,

X1
%2

[EE] RFNIEETHEELTLESEL,
[BEE] RBY—N24TIDIE, FTRESBIFLZIL,

IPCOM VA2 1300 ; 1101(S-1) & L <& 2101 (S2-1) LWFhhEBIRL T =LY,
IPCOM VA2 2500 ; 1301 (C-4) % L < (& 2301 (C2-4) LWFhmEBIRL TLIZELY,

*3
X4
%5
%6
X7
%8
%9

(ExE)
(EE]
(EE]

(EE]
(ExE]

(E%)] HEEHBEOARY 1—Llk 2BEETT.

[£%Z] IPCOM VA2 MHEIBREFIZARY 2 —LLEIBRT SIHFEIFEEL T,

%10 [EE] RREHZEZHETIH A, HELTILESL,

4-3: IPCOM VA2 OFER%(SC)
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4.4 BEDEISIREY —/)\DIER
BB ROREY —/{(WebServerl, WebServer2)z{EmiLEY . (K 4-4)
LR (& WebServerl OEHITY . BAERIC WebServer2 HERRL TEEW . X DERD LIIMIB BZAROEBDIELRD

ig_o

IR

[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host

“Content-Type:

“imageRef”:

“uuid”:” $IMAGE_REF_ID"
“destination_type”:

" $SOURCE" *
" $KEYNAME" ~

“* $NETWORK_ID1" “}, {"uuid”:

“1# VM_NAME=WebServer1

“]# IMAGE_REF_ID= “WebServer & L THIFE L1=ULMEE®D Image @ 1D”

“1# FLAVOR_ID= “{g#8H—/"ZA w4 ID 4S-1:1101"

“1# VOL_SIZE= “7R') 2 —LH A X (GB)”

“1# DEVICE_NAME=/dev/vda

“1# SOURCE=image

“1# DESTINATION=volume

“1# ISDELETE=1

“1# KEYNAME= “F*—2&"~

“1# INSTANCE_MAX=1

“1# INSTANCE_MIN=1

~1# NETWORK_ID1= “BackNetwork @ ID” 31

“1# NETWORK_ID2= “ManagementNetwork @ 1D”

“1# SG_NAME= “EF )T 1 IL—TL"

14 A= “YERRSED AZ & 5] : jp-east-1a”

“1# curl —i $COMPUTE/v2/$PROJECT_ID/servers —-X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H

application/json” -d ' {“server”: {"name”: “" $VM_NAME' ”, “availability_zone”: " $AZ'”,
“flavorRef”: “" $FLAVOR_ID' “,  “block_device_mapping_v2”:[ {”boot_index”: “0”

“volume_size”: “"$VOL_SIZE'”, “device_name”: “ $DEVICE_NAME' ”, “source_type”:
“" $DESTINATION' “, “delete_on_termination”: ' $ISDELETE'} 1] “key_name”:

"$INSTANCE_MAX',  “min_count”: " $INSTANCE_MIN', “networks”: [{"uuid”:
“" $NETWORK_ID2" “}1, “security_gro ups”: [{"name”:

X2

“max_count”:

“" $SG_NAME' “}1}, “os:scheduler_hints”: }

3$COMPUTE [& compute H—E XM APl T KR4 > FEIEFELTL &L,
3¢$PROJECT_ID IZ ZFIFHD Project ® ID ZIE L TLIE &Ly,

X1 BIFIETYER L 1= BackNetwork 5 L TL £ &Ly,
X2 BIFIETYER L 1= ManagementNetwork ZFE L TL &Ly,

4-4: BRIDEIRORIEY —/\DOIERNK
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4.5 RTRRIEY —/)\DVERY
RTAOIREBY —NZERR L ET . LT (MRTRIRERY —/NOIERHITT . X DB DS EHEZEROERDBERDF
ED

N> REIESRATHESR B

[root@K5-Host ~1# VM_NAME=MngVM

[root@K5-Host ~1# IMAGE_REF_ID= “4 A—< ID”

[root@K5-Host ~1# FLAVOR_ID= “{R#EH—/ xRy 4 ID”

[root@K5-Host ~I# VOL_SIZE= “R1) 1 —LH A X(GB)”

[root@K5-Host ~1# DEVICE_NAME=/dev/vda

[root@K5-Host ~]# SOURCE=image

[root@K5-Host ~]# DESTINATION=volume

[root@K5-Host ~]# ISDELETE=1

[root@K5-Host ~1# KEYNAME= “F—A~R7DF—4%"

[root@K5-Host “T# INSTANCE_MAX=1

[root@K5-Host “T# INSTANCE_MIN=1

[root@K5-Host ~1# NETWORK_ID1= “FrontNetwork @ ID” 31

[root@K5-Host ~]# NETWORK_ID2= “ManagementNetwork @ ID” 32

[root@K5-Host ~1# SG_NAME= “t¥ V) F 4 T IL—TFR”

[root@K5-Host “1# AZ= “{ERLS%ED AZ 4 4l : jp-east-1a”

[root@K5-Host “1# cur| —i $COMPUTE/v2/$PROJECT_ID/servers —X POST -H “X-Auth-Token: $0S_AUTH_TOKEN" —H
“Content-Type: application/json” —=d ' {“server”: {“name”: " $VM_NAME' “, “availability_zone”: “ $AZ' ",
“imageRef”: ””, “flavorRef”: “ $FLAVOR_ID'”, “block_device_mapping v2”:[ {"boot_index”: “0”,
“uuid”:”" $IMAGE_REF_ID"”, “volume_size”: “" $VOL_SIZE'“, “device_name”: “" $DEVICE_NAME’ ”, “source_type”:
“" $SOURCE’ “, “destination_type”: ” $DESTINATION' “, “delete_on_termination”: '$ISDELETE'} ] , “key_name”:
“" $KEYNAME' . “max_count”: " $INSTANCE_MAX', “min_count”: ' $INSTANCE_MIN', “networks”: [{“uuid”:

“" $NETWORK_ID1" “}, {"uuid”: " $NETWORK_ID2' “}1, “security_groups”: [{“name”:

“" $SG_NAME’ “}1}, “os:scheduler_hints”: }’

3$COMPUTE [& compute H—E XM APl T KR4 > FEIEFELTL &L,
3¢$PROJECT_ID IZ ZFIFHD Project ® ID ZIE L TLIE &Ly,

X1 BIFIETYERL L= FrontNetwork Z3IEEL T EELY,
X2 BIFIETYER L 1= ManagementNetwork ZFE L TL &Ly,

4-5: {RTRMRAEY —)\DAERY
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58 [LS/SClIMt> A&

ARET(E. IPCOM VA2 (CHUTIA U RZ2E#xI dFIEZHALFTT .

5.1 [LS]IPCOM VA2 LS (CUE—-hI>Y-)IOT1>
IPCOM VA2 LS ([CUE-bI2Y-I0T12U, UBEOEEZERUET .

VE—-PFIZY-IBSAOUE— O A2 (SSH. GUI)EZFIANMTEHTY . EF1UT(DEBRD5, 7 BEIRAMEEN
AD—ROFENCTHERBZT/(RAT— REHET ST YE— MOJT 1O OHFAITORVTEE W,

IaaS R—AIN THROFAET —N\D77>3>TUE- IV -ILZIEEL. JE- P>V -ILTOT12LET . (B 5-1,5-2)

IFCUM_VAZ 5C Bo¥ SHUIUH Jp-east-la

192.168.100.5
YE—+2zv—JL
192,168.120.3 -
IPCOM_VA2_LS_secondary O ACTIVE 192.168.100.3 Jpeast-1a RS
192.168.110.4
El1ES
192,168.120.2

IPCOM_VAZ_LS_primary Q ACTIVE 192.168.100.4 Jp-east-1a

192.168.110.3

5-1: YE—-RI>Y-ILADOTA>

Connected (encrypled) Serd CirlAatDel | Refresh Keyboard | Hide Local Gursor [ GiriLack [ AtLock] Hit Key | [tide ) v

ipcom#t _

5-2 : JE=RIDY-IADJA > EDEE
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5.2 [LS]IPCOM VA2 LS O3/t 2+ -3
IPCOM VA2 LS 2 BIZNENIE-RIDVY-ILTOIA . A AF-2EFRUFT, (K 5-3)
33> R4l

User: admin
Password: (#WJHA/ SR T — KIET 74 I F CHRESATOEWEHZDEFI VA —F—ZHTLTLESELY, )

ipcomtt |icense key <S4/ XAF{F—>
ipcomtt poweroff 1
¥l SAEURET—ZFE, IPCOMVA2ZS vy FEHULETS,

XAIZR/E(L Primary. Secondary ThEFhEHEL TL &Y,

5-3 : IPCOM VA2 LS O3> A& F*

ccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccc

BB, 5.4 [LSlEEMARY1—-LADIERS LV 7IYF(secondary)lh5ETI3FT. IPCOM VA2 OBEREZITHR
WTLEEV BIMARYI-AANDTIYFHITERBDET,

ccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccc
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5.3 [LSIEENMRY1—ADVERRS LU 7FYF(LS primary)
Primary {8l IPCOM VA2 LS O3 X7 LB 1—-L%ZERRU. 7AYvFUET,

© MUTOETAN~>% primary O3 A7LMU1—ALEUT 1 DPERL TIZEW, (K] 5-4)
&5l . M1

FE : 100GB(EE)

ARN=2Y—=R : ZBORU1— LA

AZ : IPCOM VA2 hFRIIE93 AZ

KEZDMDBICOVWTIHERTT

IR

[root@K5-Host ]# NAME=ipcom_va2_LS_pri_vol 1

[root@K5-Host 1# SIZE=100 %2

[root@K5-Host 1# AZ= “YERi5cd AZ & 4l : jp-east-1a”

[root@K5-Host 1# curl -X POST -s $BLOCKSTORAGE/v2/$PROJECT_ID/volumes —-H “X-Auth-Token: $0S_AUTH_TOKEN" -H
“Content-Type: application/json” —-d ' {"volume”: {"name”: “ $NAME'”, “size”: "' $SIZE'”, “availability_zone”:
' $AZ ") | a .

X1 BHEIEEETYT,
%2 R a—Ly A XX 1006B EETY,

KAITHERG

{
“volume”: {
“status”: “creating”
“user_id”: “cf29bf6bab4f479¢93ba7938961d7b01”
“attachments”: [],
“links”: [
{
“href”:
“http://10.3.0.201/v2/77697024974140¢t921bb40834a383d0/vo | umes/b5872d8a-a6fa-446e-91b6-3cff5f448e1c”
el “self”
1
{
“href”:
“http://10.3.0.201/77b97024974140ct921bb40834a383d0/vo lumes/b5872d8a-abfa-446e-91b6-3cff5f448e1c”
“rel”: “bookmark”
}
]
“availability_zone”: “jp-east-1a”,
“bootable”: “false”
“encrypted”: false,
“created_at”: “2017-04-21T00:47:14.991210"
“description”: null,
“volume_type”: “M1”
“name”: “ipcom_va2_LS pri_vol”
“source_volid”: null
“snapshot_id”: null
“metadata”: {
“readonly”: “False”
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1,
“id”: "b5872d8a—a6fa—446e-91b6-3cff5f448e1c”
“size”: 100

5-4 : AT LR)a1—LERL(LS primary fl)

@ AN —SERSET#. £1ELTULS IPCOM VA2 LS @ primary [C7AyFUTLIZE W, (K 5-5)

N> R

[root@K5-Host 1# DEVICE=/dev/vdb

[root@K5-Host 1# SERVER_ID="IPCOM VA2 LS primary ®+H—/\ ID”

[root@K5-Host 1# VOLUME_ID="(D TR LT=7K1) 2 —L®D ID”

[root@K5-Host J# ocurl -s -X POST $COMPUTE/v2/$TENANT_ID/servers/$SERVER_ID/os-volume_attachments -H
“X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type: application/json” -d ' {“volumeAttachment”: {”server_id”:
“" $SERVER_ID’ ”, “volumeld”: “" $VOLUME_ID’ ”, “tenant_id”: “ $TENANT_ID' ”, “device”: “ $DEVICE' “}}’ | jq

E1THaRM

{
“volumeAttachment”: {
“device”: “/dev/vdb”
“serverld”: “eaf95¢2a-8995-45¢7-9915-0dd3acc79a44”
“id”: "bb872d8a-abfa-446e-91b6-3cff5f448e1c”
“volumeld”: “b5872d8a-a6fa-446e-91b6-3cff5f448el1c”

5-5: 327 NJ1—LDTAYF(LS primary fll)
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5.4 [LSENRY1—LDIERS LU 7FYF(secondary)
primary {l&BE#R(IC. secondary £ IPCOM VA2 LS O3 AFLRAMRI1—LZVERL. 7AYFUET,

@ BUITOETAN —>% secondary O3 AT LM)1—AEUT 1 DVERLTIZEL, (K] 5-6)
&Rl - M1

FE : 100GB(EE)

ARN=2Y—=R : ZBORU1— LA

AZ : IPCOM VA2 W'l 9% AZ

XEOMDEICOVWTIERTT

IR

[root@K5-Host ]# NAME=ipcom_va2_LS_sco_vol 1

[root@K5-Host 1# SIZE=100 %2

[root@K5-Host 1# AZ= “YERi5cd AZ & 4l : jp-east-1a”

[root@K5-Host 1# curl -X POST -s $BLOCKSTORAGE/v2/$PROJECT_ID/volumes —-H “X-Auth-Token: $0S_AUTH_TOKEN” -H
“Content-Type: application/json” —-d ' {"volume”: {"name”: “ $NAME'”, “size”: "' $§SIZE'”, “availability_zone”:
" $AZ ") | a .

X1 ZHEIIFEETY,
%2 R a—LbyaXIE1006B EETY

KAITHERG

{
“volume”: {
“status”: “creating”
“user_id”: “cf29bf6bab4f479¢93ba7938961d7b01”
“attachments”: [],
“links”: [
{
“href”:
“http://10.3.0.201/v2/77697024974140¢t921bb40834a383d0/vo | umes/fT82504e-30fc—41dc—-bbee-66556db66318”
el “self”
1
{
“href”:
“http://10.3.0.201/77b97024974140ct921bb40834a383d0/vo lumes/fT82504e-30fc-41dc-bbee-66556db66318”
“rel”: “bookmark”
}
]
“availability_zone”: “jp-east-1a”,
“bootable”: “false”
“encrypted”: false,
“created_at”: “2017-04-21T00:55:41. 336729,
“description”: null,
“volume_type”: “M1”
“name”: “ipcom_va2_LS_sco_vol”,
“source_volid”: null
“snapshot_id”: null
“metadata”: {
“readonly”: “False”
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1,
“id”: "ff82504e-30fc-41dc—bb6ee—66556db66318”
“size”: 100

5-6 : 227 LikJ1—LfER(LS secondary {8l)

@ AN —ZERKSET#. {F1ELTULS IPCOM VA2 O secondary (C7AyFUTLIZEW, (K 5-7)

N> R

[root@K5-Host “]# DEVICE=/dev/vdb

[root@K5-Host ~]# SERVER_ID="I1PCOM VA2 LS secondary ®+H—/\ ID”

[root@K5-Host “1# VOLUME_ID="DTER L =R 2 —L®D ID”

[root@K5-Host ~1# ocurl -s -X POST $COMPUTE/v2/$TENANT_ID/servers/$SERVER_ID/os-volume_attachments -H
“X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type: application/json” -d ' {”volumeAttachment”: {”server_id":
“" $SERVER_ID’ ”, “volumeld”: " $VOLUME_ID’ ”, “tenant_id”: " $TENANT_ID' ”, “device”: " $DEVICE “}}’ | Jq .

KAITHERG

{
“volumeAttachment”: {
“device”: ”/dev/vdb”,
“serverld”: “28c8d1c1-7866-466b-act6-b5d69e8b0317”
“id”: "ff82504e-30fc—41dc-bbee-66556db66318”
“volumeld”: “ff82504e-30fc-41dc-b6ee—66556db66318”

5-7 : AT LR)1—-LDT7HYF(LS secondary )
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5.5 [LS]IPCOM VA2 LS Oi#cE)p
E1FL T3 IPCOM VA2 LS #i28ILET ., (K 5-8)
IPCOM VA2 DicEh(E@primary. @secondary DIEEICZERML TZE0,

192.168.120.3

IPCOM_VAZ LS secondary e SHUTOFF 192.168.100.3 jp-east-1a
192.168.1104
UgAZ
192.168.120.2
IPCOM_WAZ2_LS_primary e SHUTOFF 192.168.1004 jp-east-1a 28]
192.168.110.3

5-8 : IPCOM VA2 DicEh

CCh'5(% IPCOM VA2 SC [CHU TSI AERZITVET .
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5.6 [SC)JIPCOM VA2 SC [CUE—RI>Y-IOF4>
IPCOM VA2 SC (CUE-FIV-OT14U. LUBSOVEERERUET

DE-PIDY-IBADOVE-MOJ 1> (SSH, GUI)ETIANMTEHTY . EF2UFT1 OB =DS5, 12 BIRA ML
RKRAT—ROFEICTEERBZ T/ AT—REF/EITDET, VE—MOJ 1O OHFRIRITHRVTLIEE W,

IaaS R—A) THHRORIEY -\ DT7/723> TUE- I Y- IVEIBEL. VE-RI>Y-)ILTOJT12ULEFT, (K 5-9,5-10)

A = o 192,168.120.7 i YE—FIY—)l
WebServer2 ACTIVE -east-1 =
e o 192.168.110.6 st
192.168.120.6
WebServerl Q ACTIVE Jp-east-1a
192.168.110.5 w
Bl
e s o — 192.168.120.5 . -
IPCOM_VA2 SC @ active B e Jjp-east-1a FPrRAY ~
5-9: VE-hI2VY-ibTcOIM1>
Connected (encrypted) Serd OtrlahDel | Refresh Keyboerd | Hide Local Cursor [ Cirilock [ AttLoek] Hit Key |[tide (77 v

Welcome to IPCOM 3

Use admin
Fas rd:

ipcom#t _

5-10 : YE—-hI> Y- TOJ A #ZOEE
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5.7 [SC]IPCOM VA2 SC O3> A+ —& &%

IPCOM VA2 SC (CVE-RI>Y-ILTOTA &, A2 A+ —%2E8RUF T, (K 5-11)
33> R4l

User: admin

Password: (#WJHA/ SR T — KIET 74 I F CHRESATOVEWEHZDEFI VA —F—ZHTLTLESELY, )
ipcomif |icense key <542 X F—>

ipcomtt poweroff 1

1 SAEURAEX—FFE. IPCOM VA2 SCE> vy AUV LET

5-11 : IPCOM VA2 SC O3> A&k

BIf%, 5.8 [SCIiENMARVI—-ADIERSE LV THYF(SC)IN5ETI5F T, IPCOM VA2 ODBERENZITORVTES
Wo EBIIRYI—AADTIYFHITERLRBDZET
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5.8 [SCLENRY1—LDVERKRS LU THYF(SC)
IPCOM VA2 SC O RT LRRY1—LZERRL. 7HvFLET.

© UTOMETAN ~>% IPCOM VA2 SC DS RFLMRU1—AELT 1 DVERRL TIZEL, (B 5-12)
&5l . M1

FE : 100GB(EE)

ARN=2Y—=R : ZBORU1— LA

AZ : IPCOM VA2 hFRIIE93 AZ

KEZDMDBICOVWTIHERTT

IR

[root@K5-Host 1# NAME=ipcom_va2_LS_SC_vol %1

[root@K5-Host 1# SIZE=100 %2

[root@K5-Host 1# AZ= “YERi5cd AZ & 4l : jp-east-1a”

[root@K5-Host 1# curl -X POST -s $BLOCKSTORAGE/v2/$PROJECT_ID/volumes —-H “X-Auth-Token: $0S_AUTH_TOKEN” -H
“Content-Type: application/json” —=d ' {“"volume”: {"name”: “ $NAME'”, “size”: "' §SIZE'”, “availability_zone”:
" $AZ ") | a .

X1 BHEIEEETYT,
%2 R a—Ly A XX 1006B EETY,

KAITHERG

{
“volume”: {
“status”: “creating”
“user_id”: “cf29bf6bab4f479¢93ba7938961d7b01”
“attachments”: [],
“links”: [
{
“href”:
“http://10.3.0.201/v2/77697024974140¢t921bb40834a383d0/vo | umes/e9a9f4e5-56f4-4436-b77f-84f5ebeeebc?”
el “self”
1
{
“href”:
“http://10.3.0.201/77b97024974140ct921bb40834a383d0/vo lumes/e9a9f4e5-56T4-4436-b77f-84f5ebeeebc”
“rel”: “bookmark”
}
]
“availability_zone”: “jp-east-1a”,
“bootable”: “false”
“encrypted”: false,
“created_at”: “2017-04-21T01:36:51. 325182,
“description”: null,
“volume_type”: “M1”
“name”: “ipcom_va2_SC_vol”,
“source_volid”: null
“snapshot_id”: null
“metadata”: {
“readonly”: “False”
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1,
“id”: "e9a9f4e5-56T4-4436-b77f-84f5ebeeebc]”,
“size”: 100

5-12 : 227 LRY1—LERK(SC)

@ ARL—AEREE T, FLELTWS IPCOM VA2 SCIC7AYFUTLIEEW, (M 5-13)

N> R

[root@K5-Host 1# DEVICE=/dev/vdb

[root@K5-Host 1# SERVER_ID="IPCOM VA2 SC ®H—/\ ID”

[root@K5-Host 1# VOLUME_ID="(D TR LT=7K1) 2 —L®D ID”

[root@K5-Host J# ocurl -s -X POST $COMPUTE/v2/$TENANT_ID/servers/$SERVER_ID/os-volume_attachments -H
“X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type: application/json” -d ' {”volumeAttachment”: {”server_id":
“" $SERVER_ID’ ”, “volumeld”: “" $VOLUME_ID’ ”, “tenant_id”: “ $TENANT_ID' ”, “device”: “ $DEVICE' “}}’ | jq

KAITHERG

{
“volumeAttachment”: {
“device”: “/dev/vdb”
“serverld”: “d8d4295a-c689-432b-866d-c6ef07T09d14”
“id”: "e9a9f4eb-56T4-4436-b77f-84f5ebeeebc”,
“volumeld”: “e9a9f4e5-56f4-4436-b77f-84f5ebeeebc?”

5-13 : AT LN)1—-LDOTHYF(SC)
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5.9 [SC]IPCOM VA2 SC OcHh
{£1EL TS IPCOM VA2 SC ZieEhUFd . (K 5-14)

---------------------------------------------------------------------------------------------------

192,168.120.5

IPCOM _VA2_5C SHUTOFF jp-east-1 =
SRS D 192.168.100.5 ==k FIAY v
I
192.168.120.3 AP
IPCOM_WAZ_LS_secondary o ACTIVE 192.168.100.3 Jp-east-la
192.168.110.4 E

5-14 : IPCOM VA2 SC DfcEh
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E68 [LSU-F1>JFRI0™TE

ARET(E IPCOM VA2 )L —FELTHIRT BB EDFEICOVTERALET .
AT IPCOM VA2 LS WIL—F1> )% FITI DI, LS2 BICHUTEHRET Bzl TEhET .

6.1 IL—F1>JEFRIDEE

API ZFIFEU. ERRUTZ IPCOM VA2 OR— bR TICH U TUL—F1 ) ZEF R S 258 TEZITVE T

(1) LS primary AD&E(K 6-1)
Y>3

[root@K5-Host 1# PORT_ID= “FrontNetwork ®K— ~ ID”

[root@K5-Host 1# cur| —s $NETWORK/v2. 0/ports/$PORT_ID —X PUT -H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type:
application/json” -d ' {“port”:{”allowed_address_pairs”: [{"ip_address”:  70.0.0.0/17}, {"ip_address”:
”128.0.0.0/17}1}} | Ja .

[root@K5-Host 1# PORT_ID= “BackNetwork ®7x— I~ ID”

[root@K5-Host 1# cur| —s $NETWORK/v2. 0/ports/$PORT_ID —-X PUT -H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type:
application/json” -d ' {“port”:{”allowed_address_pairs”: [{"ip_address”:  70.0.0.0/17}, {"ip_address”:
”128.0.0.0/17}1}} | Ja .

[root@K5-Host 1# PORT_ID= “ManagementNetwork ®#<— k ID”

[root@K5-Host J# cur| —s $NETWORK/v2. 0/ports/$PORT_ID —-X PUT -H “X-Auth-Token: $OS_AUTH_TOKEN” -H “Content-Type:
application/json” -d ' {“port”:{”allowed_address_pairs”: [{"ip_address”:  “0.0.0.0/1”}, {"ip_address”:
“128.0.0.0/17}11}" | ja .

6-1 : IPCOM VA2 LS primary ADO)L—T4 > el DS TE
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(2) LS secondary \D:&E (X 6-2)

N> R

[root@K5-Host 1# PORT_ID= “FrontNetwork ®7<"— k ID”
[root@K5-Host 1# cur| —s $NETWORK/v2. 0/ports/$PORT_ID —X PUT —-H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type:

application/json” -d ' {“port”:{"allowed_address_pairs”:  [{”ip_address”:  “0.0.0.0/1"}, {"ip_address”:
“128.0.0.0/1"}11} | ja .

[root@K5-Host 1# PORT_ID= “BackNetwork d7K— I~ ID”

[root@K5-Host 1# cur| —s $NETWORK/v2. 0/ports/$PORT_ID —X PUT -H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type:
application/json” -d ' {“port”:{”allowed_address_pairs”: [{"ip_address”:  70.0.0.0/17}, {"ip_address”:
128.0.0.0/17}1}} | Ja .

[root@K5-Host 1# PORT_ID= “ManagementNetwork ®7x— k ID”

[root@K5-Host 1# cur| —s $NETWORK/v2. 0/ports/$PORT_ID —X PUT -H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type:
application/json” -d ' {"port”:{”allowed_address_pairs”: [{"ip_address”:  “0.0.0.0/1”}, {"ip_address”:
“128.0.0.0/17}11} | Ja .

6-2 : IPCOM VA2 LS secondary ADJL—T4 >4 ZFE]DHTE
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£ 75 [LS]IPCOM VA2 LS QO¥JHAERTE

ARET(E. IPCOM VA2 D¥EREIE. TURALBRRDRECDOWVWTERBALE T .

7.1 RARRENZRT—ROFETE (LS primary)
LS primary ® IPCOM VA2 (CUE—RI2Y-I0J 1 >V TRANGENN AT - REETELET . (B 7-1)

admin J{2D— REFFEI &Y RHEL TSV FREVE— MPITAFFRIF admin /SR T— REETERICEMEL TEEL,.

mESAN

ipcom#t configure

ipcom(config)# load running-config

ipcom(edit)# user admin

ipcom(edit-user)# password “{EE @ password” X1

ipcom(edit-user)# exit

ipcom(edit)# hostname vipcom-pri vipcom-sco 32

ipcom(edit)# user-role remote

ipcom(edit-user-role)# match user admin 33

ipcom (edit-user-role)# exit

ipcom(edit)# commit force-update

Do you overwrite “running-config” by the current configuration? (y|[n]):y
Do you update “startup-config” for the restarting system? (y|[nl):y

X1 NRT—RIEEEICHASABOXFIEZRELTLESLD, @ XFULMOEHFIESERTE LI-XFI ZHE)
X2 KRR MEIFUTOIEEFETHEELTLZEL,

hostname “primary M7RRX +&”  “secondary MR +£&”
%3 INRT—RZEHELI=8. adnin 21— —® remote 7o R EHALET,

7-1 1 IRAN&EIN AT —ROFETE(LS primary)
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[SSH #EEIF DB R A ]

A ZESFHIARSTRORIEY —/)VZEHS IPCOM VA2 A SSH OJ4 > & RATWEEE . S0 AEFEICRIVIRE
H—)Uh5 SSH 074> 2L TOLSREBRIEDENFT  ARFHEEIHE. 0J( 2R AHe1-Y—-0l/1-5-%&
/.ssh/known_hosts|DE%HO IP 7 RUA(AABITIE 192.168.100.10)DITZHIBRL TZE0N,

EZ

[root@mngvm kbuser]# ssh admin@192. 168. 100. 10
(000000eEEEEEEEEEEEEEEEEEEEEEEEEEREEEEEEEEEMEEEEACEEEEEEEREE

@ WARNING: REMOTE HOST IDENTIFICATION HAS GHANGED! @
(00000eEEEEEEEECEEEEEEEEEEEEEEEEEEEEEEEEEEAEEEEACEREEEEEAEE

IT IS POSSIBLE THAT SOMEONE IS DOING SOMETHING NASTY!

Someone could be eavesdropping on you right now (man-in-the-middle attack)!
It is also possible that a host key has just been changed

The fingerprint for the RSA key sent by the remote host is
30:b6:0f:bd:04:d8:bd:7b:66:4c:38:9f:b8:d4:e9:e0.

Please contact your system administrator.

Add correct host key in /root/. ssh/known_hosts to get rid of this message
Offending RSA key in /root/. ssh/known_hosts:3

RSA host key for 192.168.100. 10 has changed and you have requested strict checking
Host key verification failed

7-2 : A REFEO SSH 0V 1> RFOBEEIE
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7.2 A2H=J1—AETURALERTE (LS primary)
LS primary @ IPCOM VA2 01 >4—J1—- AL TTEALOREETVET, (K 7-3)

IR

vipcom-pri> admin

vipcom-pri# configure

vipcom-pri (config)# load running—config

vipcom-pri (edit)# protect checksum-inspection disable ¢1
vipcom—pri (edit)# cluster mode primary

vipcom-pri (edit)# cluster id 1 32

vipcom—pri (edit)# cluster secret—key vipcom 33

vipcom—pri (edit)# interface lan0.0

vipcom—pri (edit—if)# ip address 192.168.100. 100 255.255. 255.0 >4
vipcom-pri (edit—if)# ip address primary 192.168.100.10 >¢5
vipcom—pri (edit—if)# ip address secondary 192.168.100.20 %6
vipcom-pri (edit—if)# description IPCOM-VA2-front-net 37
vipcom-pri (edit—if)# ip-routing

vipcom-pri (edit-if)# cluster sync-interface

vipcom-pri (edit-if)# cluster vrid 10 38

vipcom-pri (edit—if)# exit

vipcom-pri (edit)# interface lan0.1

vipcom-pri (edit—if)# ip address 192.168.110. 100 255. 255. 255.0
vipcom-pri (edit—if)# ip address primary 192.168.110.10 3¢9
vipcom—pri (edit—if)# ip address secondary 192.168.110.20 %10
vipcom-pri (edit—if)# description [PCOM-VA2-back-net 11
vipcom-pri (edit—if)# ip-routing

vipcom-pri (edit-if)# cluster sync-interface

vipcom-pri (edit—if)# cluster vrid 20 312

vipcom-pri (edit—if)# exit

vipcom-pri (edit)# interface lan0.2

vipcom—pri (edit—if)# ip address 192.168.120. 100 255.255.255.0 %13
vipcom—pri (edit—if)# ip address primary 192.168.120.10 314

vipcom—pri (edit—if)# ip address secondary 192.168.120.20 %15

vipcom—pri (edit—if)# description IPCOM-VA2-management—net 16

vipcom—pri (edit—if)# ip-routing

vipcom-pri (edit—if)# cluster sync-interface

vipcom—pri (edit—if)# cluster vrid 30 317

vipcom-pri (edit—if)# exit

vipcom—pri (edit)# ip route 0.0.0.0/0 192.168.100. 1 distance 2 318
vipcom-pri (edit)# save startup—config

Do you overwrite “startup—config” by the current configuration? (y|[n]):y
vipcom—pri (edit)# reset

Restarting of the system disconnects all communications. Are you sure?(y|[n]):y

1 Ny bDF v ETIHEEL [aaS ETIEALLBZVTL SN, PHELEBENS B 2551/ HY FT,
%2 idlXprimary, secondary CEl— id ZF/REL TL &L,

%3 secret—key [& primary. secondary TRI—DEZHRTEL T FELY,

¥4 RRIP7RFLRERE

%5 laaS TEIZENt-primary @ FrontNetwork BID IP 7 KL XA FEELTL &L

%6 laaS TE|Y & h - secondary O FrontNetwork BID [P 7 FLRZIEBELTLES W

%1 SHBAXOEHEETT

%8 1an0.0 @ vrid [& primary, secondary TRICMEZHRE L TLESLY,

%9 laaS TEIZ I Nt primary @ BackNetwork 1D IP 7 KL R ZEHEELTLEFEW
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%10 laaS TEIX &t 1= secondary @ BackNetwork I IP 7 LR FIEELTL E&

X1 BAXDI=OFEETT

%12 lan0.1 @ vrid I& primary, secondary TRICLMEZHRE L TLEELY,

XKIBRRIPT7 FLRERTE

%14 l1aaS TE|Z I T-primary D Management Network ] I[P 7 FLRZHELTLEEW
%15 laaS TE|Y & h 1= secondary 0 Management Network I IP 7 FLRZHEELTLEFEW
¥16 SREAXD=HEETT

%17 1an0.2 @ vrid I& primary, secondary TRICLMEZH{REL TLEELY,

KB REIL—EDA B3 —T1—RETIFIMT—FIAIZERELET,

7-3 1 A2A=J1—AELTURALERTE (LS primary)
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7.3 IRARZEINRT—ROFETE (LS secondary)
LS secondary ® IPCOM VA2 (CUE—I>Y-)OTA>% U TRANGEN R T - RERTELET , (K 7-4)

IR

ipcomit configure

ipcom(config)# load running-config

ipcom(edit)# user admin

ipcom(edit-user)# password “{EE D password” 1

ipcom(edit-user)# exit

ipcom(edit)# hostname vipcom-pri vipcom-sco 2

ipcom(edit)#f user-role remote

ipcom(edit-user-role)# match user admin 3

ipcom (edit-user-role)# exit

ipcom(edit)# commit force-update

Do you overwrite “running-config” by the current configuration? (y|[n]):y
Do you update “startup-config” for the restarting system? (y|[nl):y

X1 JCRT—RIGRECHERIZNRVWIFE R SETEU TS, (8 XFU LN DIBF LB HRIEUX TS & #EE)
%2 RAMZGUTONEETEEEKL TUZEL,

hostname “primary O/RA~E" “secondary ORARE”
%3 NZRT—-RERELRRSD. admin 1-H—0 remote 7 %FAILET,

7-4 . IRARAEINZADT—ROETE(LS secondary)
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7.4 A2H-J1—AETURALFETE (LS secondary)
LS secondary @ IPCOM VA2 DA >A—-J1—-AETTRILOEEZITVET . (K 7-5)

IR

vipcom—pri (edit)# protect checksum-inspection disable 1
vipcom—pri (edit)# cluster mode secondary

vipcom-pri (edit)# cluster id 1 %2

vipcom-pri (edit)# cluster secret—key vipcom3

vipcom-pri (edit)# interface lan0.0

vipcom-pri (edit—if)# ip address 192.168.100. 100 255.255.255.0 >4
vipcom-pri (edit—if)# ip address primary 192.168.100.10 3¢5
vipcom-pri (edit—if)# ip address secondary 192.168.100.20 %6
vipcom-pri (edit-if)# description IPCOM-VA2-front-net X7
vipcom-pri (edit-if)# ip-routing

vipcom-pri (edit—if)# cluster sync-interface

vipcom—pri (edit—if)# cluster vrid 10 %8

vipcom-pri (edit-if)# exit

vipcom-pri (edit)# interface lan0.1

vipcom-pri (edit—if)# ip address 192.168.110. 100 255.255. 255.0
vipcom-pri (edit—if)# ip address primary 192.168.110.10 <9
vipcom-pri (edit—if)# ip address secondary 192.168.110.20 %10
vipcom—pri (edit—if)# description IPCOM-VA2-back-net 311
vipcom-pri (edit—if)# ip-routing

vipcom-pri (edit—if)# cluster sync-interface

vipcom—pri (edit—if)# cluster vrid 20 312

vipcom-pri (edit—if)# exit

vipcom-pri (edit)# interface lan0.2

vipcom—pri (edit—if)# ip address 192.168.120. 100 255. 255. 255.0 %13
vipcom—pri (edit—if)# ip address primary 192.168.120.10 14

vipcom-pri (edit—if)# ip address secondary 192.168.120.20 %15

vipcom-pri (edit—if)# description IPCOM-VA2-management-net 16

vipcom-pri (edit—if)# ip-routing

vipcom-pri (edit-if)# cluster sync-interface

vipcom-pri (edit—if)# cluster vrid 30 317

vipcom-pri (edit—if)# exit

vipcom—pri (edit)# ip route 0.0.0.0/0 192.168.100.1 distance 2 318
vipcom-pri (edit)# save startup—config

Do you overwrite “startup-config” by the current configuration? (y|[n]):y
vipcom-pri (edit)# reset

Restarting of the system disconnects all communications. Are you sure?(y|[n]):y

X1 Ty bDF v I ETS5HEEE [aaS ETIXFERALLBEWVTLZEL, FTHELEBEISEZ 2551/ HY ET,
%2 id[&primary. secondary TRHE— id ZE&EL TLFZELY,

%3 secret-key & primary. secondary TRI—DEZHRTEL TS,

4 RRIP7RFLRERTE

%5 laaS TE|L & ht=primary @ FrontNetwork @I IP 7 KL X ZEE L TL &L
%6 laaS TEIL I ht-secondary @ FrontNetwork I IP 7 KLRZEHEELTL &N
X1 BEAXDI-HEETT

%8 1an0.0 @ vrid I& primary, secondary TRILMEZHREL TLESLY,

%9 laaS TE|L &ht=primary @ BackNetwork 1D IP 7 FLREHEL T EEW
%10 laaS TE|Y & h 1= secondary 0 BackNetwork I [P 7 KLRAZIEELTLEEW
X1 SREAXDI=HEETT,

%12 lan0.1 @ vrid I& primary, secondary TRILMEZHREL TLESLY,
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HKIBKRIPFRFLRAERE

%14 1aaS TEIZ SN f-primary @D Management Network 1D IP 7 KL R ZEHEELTLEFEW
%15 laaS TE|Y X h 1= secondary M Management Network HID IP 7 LR ZHELTL &L
16 BEAXDI=OEETT

317 1an0.2 @ vrid [& primary, secondary CRICIEZHREL TLEELY,

KB HEBIL—FDA =T —RETIANMT—F I AIZERELET,

7-5 1 425-J1—-RETTRALEETE(LS secondary)
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7.5 TUTRALREDHER
primary #/z(& secondary T IPCOM VA2 OTTRALSETENEUGRE CETLVINMERLET
IPCOM VA2 (Z SSH 074> U TIA T OO REEITL. ME.)— REIEUGRHL TLWMERLET . (K 7-6)
XAAYEEE(L primary/secondary EE5THEMBIEETT

IR

vipcom-pri> admin
vipcom-pri#t show cluster

SAITHERG

MAC/IP Address Information:

Interface MAC Address [P Address

lan0. 0 Delegate 00:00:5e:00:01:0a 192.168. 100. 100
lan0. 0 Local fa:16:3e:d9:66:15 192.168.100. 10
lan0. 0 Peer fa:16:3e:e0:8d:5b 192.168. 100. 20
lan0. 1 Delegate 00:00:5e:00:01:14 192.168.110. 100
lan0. 1 Local fa:16:3e:bl1:ac:f8 192.168.200.10
lan0. 1 Peer fa:16:3e:¢9:22:2e 192.168. 200. 20
lan0. 2 Delegate 00:00:5e:00:01:1e 192.168.120. 100
lan0. 2 Local fa:16:3e:45:d0:c9 192.168.120.10
lan0. 2 Peer fa:16:3e:94:b9%9:aa 192.168.120. 20

[FERRA 2 R]

Local & Peer @ IP/MAC 7 FLRAMIEL <
RREINTVEINTHERLC LS,
RRSINTLWEWEES, EXaUTq450L
—JDEET VRRP(112) NEFRT S h TV
WAIBEELRH YV ET, X2V T1FI)L—
THRELCHRESNA TS Z L& THRL<
2y,

7-6 : TTRALERTE DR

-54 -




£ 8 & [LS]IPCOM VA2 LS D FW HEBEDESTE

ARET(E, IPCOM VA2 LS [CHFD FW O EFIEZERALE I .

8.1 FW DE&XTE
FW %EZTE T 18, primary ]l IPCOM VA2 LS TIL—IUERRB LU >A—J1—-A\DI =)L ERTEZITVET,
AFETERBIT(E. FrontNetwork & BackNetwork (C http(80)-https(443)-dns(53)D5Fa]. /= BackNetwork @
HEED B ROFIEY -\ ZE2R 9318 icmp DFFE]. ManagemantNetwork (CIERFR{REY —/\hs0 SSH
TOCANHFRILET

® primary ) IPCOM VA2 T FW DOIL—)LZ2{ERLE T, (K 8-1)
N> R

vipcom-pri> admin

vipcom-pri# con

vipcom-pri (config)# load running—config

vipcom-pri (edit)# access—control default-deny31

vipcom-pri (edit)# no access-control configuration 32

All the definitions for the access control map are deleted if the access control
rule is changed to enable. Are you sure?(y|[n]):y

vipcom-pri (edit)# class—map match-any web-access 3

vipcom—pri (edit-cmap)# match destination—port 80/tcp

vipcom-pri (edit—-cmap)# match destination—-port 443/tcp

vipcom-pri (edit-cmap)# exit

vipcom-pri (edit)# class—map match-all ping-moniter 34

vipcom—pri (edit—cmap)# match icmp ping

vipcom-pri (edit—cmap)# exit

vipcom-pri (edit)# class—map match-all dns-access 5

vipcom-pri (edit—-cmap)# match destination-port 53/udp

vipcom—pri (edit—cmap)# exit

vipcom-pri (edit)# class—-map match-all mng-access %6

vipcom-pri (edit—-cmap)# match destination—port 22/tcp

vipcom—pri (edit—cmap)# match source-address ip 192.168.120.30 7
vipcom-pri (edit—cmap)# exit

vipcom-pri (edit)# class—map match-all webconsole-access %8
vipcom-pri (edit—-cmap)# match destination-port 82/tcp

vipcom-pri (edit—cmap)# match source-address ip 192.168.120.30 39
vipcom—pri (edit-cmap)# exit

1 rulelTZALEVEDIELTHELET,

%2 access control rule ZHMIZLET,

%3 HTTP(80), HTTPS (443) #JL—ILIZHEEL T,

x4 icmp(ping) ZJIL—ILICIERE

%5 DNS(53) #IL—ILIZHETE

x6 BRFARES—/\DLSSH7 IV EREHATEHLSIIL—ILICEEELET
%7 BRSEAREY—/ D Management Network @ IP 7 FLREHELEY,
%8 [PCOM VA2 @ GUI 82 BB R— M) ATV ERTBIL—ILEFRELET,

%9 BRTFARBY—N\HLDTIERADHFHFALET,

8-1: FW IL—JL¥ERk
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@ 1ERRUIZ FW DIV =)L 1A >A—J1—-RIHEELET . (K 8-2)

IR

vipcom—pri (edit)# interface lan0

vipcom—pri (edit—if)# rule access
vipcom—pri (edit—if)# rule access
vipcom—pri (edit—if)# rule access
vipcom-pri (edit—if)# exit

vipcom—pri (edit)# interface lan0

vipcom—pri (edit—if)# rule access
vipcom—pri (edit—if)# rule access
vipcom—pri (edit—if)# rule access
vipcom—pri (edit—if)# rule access
vipcom-pri (edit—if)# exit

vipcom-pri (edit)# interface lan0

vipcom-pri (edit—if)# rule access
vipcom-pri (edit—if)# rule access
vipcom—pri (edit—if)# rule access
vipcom-pri (edit—if)# exit
vipcom-pri (edit)# commit

Do you overwrite “running-config”

0

100 in web—access accept audit-session-normal audit-match-normal %1
110 out web—access accept audit-session-normal audit-match-normal %2
120 out dns—access accept audit-session-normal audit-match-normal %3

1

100 in web—access accept audit-session-normal audit-match-normal %4
110 out web-access accept audit-session—-normal audit-match-normal 3¢5
120 in dns-access accept audit-session-normal audit-match-normal %6
130 out ping-moniter accept audit-session-normal audit-match-normal %7

2

100 in mng-access accept audit-session-normal audit-match-normal 38

110 in webconsole-access accept audit-session-normal audit-match-normal 9
120 out any accept audit-session-normal audit-match-normal <10

by the current configuration? (y|[nl):y

Do you update “startup-config” for the restarting system? (y|[nl):n

vipcom-pri (edit)# exit
vipcom-pri (config)#exit

X1
%2
%3
X4
%5
%6
*7
%8
%9
¥10 79 b Y RIFETEA

AN KD web 79 & REHE

T2 ki ED web 7 U 2 REFA]
TR RADDNS 74 XA
AN ED web 749 1 AFFA]
TR KD web 74 £ R
AN KD web 79 & REFHE

79 bR B icmp (ping) %55
RFRRES—/ SO SSH 74 & X3
R-FRRIYG—/ 3\ 5 O WebConso le (82) 3]

8-2 : FW L—)V%&A >4 —-J1—AISEA
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8.2 FW Di%xE% secondary (C[EHA
primary Ts%EULRI>J14% secondary [CREALET . (K 8-3)

IR

vipcom-pri# sync cluster primary-to-secondary

This System: primary

primary (2017/01/25(Wed)16:44:42) -> secondary (2017/01/24 (Tue) 18:27:11)
Are you sure? (y|[nl):y

8-3 : FW D% E%Z secondary (C[EIHA
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£ OE [LSIEm)aEEEDRTE

ARET(E, IPCOM VA2 OERIDEEEEDE FIBZFRALET .

9.1 BEEDEHEEEDFRTE(LS primary)
primary {i] IPCOM VA2 LS T&Ea&8UlL—IL2ERUET .

secondary fill IPCOM VA2 LS D& EEEERE(L. REDFIEAT secondary ADEIFAICEDITHNE T,

© BEDBEHEREDI - ZEELE T, primary @ IPCOM VA2 TR TFZEMU T2, (K 9-1)
IR

vipcom-pri# con

vipcom-pri (config)# load running—config

vipcom-pri (edit)# slb real-server web-serverl 1

vipcom-pri (edit-slb-real)# distribution-address 192.168. 110. 30 %2
vipcom-pri (edit-slb-real)# exit

vipcom-pri (edit)# slb real-server web-server2 33

vipcom-pri (edit-slb-real)# distribution-address 192. 168. 110. 40 ¢4
vipcom—pri (edit-slb-real)# exit

X1 ARSEXROERE LTI, web-server! DR ITEEDRBITY,
%2 WebServer1 @ BackNetwork 1D IP 7 FLRAZIEELTL &Ly,
X3 BROMAEDEHEE LTI, web-server2 DEAIZEEDNRBITT,
%4 WebServer2 @ BackNetwork 1D IP 7 FLRAZIEELTL &Ly,

9-1: BEDEROE R

@ BT EHEEEDIL—IL(HTTP)&:%ELET ., primary ® IPCOM VA2 LS T FEEMEL TIEEW, (K 9-2)
RN

vipcom-pri (edit)# slb-rule 100

vipcom-pri (edit-slb-rule)# virtual-server 192. 168. 100. 200 80/tcp 1
vipcom-pri (edit-slb-rule)# transit-mode round-trip

vipcom-pri (edit-slb-rule)# transfer-mode ip-address

vipcom—-pri (edit-slb-rule)# distribution-rule 100 32

vipcom—pri (edit—-dist-rule)# class-map any

vipcom—pri (edit—-dist-rule)# distribution-mode round-robin 3
vipcom-pri (edit-dist-rule)# persistence mode http—session cookie ipcom
vipcom-pri (edit-dist-rule)# persistence guarantee-time 180

vipcom-pri (edit-dist-rule)# persistence cookie-mode persistent-cookie 1800
vipcom—pri (edit—-dist-rule)# monitor level application

vipcom-pri (edit—-dist-rule)# monitor level ping 34

vipcom—-pri (edit-dist-rule)# monitor check—interval 60

vipcom-pri (edit-dist-rule)# monitor check—timeout 10000

vipcom—pri (edit-dist-rule)# real-server web-serverl b5

vipcom—pri (edit-dist-rule-real)# port-map virtual 80 real 80 %6
vipcom—-pri (edit-dist-rule-real)# exit

N N N R NN N N
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vipcom-pri (edit—-dist-rule)# real-server web-server2 37
vipcom—pri (edit—-dist-rule-real)# port-map virtual 80 real 80
vipcom—pri (edit—-dist-rule-real)# exit

vipcom—pri (edit-dist-rule)# exit

vipcom—pri (edit-slb-rule)# exit

X1 BRASHMAOEEIP7 FLRAESEE LEFT . RFREHF TIE FrontNetwork AD IP 7 FLRZEHBELET,

%2 IDIXEEDOHIETT,

X3 ARHEHITE., BEFSHAKXEISHY Y FOEVTHRELEY,

¥4 KREHITIEping [TEDY—NERERELET. pingDRETETTIT—2 30D F I UBRAIESNENZD,
BEHEOVATLIZEDET, AMAFIVIDIL—ILEZRELTLESL,

b BRAMHMBREOTHRE L-ATSENEREREELET,

%6 HTTP(80) = (+1=15&. TDEEHITP THEALET,

X1 BROMBREOTRE L-ATsBdREEELET,

9-2 : BREIDERFI-IIOZEFR(HTTP)

Q) BFEDEHEEEDIL—IL(HTTPS) 2R FELET . primary ® IPCOM VA2 T TFEEML TLEW, (& 9-3)

el

edit)# slb-rule 200

edit-slb-rule)# virtual-server 192.168.100.200 443/tcp 1
edit-slb-rule)# transit-mode round-trip

edit-slb-rule)# transfer-mode ip—address
edit-slb-rule)# distribution-rule 100 32
edit-dist-rule)# class—-map any

edit-dist-rule)# distribution-mode round-robin %3
edit-dist-rule)# persistence mode node

edit-dist-rule)# persistence guarantee-time 180
edit-dist-rule)# persistence cookie-mode persistent-cookie 1800
edit-dist-rule)# monitor level application
edit-dist-rule)# monitor level ping 4
edit-dist-rule)# monitor check-interval 60
edit-dist-rule)# monitor check-timeout 10000
edit-dist-rule)# real-server web-serverl %5
edit-dist-rule-real)# port-map virtual 443 real 443 %6
edit-dist-rule-real) exit

edit-dist-rule)# real-server web-server2 X7

vipcom-pri (edit-dist-rule-real)# port-map virtual 443 real 443
vipcom-pri (edit-dist-rule-real)# exit

vipcom-pri (edit-dist-rule)# exit

vipcom-pri (edit-slb-rule)# exit

Vipcom-pr i
Vipcom-pr i
Vipcom-pr i
Vipcom-pr i
Vipcom-pr i
Vipcom-pr i
Vipcom-pr i
vipcom-pr i
vipcom-pr i
vipcom-pr i
vipcom-pr i
vipcom-pr i
Vipcom-pr i
vipcom-pr i
vipcom-pr i
vipcom-pr i
vipcom-pr i
Vipcom-pr i

o~~~ o~~~ o~~~ o~~~ o~~~ o~~~ o~ o~

X1 BRSBACREIP7 FLABERZELET . RREHTIE FrontNetwork AD IP7 FLRAZHELET .
%2 IDIFEEDHIETY,

X3 AREHITE, BFIBARESI FOEVTEELES,

X4 ping ICKBERETVET,

X5 BFOMEEOTHREL-AFSBAREEELET.

X6 HTTPS(443) ZZ (=156, EDEFHITPS THEALFT,

X1 BESMEEOTHEL-EFMIBMIREEELET.

9-3 BfENEIRI-ILOETFK(HTTPS)
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% 10 & [LS]IPCOM VA2 LS OIMNHESETE

ARET(E, IPCOM VA2 LS WM EREIBIET DI BRRTECOWVWTERALET .

10.1 AMERE{SE%TE/secondary AOD LB & EDEIHEA
primary TZ885E DNS H—/IDRE® NAT DFREZITL. CCETDERTEZ secondary AIICEHALFET . (K] 10-1)
IR 451

vipcom—pri (edit)# dns—server primary ipv4 133.162.193.9 %1

vipcom-pri (edit)# dns—server secondary ipv4 133.162.193.10 1
vipcom-pri (edit)# class—map match-all web-server 2

vipcom—pri (edit—cmap)# match source—address ip 192.168.110.0/24 >3
vipcom-pri (edit-cmap)# exit

vipcom-pri (edit)# class—-map match-all get-metadata %4

vipcom—pri (edit—-cmap)# match source-address ip 192.168.110.0/24 5
vipcom-pri (edit—cmap)# match destination—address ip 169.254.169. 254 6
vipcom-pri (edit—cmap)# exit

vipcom-pri (edit)# interface lan0.0

vipcom-pri (edit—if)# rule src-napt 10 ipv4 web-server to 192.168.100. 200 10000-20000 37
vipcom-pri (edit—if)# rule no-src—nat get-metadata %8

vipcom-pri (edit—if)# exit

vipcom-pri (edit)# commit

Do you overwrite “running-config” by the current configuration? (y|[n]):y
Do you update “startup-config” for the restarting system? (y|[nl):y
vipcom-pri (edit)# exit

vipcom—pri (config)# exit

vipcom—pri# sync cluster primary-to-secondary 39

This System: primary

primary (2017/01/25(Wed) 16:44:42) -> secondary (2017/01/24 (Tue) 18:27:11)
Are you sure? (y|[n]):y

X1 BBENSH—ID7 FLRERELET,

2 NATOXRRERDTIL—TE2#/ELET,

%3 BackNetwork D NW 7 FLRZHELET,

¥4 AR T—AMBOBBELLIRETT,

%5 BackNetwork D NW 7 KL R ZHELET,

X6 ARAT—HETOFLDOT FLR(169.254.169.254) ZBE L TLEELY,

X7 SMEMERT B70IZ SRC-NAPT #EELET, PRLRIXFERE IP7 FLRAZEBELET.

X8 ART—RBIEDOICNAT ZERLET, RBREZTHLLEE. BackNetwork ICFIET 2 REY—/\HF—R7
DERBEETALGLL IO, BTFRELTLESL,

%9 primary i secondary (a2 T4 P ERBALET,

10-1 : 48REB{EE%TE/secondary AD LB & EDREHA

- 60 -



10.2 IPCOM VA2 LS O&AEK IP (It 35 =—R— NeERK
REZE IP K021 bRTRIORAEY — N TEREINBVESICYZT—R— MAERUET . (K 10-2)

IR

[root@K5-Host ]# PORT_NAME=FrontSharelP

[root@K5-Host 1# NETWORK_ID= “FrontNetwork @ ID”

[root@K5-Host 1# SUBNET_ID= “FrontNetwork @4 J % k ID

[root@K5-Host 1# FIXED_IP_ADDRESS=192.168. 100. 100 1

[root@K5-Host 1# SG_ID= “I'SecurityGroup MERL] TR L 1= SecuriryGroup”

[root@K5-Host 1# AZ= “IPCOM VA2 AER{E SN TUL 3 AZ”

[root@K5-Host 1# curl —s $NETWORK/v2.0/ports -X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type:
application/json” —d ' {"port”:{"network_id”: " $NETWORK_ID'”, “name”: “" $PORT_NAME' ”, “availability_zone”:
" $AZ' 7, “fixed_ips”: [{“subnet_id”: ”" $SUBNET_ID' ”, “ip_address”: “’ $FIXED_IP_ADDRESS “}], “security_groups”:
[ $s6_ID""1 }}' | ja .

[root@K5-Host 1# PORT_NAME=BackSharelP

[root@K5-Host ]# NETWORK_ID= “BackNetwork @ ID”

[root@K5-Host 1# SUBNET_ID= “BackNetwork @+ J 4w k ID”

[root@K5-Host 1# FIXED_IP_ADDRESS=192.168.110. 100 %2

[root@K5-Host 1# SG_ID= “lSecurityGroup MYERL] THERL L 1= SecuriryGroup”

[root@K5-Host 1# AZ= “IPCOM VA2 MECfESh TULVD AZ”

[root@K5-Host 1# curl —s $NETWORK/v2.0/ports -X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type:
application/json” —d ' {“port”: {"network_id”: “" $NETWORK_ID'”“, “name”: " $PORT_NAME' ”, “availability_zone”:
" $AZ 7, “fixed_ips”: [{“subnet_id”: " $SUBNET_ID' ”, “ip_address”: " $FIXED_IP_ADDRESS’ “}]1, “security_groups”:
[ $S6_ID""1 1} | ja .

[root@K5-Host 1# PORT_NAME=ManagementSharelP

[root@K5-Host 1# NETWORK_ID= “managementNetwork & ID”

[root@5-Host 1# SUBNET ID= “ManagementNetwork @+ 7= k ID”

[root@K5-Host 1# FIXED_IP_ADDRESS=192.168.120. 100 %3

[root@K5-Host 1# SG_ID= TSecurityGroup MYERLI THERL L 1= SecuriryGroup”

[root@K5-Host 1# AZ= “IPCOM VA2 AECfESh TULVD AZ”

[root@K5-Host 1# curl —s $NETWORK/v2.0/ports -X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type:
application/json” —d ' {"port”: {"network_id”: " $NETWORK_ID'”, “name”: "’ $PORT_NAME' ”, “availability_zone”:
" $AZ' 7, "fixed_ips”: [{"subnet_id”: ”" $SUBNET_ID' ”, “ip_address”: ”" $FIXED_IP_ADDRESS’ “}1, “security_groups”:
[ $sG_ID""1 1}’ | ja .

%1 FrontNetwork {1 IPCOM VA2 DRF IP 7 KL R
%2 BackNetwork {81 IPCOM VA2 X% IP 7 KL X
%3 FrontNetwork {8l IPCOM VA2 &R IP 7 KL X

10-2 : IPCOM VA2 LS O&AEK IP (CXIES 25 —R— MeERk
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10.3 X597 —BERDRE
X537 —H({RIES—)\O¥IEAEETE AT —4)% BackNetwork (CFRE 3 2RAEY — )\ HES TE DL TEEITVET

AREETEZITHRVMSE . ARIEY - NICH T 2F—R7IEHROBZEFORZ NEIBIROEUSN TERD, I ASKTEZEREL
TLIZ&L,

ARABIL =B RATAYIN—T 1 %EBIVETS . L FOREEZITIBEORTHERLET . (K 10-3)
ATV —T 4> DFHTE(F. BackNetwork HNE 331y hI—4D CIDR ZA TFDLSIC 2 EICHFTHREL T,

(3E1741]
1 DE® destnation : 192.168.110.0/25 X AT —HEE I BIRIEY— ) HFRIE 9 25 TRk
(AFETERITIL BackNetwork d CIDR DaiT#)

1 DBE® nexthop :192.168.100.100 %IPCOM VA2 LS O FrontNetwork I IP 7R

2 DE® destnation : 192.168.110.128/25 X X457 —4%EUS93{REY —)\NFiEI3HTRwbk
(AEEEFIT(E BackNetwork ® CIDR D)
2 DE® nexthop :192.168.100.100 %IPCOM VA2 LS O FrontNetwork 0 IP 7R

IR

ROUTER_ID=67642eb8-20d5-412c-9973-653246b85bc6
ROUTES={¥"nexthop¥”:¥"192. 168. 100. 100¥", ¥“destination¥”:¥"192. 168. 110. 0/25¥"}, {¥"nexthop¥”:¥"192. 168. 100. 10

0¥”, ¥"destination¥”:¥7192. 168. 110. 128/25¥%"}
$ ocurl -i  $NETWORK/v2.0/routers/$ROUTER_ID -X PUT -H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type:

application/json” -d ' {"router”: { “routes”: [ $ROUTES'] }}

KITHERG

{“router”: {"status”:”ACTIVE”, “external_gateway_info”:null, “name”:“endrouter”, “admin_state_up”:true, “tenant_
id”:"384c0ee784874421998b427a83948675”, “routes”: [{“nexthop”:“192. 168. 100. 100", “destination”:”192. 168. 110. 0/
25"}, {“nexthop”:”192. 168. 100. 100", “destination”:”192. 168. 110. 128/25"}1, “id”: "6f642eb8-20d5-412c-9973-¢c53246

b85bc6”, “availability_zone”:” jp—east-1a”}}

10-3 : X457 -9 BERDEE

-62 -



10.4 RFEIL—HD FW JL—ILDETE
AERTEBITE. ARIEIL—FD FW JL—IUEE 10-4 (CRUIZESDFHTEL TS0,

Internet

FrontNetwork BackNetwork ManagementNetwork
192.168.100.0/24 192.168.110.0/24 192.168.120.0/24
IPCOM VA2
primary WebServerl
O
IPCOM VA2
secondary

* ABITOMEIL —SDFWIE FOLSCRELET. \
@ BackNetworkA\1 >4—J1—AlEmetadata SOF L OBEDOHIER HABTI M, AFITIHEESFTHRL D

S TOEERERLET.
® JORIUEHTTP,HTTPS, DNSLG@%S‘F_JL; TNBSHBERRLETD .

Action(AllowiDery) m

Deny 192.168.110.0/24 any
Deny = 192.168.110.0/24 = any
Allow = = 53 udp
Allow = = 80 tcp
Allow = 443 tcp
Deny = = = any
& FWOERTETS A [ Taas #EEEEREAE 154U TaaS APTUIrPL V2 B EBULTZE. /

[ 10-4 : TaaS LOIRIEIL—HD FW JL—)LEETEH)
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10.5 WebServer ®F J#)L NF— NIIAE%TE
BackNetwork Y TRy hDIL—F1> ) 1EHRZZEL. T IAI M — R J1(% IPCOM VA2 LS (CZEELET,
(K 10-5)

IR

[root@K5-Host 1# SUBNET_ID= “BackNetwork @+ J 4w k ID”

[root@K5-Host 1# HOST_ROUTES={¥ “ nexthop¥ ” :¥ “ 192.168.110.100(IPCOM VA2 @ BackNetwork {8l £ =&
IP)¥”, ¥"destination¥”:¥0.0. 0. 0/0¥"}

[root@K5-Host 1# curl -i $NETWORK/v2.0/subnets/$SUBNET_ID -X PUT -H “X-Auth-Token: $0S_AUTH_TOKEN” -H
“Content-Type: application/json” —-d ' {“subnet”: { “host_routes”: [ $HOST_ROUTES ] }}’

HTTP/1.1 200 GConnection established

HTTP/1.1 200 OK

X-Fcx-Endpoint-Request: EXECUTED_REQ000104230_200
Date: Mon, 27 Feb 2017 04:27:16 GMT

Server: Apache

x—openstack-request-id: req-8bc1ffad-f617-4143-bdb8-b34dae741354
Cache-Control: no-cache

X-Request-1d: 90a0480d-e7e5-4bd7-8632-e4b405387e5b
X-Runtime: 0.352000

Connection: close

Content-Type: application/json;charset=UTF-8
Content-Length: 496

{”subnet”: {"name”: “BackBackNetwork”, “enable_dhcp”:true, “network_id”:"”702ae944-a86¢c-4de7-b966-d4275¢c052bba”
“tenant_id"”:"aba7fe34ade6447d8487¢a8225db64c4”, “dns_nameservers”:[], “al location_pools”: [{"start”:"192.168. 1
10.27, “end”:7192. 168. 110. 254"} 1, “host_routes”: [ {"nexthop”:”192. 168. 110. 100", “destination”:70.0.0.0/0"}1, “ip
_version”:4, “gateway_ip”:7192.168.110. 1”7, “cidr”:7192. 168.110.0/24", "id"”:"0a055929-5176-4e2a-9903-29¢89d1¢81

2¢”, “availability_zone”:” jo—east-1a”"}}

10-5 : WebServer OF7 I N —NJIA/%TE
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% 11& [SC]IPCOM VA2 SC O¥JHAERTE

ARET(F, IPCOM VA2 SC OHIERERTE(COVTERBALEF T,

11.1 KAM&E/ISZT—ROETE(SC)
IPCOM VA2 SC [CUE— R Y—IOJ1> %LU TRANGE (R T— RS ELES . (K 11-1)
NXAGKTELAF(E SSH TOJA U, IETEET,

N> R

ipcom#t configure

ipcom(config)# load running-config

ipcom(edit)# user admin

ipcom(edit-user)# password “{EE D password” X1
ipcom(edit-user)# exit

ipcom(edit)# hostname vipcom-sc %2

ipcom(edit)# user-role remote

ipcom(edit-user-role)# match user admin 33

ipcom (edit-user-role)# exit

ipcom(edit)# conmit force-update

Do you overwrite “running-config” by the current configuration? (y|[n]):y
Do you update “startup-config” for the restarting system? (y|[nl):y
vipcom-sc(edit)# exit

vipcom-sc (config)# exit

X1 NRAT—FEIEEICHBSAGOXFEINZRELTLESILD, B XFEUEIDERFTLEFEE L=XFF ZHE)
%2 KRR MEIFEETT,
X3 NRAT—FRZEH/HELEEH. adnin 22— —0 remote 7o R ZHATLET,

11-1 : RANZENRT—ROEETE(SC)
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11.2 1>5-J1—-X&E(SC)
IPCOM VA2 SC DA >H—J1—ADREZITVET, (K 11-2)

IR

vipcom-sc> admin

vipcom-sc# configure

vipcom-sc (config)# load running—config

vipcom-sc (edit)# protect checksum-inspection disable ¢1
vipcom-sc(edit)# interface lan0.0

vipcom-sc (edit-if)# ip address 192.168. 100. 30 255. 255. 255.0 2
vipcom-sc (edit-if)# description IPCOM-VA2-SC-front-net 3¢3
vipcom-sc (edit-if)# exit

vipcom-sc(edit)# interface lan0. 1

vipcom-sc(edit—if)# ip address 192. 168. 120. 30 255. 255. 255. 0 %5
vipcom-sc(edit-if)# description IPCOM-VA2-SC-management-net 36
vipcom-sc (edit-if)# exit

vipcom-sc(edit)# ip route 0.0.0.0/0 192.168.100.1 distance 2 8
vipcom-sc (edit)# commit

Do you overwrite “running-config” by the current configuration? (y|[n]):y
Do you update “startup-config” for the restarting system? (y|[nl):y

X1 NNy bDF v ETISHEEL [aaS ETIHEALLBZWVTLZEL, FTHELEBEI I 2551/ HY EFT,
%2 laaS TEIZEMNT-FrontNetwork BID IP 7 KLRZEHEELTLEFEN

%3 BEANXDI=OEETT

¥4 laaS TE|Y S h 1= ManagementNetwork I IP 7 FLRZEHELTL &L

X5 EREAXDI=HEETT,

%6 REIL—FOA V=T z—RETIANMTF—FIAIZERELET,

11-2 : RANZE/ ST — ROEE(SC)
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% 12 & [SC]IPCOM VA2 SC O F WHEEEDFETE

ARET(E, IPCOM VA2 SC [CHIFD FW O EFIEZRALET .

12.1 IPCOM VA2 SC FW Ds%7E
FW ZE&RE IS8, IPCOM VA2 SC TI—IUERRE LU - T1—ANDI —LEREZITVET

ARERTEFITIL. FrontNetwork (C dns(53)DEFHE]. ManagemantNetwork (C(3RSFARIEY —/IHSD SSH.

WebConsole 77t ADHFRIUEY .,

@ IPCOM VA2 SC T FW OJL—JL&VERKLET . (K 12-1)

mESAN

vipcom-sc> admin

vipcom-sci con

vipcom-sc (config)# load running—config

vipcom-sc (edit)# access—control default-deny 1
vipcom-sc (edit)# no access—control configuration 2

you sure? (y|[n]) :y

vipcom-sc(edit)# class-map match—any dns—access ¢3
vipcom-sc (edit—cmap) # match destination-port 53/udp
vipcom-sc (edit—-cmap)# match destination-port 53/tcp
vipcom-sc (edit-cmap)# exit

vipcom-sc (edit)# class-map match-all mng-access ¢4
vipcom-sc (edit—cmap) # match destination-port 22/tcp
vipcom-sc (edit—cmap) # match source-address ip 192.168. 120. 30
vipcom-sc (edit-cmap) # exit

vipcom-sc(edit)# class-map match-al|l webconsole-access 3¢5
vipcom-sc (edit—cmap) # match destination-port 82/tcp
vipcom-sc (edit—cmap) # match source-address ip 192.168. 120. 30
vipcom-sc (edit-cmap) # exit

vipcom-sc (edit)#

¥1 rule I2EZELEVELEDIEIETHELET,

%2 access control rule #E%IZLET,

%3 DNS(53) #JL—ILIZIRE

X4 BRTFRREBY—1\DSDHSSHT7 I R EHFATELSIL—ILICEELET

%5 BRFAEBY—/\MSDH [PCOM VA2 D GUI (82 BR— R ATV RHFAIT BIL—ILERELET,

All the definitions for the access control map are deleted if the access control rule is changed to enable. Are

12-1: IPCOM VA2 SC FW JL—ILOER
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@ ERLIZ FW DI —)L &1 29— J1— R (HEELET . (K 12-2)

IR

vipcom-sc (edit)# interface lan0.0

vipcom-sc (edit-if)# rule access 100 in dns—access accept audit-session-normal audit-match-normal 31
vipcom-sc (edit-if)# rule access 110 out dns-access accept audit-session—-normal audit-match-normal ¢2
vipcom-sc(edit-if)# exit

vipcom-sc(edit)# interface lan0. 1

vipcom-sc (edit—if)# rule access 100 in mng-access accept audit-session-normal audit-match-normal 38
vipcom-sc (edit-if)# rule access 110 in webconsole—access accept audit-session-normal audit-match-normal 3¢9
vipcom-sc (edit-if)# rule access 120 out any accept audit-session-normal audit-match-normal 3¢
vipcom-sc(edit-if)# exit

vipcom-sc (edit)# commit

Do you overwrite “running-config” by the current configuration? (y|[n]):y

Do you update “startup-config” for the restarting system? (y|[nl):y

X1 AN KD web 74t REFA]

2 TN EDweb 7Yt AR

3 T RINDU EADDNS 79t XEFE

¥4 A N9 KD web 74U 1 REFA]

X5 T RNDUEDweb 7Y AEFA

X6 A N2 KD web 74Ut REFA]

T T b2 KD icmp (ping) ZEFa

X8 BRSEAREEYS—/ M ® SSH 79 & XEFA]
X9 RSFAMREY—/\Hh 5D WebConsole (82) E57]
X10 7 bN\D Y RIXETEFA

12-2 : IPCOM VA2 SC FW JL—)LzA>4—-J1—RICEA
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% 13 & [SC]IPCOM VA2 SC O DNS BEEEDEETE

ARET(E. IPCOM VA2 SC (CH1F5 DNS HEEDREFIRZRALET .

13.1 DNS OFETE
DNS %5&TE 9 zth. IPCOM VA2 SC T DNS Y-, d—-ROEEZITVET . AFITIEIipcom-va2.com1EWSE
DY —>ZERRLTHEDET, (K 13-1)

N> R

vipcom-sc> admin

vipcom-sci con

vipcom-sc (config)# load running—config

vipcom-sc (edit)# dns—server—config

vipcom-sc (edit-dns—server)# zone ipcom-va2. com 31

Register new zone. OK? ([yl|n):y

vipcom-sc (edit-dns-server-zone)# type master 32

vipcom-sc (edit—dns—server—zone)# soa-data all 20170427 10800 3600 604800 86400 600 master ipcom-va2.com. 33
vipcom-sc (edit-dns-server-zone)# host dns NS 34

vipcom-sc (edit-dns—server—zone) # name-server dns ¢4

vipcom-sc (edit-dns—server—zone) # host—ip—address dns 192.168. 100. 30 %5
vipcom-sc (edit-dns—server—zone) # host webserver A %6

vipcom-sc (edit—dns—-server—zone) # host-ip—address webserver 192.168.100. 200 7
vipcom-sc (edit-dns-server-zone) #f exit

vipcom-sc (edit-dns-server)# exit

vipcom-sc (edit)# commit

Do you overwrite “running-config” by the current configuration? (y|[n]):y

Do you update “startup-config” for the restarting system? (y|[nl):y

X1 DNSDY—2ZEELET, SEIE MNipcom-va2. com] EWVWSRBIDY—2EERLET,

%2 IRAZ—MDNS ELTEEHFLET,

%3 SOAZR/ELET UNSA—FEMIE IPCONDaT Y FX =2 T7ILBHE),

¥4 NamaServer #E&LEI,

%5 DNS BEDARERIL—ILEFEERZLET, KFITIXSC D FrontNetwork BIDA 2 —2J z—REI/ELET.
%6 WebServer DA LI—FKFZE&HLET,

X7 AHITIEIPCOM VA2 LSDIRE IP 7 FLRZEELET,

13-1 : IPCOM VA2 SC DNS 9—/\D%TE
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% 14 & [LS/SC]IPCOM VA2 0:EFRIRtA

14.1 [LS)IPCOM VA2 LS OfR#8 IP 7 RLRIJO—/VL IP PRL A% &I
IPCOM VA2 LS ORA8 IP 7 RLA(FO—/VL IP 7RLZZEIZH U, IPCOM VA2 LS OERZRMIGLET. (K 14-1)

N> R

[root@K5-Host ]# PORT_NAME=ipcom_va2_virtual_server

[root@K5-Host 1# NETWORK_ID= “FrontNetwork & ID”

[root@K5-Host 1# SUBNET_ID= “FrontNetwork @+ J 4w k ID”

[root@K5-Host 1# FIXED_IP_ADDRESS=192. 168. 100. 200 1

[root@K5-Host 1# SG_ID= “T'SecurityGroup M{ERL] THERL L 1= SecuriryGroupID”
[root@K5-Host 1# AZ="IPCOM VA2 AECfE S TLVS AZ ~

# A IP7 KLA (virtualserver @ R— kDT FLR) DA I —R— b Z4ERL

[root@K5-Host 1# curl —s $NETWORK/v2.0/ports -X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type:
application/json” —d ' {“port”: {"network_id”: “" $NETWORK_ID'”, “name”: “ $PORT_NAME' ”, “availability_zone”:
" $AZ 7, “fixed_ips”: [{“subnet_id”: " $SUBNET_ID'”, “ip_address”: “" $FIXED_IP_ADDRESS “}], “security_groups”:
[ $S6_ID""1 1} | ja .

# ERLLT=R— bk (virtualserver ®7FR— kD7 FLR)IZSB—/L IP 7 FLRZEY

[root@K5-Host 1# NETWORK_ID= “ext-network @ ID”

[root@K5-Host 1# VM_PORT_ID= “$FR{ERL L f=7/K— F® ID”

[root@K5-Host 1# AZ= “IPCOM VA2 AER{E SN TUL 3 AZ”

curl —-s $NETWORK/v2.0/floatingips —X POST -H “X-Auth-Token:$0S_AUTH_TOKEN” -H “Content-Type:application/json”
-d ' {"floatingip”: {"floating_network_id”:”" $NETWORK_ID'”, “port_id”:” $§VM_PORT_ID'”, “availability_zone”:
T $AZ 7Y | da .

X EFEREREESE T .. WebServer DBMBEDNS H—/NOT IHIL M —F DA DERE CK) ZHEEL. 1 3 —Fy b
5598 —=N)LIPF7RLRIZZYVERL, BEZHEALTLS DRERFETTY,

X1 TERSEBEEDSRE] TEELE-ERSBAOEEBIP7FLR
X2 WebServer T 74 JL k5 — k™9 = A 1% IPCOM VA2 @) BackNetwork IR IP ZIEEL T EELY,

14-1 : IPCOM VA2 LS OIRA& IP 7 RLA(JO-/VL IP 7 RLRZEI X
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14.2 [SC]IPCOM VA2 SC @ FrontNetwork I IP 7RLZ(CF0—/VL IP 7R A% EI
IaaS R—4JL T IPCOM VA2 SC 0 FrontNetwork f8ld IP 7 RLZ (5 0—/VL IP 7 RLAZEIZHU. IPCOM VA2 SC
OERZRMIBLET . (K 14-2)

==

=
240L45— ] 4 1-2{F/2 % s M
: R I-TEE
H-b Ry LD PFEVA J0—10uP i PR
1a4c809c-Ted1-4edc.., ManagementMetwark 192.168.120.5 iprom-va2-  AO—U)LIPE| LiEEE

b0BAc0B6-9892-42¢a... FrontMetwork 192.168.100.5 ipcom-va2-5G

14-2 : IPCOM VA2 SC ® FrontNetwork fId IP 7 RL A (ZH0—/VL IP 7R A% E|
U ETARECHBIFTZEASHIDFBEHZT T,
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{F8% A : [BRTESEHIIIPCOM VA2 LS @ running-config

AEDFNECARVETEZITOEHZED LS 0> T4 (running-config IX¥> REITHER ) 2 A FITRUET
X running-config JY> ROFEM(E IPCOM EX SM—-XIX>2 RUI7LOZHA RelSRTEE 0,

running-config J¥> ROEITHER

dns-server primary ipv4 133.162.193.9
dns-server secondary ipv4 133.162.193.10
hostname vipcom-pri vipcom-sco

fixup protocol dns 53/udp

fixup protocol ftp 21/tcp

fixup protocol http 80-83/tcp

fixup protocol http 8080-8083/tcp

fixup protocol https 443/tcp

cluster mode primary

clusterid 1

cluster secret-key vipcom

access-control default-deny

access-control audit session-normal match-normal
protect checksum-inspection disable
interface lan0.0

ip address 192.168.100.100 255.255.255.0

ip address primary 192.168.100.10

ip address secondary 192.168.100.20

description IPCOM-VA2-front-net

ip-routing

rule src-napt 10 ipv4 web-server to 192.168.100.200 10000-20000

rule no-src-nat get-metadata

rule access 100 in web-access accept audit-session-normal audit-match-normal
rule access 110 out web-access accept audit-session-normal audit-match-normal
rule access 120 out dns-access accept audit-session-normal audit-match-normal
cluster sync-interface

cluster vrid 10

interface lan0.1

ip address 192.168.110.100 255.255.255.0

ip address primary 192.168.110.10

ip address secondary 192.168.110.20

description IPCOM-VA2-back-net

ip-routing

rule access 100 in web-access accept audit-session-normal audit-match-normal
rule access 110 out web-access accept audit-session-normal audit-match-normal
rule access 120 in dns-access accept audit-session-normal audit-match-normal
rule access 130 out ping-moniter accept audit-session-normal audit-match-normal
cluster sync-interface

cluster vrid 20
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I
interface lan0.2
ip address 192.168.120.100 255.255.255.0
ip address primary 192.168.120.10
ip address secondary 192.168.120.20
description IPCOM-VA2-management-net
ip-routing
rule access 100 in mng-access accept audit-session-normal audit-match-normal
rule access 110 in webconsole-access accept audit-session-normal audit-match-normal
rule access 120 out any accept audit-session-normal audit-match-normal
cluster sync-interface
cluster vrid 30
!
ip route 0.0.0.0/0 192.168.100.1 distance 2
slb real-server web-serverl
distribution-address 192.168.110.30
!
slb real-server web-server2
distribution-address 192.168.110.40
!
slb-rule 100
virtual-server 192.168.100.200 80/tcp
transit-mode round-trip
transfer-mode ip-address
distribution-rule 100
class-map any
distribution-mode round-robin
persistence mode http-session cookie ipcom
persistence guarantee-time 180
persistence cookie-mode persistent-cookie 1800
monitor level application
monitor level ping
monitor check-interval 60
monitor check-timeout 10000
real-server web-serveril
port-map virtual 80 real 80
!
real-server web-server2
port-map virtual 80 real 80

|
!
slb-rule 200
virtual-server 192.168.100.200 443/tcp
transit-mode round-trip
transfer-mode ip-address
distribution-rule 100
class-map any
distribution-mode round-robin
persistence mode node
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persistence guarantee-time 180

persistence cookie-mode persistent-cookie 1800

monitor level application

monitor level ping

monitor check-interval 60

monitor check-timeout 10000

real-server web-serverl
port-map virtual 443 real 443

!

real-server web-server2
port-map virtual 443 real 443

!
class-map match-all any
match any
!
class-map match-all dns-access
match destination-port 53/udp
!
class-map match-all get-metadata
match source-address ip 192.168.110.0/24
match destination-address ip 169.254.169.254
!
class-map match-all mng-access
match destination-port 22/tcp
match source-address ip 192.168.120.40
!
class-map match-all ping-moniter
match icmp ping
!
class-map match-any web-access
match destination-port 80/tcp
match destination-port 443/tcp
!
class-map match-all web-server
match source-address ip 192.168.110.0/24
I
class-map match-all webconsole-access
match destination-port 82/tcp
match source-address ip 192.168.120.40
!
user-role administrator
description "Default user role"
display-name "IPCOM administrators"
match user admin
!
user-role remote
description "Default user role"
display-name "IPCOM access via network"
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match user admin

user-role user

description "Default user role"
display-name "IPCOM operators"

user admin

valid

secret-password 000180b918874ade72ba
authentication pap

description "Default user"

display-name "IPCOM administrator"
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{38%B : [BXEZHHI]IPCOM VA2 SC ® running-config

AEDFIECAREVRTEZITOIEHED SC MI>T4% (running-config IX¥> REATHER )2 A TITRUET .
X running-config JY> ROFEM(E IPCOM EX SM—-XIX>2 RUI7LOZHA RelSRTEE 0,

running-config J¥> ROEITHER

hostname vipcom-sc

fixup protocol dns 53/udp

fixup protocol ftp 21/tcp

fixup protocol http 80-83/tcp

fixup protocol http 8080-8083/tcp

fixup protocol https 443/tcp

dns-server-config

zone ipcom-va2.com 0

type master
soa-data expire 604800
soa-data max-cache-ttl 86400
soa-data max-ncache-ttl 600
soa-data person-domain ipcom-va2.com.
soa-data person-user master
soa-data refresh 10800
soa-data retry 3600
soa-data serial 20170427
host dns NS
host webserver A
host-ip-address dns 192.168.100.30
host-ip-address webserver 192.168.100.200
name-servers dns

I
access-control default-deny
access-control audit session-normal match-normal
protect checksum-inspection disable
interface lan0.0
ip address 192.168.100.30 255.255.255.0
description IPCOM-VA2-SC-front-net
rule access 100 in dns-access accept audit-session-normal audit-match-normal
rule access 110 out dns-access accept audit-session-normal audit-match-normal
!
interface lan0.1
ip address 192.168.120.30 255.255.255.0
description IPCOM-VA2-SC-management-net
rule access 100 in mng-access accept audit-session-normal audit-match-normal
rule access 110 in webconsole-access accept audit-session-normal audit-match-normal
rule access 120 out any accept audit-session-normal audit-match-normal
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ip route 0.0.0.0/0 192.168.100.1 distance 2
class-map match-all any
match any
!
class-map match-any dns-access
match destination-port 53/tcp
match destination-port 53/udp
!
class-map match-all mng-access
match destination-port 22/tcp
match source-address ip 192.168.120.40
!
class-map match-all webconsole-access
match destination-port 82/tcp
match source-address ip 192.168.120.40
!
user-role administrator
description "Default user role"
display-name "IPCOM administrators"
match user admin
!
user-role remote
description "Default user role"
display-name "IPCOM access via network"
match user admin
!
user-role user
description "Default user role"
display-name "IPCOM operators"
!
user admin
valid
secret-password 0001cd5d29e805d6fa4b15550e812fea47d6
authentication pap
description "Default user"
display-name "IPCOM administrator"
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C-1-9 IPsec-VPN #4gE
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REEPITURX L MD5
SHA1
SHA2(256/384/512)

RS —~—2Z IPsec-VPN

Hub and Spoke A

IP 34>k

IPsec hRILDH (V2GR D BUE)
IPsec XIVFRK—324

JXZ MTU T4 ZANIN)/MSS ESHRZ
PEERFD SA BEhEIH

H1F vy hI—-IOHR— b
Commit Ewhk
TF1IT4N AT EDORIEAL
BB AR A EHI R

NAT h5/\-H)L
TrATIA—)VEHE

HEIRMAE A Manual
IKE
IKE 254 Pre-shared Key

Digital signature

IKE Phasel E—R
IKE Phase2 €—R

Main mod

Aggressive mode

Diffie

Quick mode
Hellman(DH)
PFS Group 1,2,5,14

TaaS £® IPCOM VA2 TiEoHEE(d. RHUR—
hTY,
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C-1-10 L2TP/IPsec t4gE
IaaS 0 IPCOM VA2 TERYR— MRMAEZL T ICRUET .

Hhe i8R
FOEIERLRE YEiGLERETE TaaS £® IPCOM VA2 TiEoHEE(d. RHUR—
1-Y3R5E hTY.
KD — RZ=Harkae
BETRMkRE L2TP 751 TtkE
EEEERNEE
BRALYI A IERES R AR
Ty BB/ E B AITLEE

TrATIA—)VEHE

7 RLRAZE e

IPsec-VPN &

T7>F 1) AbkreE S

Web 272V 15> T HEEE
VPN 54wE > 1
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C-1-11 SSL-VPN #gE
IaaS 0 IPCOM VA2 TERYR— MRMAEZL T ICRUET .

PEEE St

T7IEAAN HTTP UN-ZJ0+> IaaS M IPCOM VA2 TAECHEEE(X. FRHR—
R—bIAD—F1>% (Java/Active-X) NG

L2 JA#9—-F+1>% (Java/Active-X)
R=4E) Web J5UHH—-EX

Windows J7/ILl8—EX
WebFTP H#—-EX

Ty

U S ANE SSAY

HAHIRAZX

U>

FoIL—NZEB UL ARIRAR
I-YREE (21— UERARE L)

1—Y5R5E SECUREMATRIX i#E

VAT YEY I1-50-IR-X

Y —-2ZR—-Z

D347 NEEBNR—-R

IV RRA>MeFaUT¢ 347> MFIvh

Fryv>a))-F

H=N1U>HI

7oe04 (tya>nd)

{R48 SSL-VPN > 27 L

TrATIA—)VEHE

QoS I (FiskiHIH )= H#E

U O ETE I BUEE

TOFI1IEYE Web J>7>2YI4)LA9U> 5 S

C-1-12 ={SFa4HLEE
IaaS t® IPCOM VA2 TERYR— hRMEREZL TICRUET

BEEE B
LAN ZE1t [aaS t® IPCOM VA2 TIitHERE(E. SRYR—
USIT7ING~23> hCY,
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C-1-13 EREIRMR<THEE
IaaS 0 IPCOM VA2 TERYR— MRMAEZL T ICRUET .

HRE Bl
fRSTHERE U7IWAA L-EZH IaaS £o IPCOM VA2 T Web J>Y—JL0E
FA-R<TOBEEOEZFHEEER. IFPIR—KTY,
JE— MEEI—-F1U74(ipcompass) IaaS £ IPCOM VA2 TAECHEEE(L. SRYR—
hTY.
MIB MIB-II IaaS £@ IPCOM VA2 T seHaE(. FRPR—
Y5k MIB hTY.
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{38k D : IPCOM VA2 LU TaaS DB

D-1 IPCOM VA2 D1 >45—J1—A¢ TaaS Ok— bz
AEiT(E. IPCOM VA2 D1 >45—-J1—2A¢& 1aaS Oi— hOBIRICDWTERBALE T . IaaS D IPCOM VA2 W@E{E%1T
Sfel(E LU O FSATINIELSE Eéh'&%u&%b‘@bi@“o
IPCOM VA2 W525#9 21> —J1— ARV DI TE
[aaS OiR—hk

LEROM A IO EERE FRICRULET .

IPCOM VA2

config DERFEA A—2

interface </>4—J1—2X 0>
ip address .....

interface </>%—-J1—X 1>

ip address .....
1259-J1—-X0 AVR—TT—R1 | eceee
| i
] 1
1 1
laaS : !
R=h0 Kbl | eeeer

IPCOM VA2 Tld. 7AYFENTULS [aaS Oik—MNeA >A—-J1—REL TERELET .

IPCOM VA2 [ZBF21 A —J1— ADRIEEEA T D@0 T,

@© IPCOM VA2 {ERBFIC BB AN T TaaS DR— bk

@ IPCOM VA2 ([HUT7AYFUIz TaaS Ok—bk

IPCOM VA2 (CBIFB1A—J1—Al& TanX. Y (I X1ETYIEFENEN 0~3 O&FES ) DR TI|NONET,
IPCOM VA2 (3. BIRD1>A—-J1—ADRHIEZE (ST 1an0.0]. llan0.11. llan0.2]. lNan0.3].
MNan1.0]-- - (LABE. BES)DLIICA >A—T1—AZZ8HUET .

IPCOM VA2 %% E I 2R, config DA >H—J1—ABRRERERCHBVT, BIRDA>H—J1—X% ¢ TaaS Oi—h
(CXF ST 2Ry NI — IR EZITINENDDE T,

IPCOM VA2 (C7AYFED [aaS OiR— M7 AvFUIIHEE. [aaS D%HR— NS 31> 49— J1—A%EHUE
JBEN IPCOM VA2 [CBVWTTERRDET,
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IPCOM VA2 (CT7AYFED TaaS Oik— M7 AvFUIZ#. IPCOM VA2 OBEEEZIToBE . 3SR —NIOWIET
%1>49—J1—A(d IPCOM VA2 TIIERHSNBBDE T, ZOFRHSNIRIRofA > —T1—ADE&HIE, BHOR
HBEDA>A=TJ1—ACEIDEDE T, OB, 1>F—J1—-2Z0EFES([NanX.Y DI XETY 10853 ) (FNEZE(CEID
HIEDFT, HIZ(ET1an0.01—T1an0.210&L3(CMNan0.1 |ZRUET L5BFB(EHDFE A.

IPCOM VA2 W3R8 21>4—J1—ZEDWTIE, IPCOM VA2 31)—-X VA2 1-H—-XH4(R [1-1-1 IPCOM
VA2 SN)—=ZADTZYy IA—LIDMFAE LAN 4>45—-J1—-2 | #SBU T,

AR ZLPFTRUET . AT AT ORMAHILD IPCOM VA2 ZEHFEUIZSICOVWTEEEHL TVET,
IPCOM VA2 {ERBF. TaaS @ 2 DON— bz BEENER(TREIOIR—~ 01IR—k 11)
IPCOM VA2 (Z3U. 2 DOIR— b7y F(FRIDIR—b 21TR—b 31)

IPCOM VA2
config DERTEAKX—
Interface lan0.0 Interface lan0.1 Interface lan0.2 Interface lan0.3

ip address <lan0.0 @ 1P> ip address <lan0.1 @ IP> ip address <lan0.2 @ IP> ip address <lan0.3 @ IP>

lan0.0 lan0.1 lan0.2 lan0.3
Iaas
Mm—=hK0 Mm—h1 R=K2 Mm—hK3
N e e = = \'I _________________ L2 O \'I _________________ /

IPCOM VA2 {ERKIFC BB A RRUTTR— b IPCOM VA2 (C7A9FUTeiR—b

ADROA > 5 —J1— ADRHIEF DAARIRUIZBD, ABITE, R—b 0~MR—b 3 iENEN 1an0.0~1an0.3 £LT
IPCOM VA2 (ZERFHENF T,
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D-2 XY NI —IHERRE B DA 25— J1— A B ERZE FIIE
IPCOM VA2 (&, Ry NT— B ZEE(LHES laaS OiR— DT AYFIT Ay FIRIECLZEERND %, BEIMICIEIERH TS
FtA. IPCOM VA2 (CX1T3 laaS DiR— MO AYFITAVFIRIFZITORR(E. ZNUICEDE T LTFOFIEICLD IPCOM
VA2 DA >A—J1—ABREEZBRTEL TS,
RE. REACEEEHINTVZIVY ROEITHERIIBITY . EEOHEFEREEERDIZENDDET .

(1) R TEZEDIREE
RIEORA - J1—ABREEORBHIEX TRV RICBREERLEBLE T U TOIVY REEITU TS
Vo CCTHRRTENA(E, BIRDA >4 —TJ1— B ERDB R ERFCERLET .
ipcom# save “{EEDIRERHTI7AIL&"

(2) 129—-J1—AAERERDREETE
PAH-T1-ADESEZ . LT OLIARGETEL TEEV  AEZEE BIROFIECSWVT, TaaS DER—HIE
IPCOM VA2 WER5# 921 >5—J1—AEDMILZ R T DIHICHETT
ipcom(edit)# interface <{REXKEMRDA>H—-T1—I>
ipcom(edit-if)# ip address <{EFE® IP 7RL- X >
ipcom(edit-if)# exit

(3) IR TEZLRIFOBRER FRF
IRTEDEETE%Z IPCOM VA2 EEIRFDIBRRERICRFLET . LATOIVY REFEITUTZEL,
ipcom(edit)# save startup-config

(4) IPCOM VA2 OfZ1E
IPCOM VA2 Z{S1ELE T . UITF OOV REFEITUTIZEL,
ipcom# poweroff

(5) IaaS Oy NI —IIERREE
IaaS Oy NI— IR ZEEZ T TEEV\ MEITSGUT IPCOM VA2 (393 IaaS Oik— MO THYF/THvF%
ITOTIZA0N,

(6) IPCOM VA2 DiCEh
IPCOM VA2 %#EEHL TR,
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(7) IPCOM VA2 D1 >A—-J1—A¢& 1aaS Oik— hDBROMESR
IPCOM VA2 h2R:#9 21 >H—J1—A¢& [aaS Oik—heDRARIE. mED MAC 7 RLAN—ELTLBHEIHTH
HITEET UTOFIEICLD, £1>F—T1— A TaaS Oi— hOREFREZNENHEERL TXZEL,

-IPCOM VA2 h'&R5#9 281 >4—J1— AN MAC 7 RL A%ZhE:29 3.
ipcom# show interface
ipcom# lan0.0 MTU: 1500 <LINKUP>
ipcom#  Type: gigabit ethernet
ipcom# _Description:
ipcom# | MAC address: fa:16:3e:00:d4:0f
ipcom# IP address: 192.168.10.10/24 Broadcast address: 192.168.10.255
U

-TaaS OR—bD MAC 7RLA%HE:R9 3

[aaS M[5.5.5 List ports|API OFEITHERNS. 5ZZHM— D MAC 7 RLZZHESRL TZE L,
# curl -k -s $NETWORK/v2.0/ports -X GET -H "X-Auth-Token: $0S_AUTH_TOKEN" | jq .

{
"ports"; [
{
R
"mac_address": "fa:16:3e:00:d4:0f",
Y S
"fixed_ips": [
{
"subnet_id": "33f92d78-9a2a-4688-9f4b-4bd467bf8d89",
"ip_address": "192.168.10.10"
b

1

(8) 1>9—J1—ADIBREEDEE
FI(7) THESRUTZA > 5 —J1— A& TaaS Oik— hDBZRZ 7T(C. IPCOM VA2 O >A—J1— AR TE & ZBRTEL
TLIREL,
@® MAC 7RLZR%Z7T(C, IaaS OR— NG Ed 21>9—J1—24% lanX.Y Z4FET 3.
@ IPCOM VA2 OA>H9—-J1— AR ES interface lanX.YJ(CX/E593 IaaS OR— D IP 7 RLZEAERK
EHRERTEI D,
LEERTEDRR. HEIGUT, (1) TEAA > A-J1—-AERIEEZSIRUTZAL,
[aaS OR—hDTEEE. IPCOM VA2 DA >H—-J1— B TEZRN—EL TS5 2R, IPCOM VA2 [CIRTED
R EERZRIIFRIRUET . AT OOV ReEITUTIZE,
ipcom(edit)# commit
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(9) BREkE?

IPCOM VA2 [CBVWTETOA>A—I1—ADIREEN T LINKUP (LT3 TV EZMERLET . AT OV REEITL

TLIEEL,
ipcom# show interface
ipcom#|1an0.0 MTU: 1500 <LINKUP>
ipcom#  Type: gigabit ethernet
ipcom#  Description:
ipcom#  MAC address: fa:16:3e:00:d4:0f
ipcom# IP address: 192.168.10.10/24 Broadcast address: 192.168.10.255
U

BAH—T1— AU, SMEBNSIBIENTES B 2L TEE .

LFEFIECHENT, AREENTLINKUPI(ERBIRVA > - T 1 - ANMFIE I BI5E . FEE SEhSO@EN TSRV
A—=J1-ZANMFEI D% E. 1aaS OR— k& IPCOM VA2 D1 >4 —J1—AMBRRTEEN—EL TORVETREEN HDF
9, AR (7)DFIEZITV\ 1>5-T1—¢ TaaS OR— MOBRISERDARUVDMETRL TIZEW, BRDN & OII5E. (8)
LA DFIEZBREEML TS,
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{182 E : IPCOM VA2 ¢ laaS OiB{E8TE

E-1 B{ERTEOE
IPCOM VA2 hNEEZI TR BRNBERTEOEZ LT (CRUET . KEESBU T, BERTE. BLUEDFETEN
BEUEABICHYTWAZEDIERRERL TTEE0,

(1) H@EEE

IPCOM VA2 (W ERHEEE FRICRULE T,

A)IPCOM VA2 DARAET —) (& {ERL
subnetl subnet2

B)1>A—J1— RIBMNEERDFTE
ON—T1VTDEE

/

Internet%ﬁ IPCOM VA2
L—4 config
E)A5TAYIL— D)iB{SE I T 331
FTAIDETE
FFWORE

E-1-1 : IaaS £® IPCOM VA2 (LB RFHIEERTE

A) IPCOM VA2 DARFEH —N\ZVERRLE YT . 55fl(&. API UJ7L>X (Foundation Servicef®) (BREAXREE
1, EAZE 1, EAZE 2) DOl1.3.3.17 Create server (1) |EZHESRIZEW E4THIE. 4.1 [LS)
IPCOM VA2 OERK(LS primary )z CHERIZE L,

IPCOM VA2 DARAEY — =Rk UTci&(d. i AT O EZIBE(TATHO T,

®

@
®

@

®

[Nicense key |OY¥>RT. IPCOM VA2 ((SA T A=EERL TEEW, EfTHI(E. 5.2 [LS]IPCOM
VA2 LS OO AF—Eixa eI,

[poweroff |IIY> RT. IPCOM VA2 %31y MTI> LTS,

API UJ7L >R (Foundation Service#m) (GREASE1, AEARSE 1, AEARFE2) D[5.2.2.6
Create volume (1) JAPI T, EBAIRY1—AZVERKL TIZEW, [1.6.2.3 Attach volumeJAPI T,
IPCOM VA2 ([GENIRY1— L% T7AYFUTIZEW, Ef761E. 5.3 [LSIBMR)1—LADVERRS LU T4
WwF (LS primary)zHESR<IZE,

API JJyL>R (Foundation Servicefm) (RBEAE1, AEAE1, AEHAKE2) 0[1.4.3.7
Start server]API £fz(ER—FIL P4 ~&D. IPCOM VA2 ZHEENL TEELN,

[user]. [password]. [hostname D& IX>RT, I-H—-&. )NAT—R, RANEZENENHTEL
TLIZEW EATAHIE, 7.1 RARRENRT—RDEKTE(LS primary)zZhEsR<IZE 0,

B) A>28-J1—-AIBRRERZHELEFT, iFilld. E-4 1>5—-J1—BRRERDRTEZ RISV 1T/
(& 7.2 425-TJ1—-RETURALERTE (LS primary)ZZHER<EE 0,
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C) TIAWNT=NITABLURENIN -T2 %RELET . 55ll(&. IPCOM EX S)—-X IXURYTPL > ZAHA
RDI2.25.2.1.6 ip route |2 CHESRIZE W 325X TE(E. TaaS OB IRy hDFRTE (I : Thost_routes,
[gateway_ip)[CHLTEBN(C(ERRENEZEA.

D) IaaS OR—NIHU. BEFAZRELFT ¥l E-2 TaaS OR— MOEBSHF )& EZ CHEREE W,

E) ARIEIL—HHU. X7 —FBIEDIDDAITAYIN—TA I ZBILET . EfTHIE. 10.3 X97-51B
ERDRTEECHEFRIZEL,

F) AREBIL—AHU. FW L=V ZRTELFE T, sFHl(S. TaaS MEEAREDI 5.6 J717—A—) | THESRCIE
EW\, FRTEBIE. 10.4 ARABIL—HD FW JL—ILDFRTEZRCHERIZE L,

(2) B—\EfEEEE
Y- BRI BRI ERRTEE FTRICRULET .
AEITIE T27— MBRROY — /NSRBI IOUISEETE T EZSEEHU TVE T Ot BREIDEISRAEY —/(
M5 Internet AEDEE%Z IPCOM VA2 (CM335&E (T EEB) ) AEDHHID 10.5 WebServer BT I#)L
b= RITAERTEERRDETI DT, HEBLE,

subnetl AVt — BRI DB EETRIE
B) B Ec Si{miEH —/thsInternet
AEIDEEZIPCOM VA2(CEIT355TE

subnet2

(_Iﬁ\ g gﬁﬁﬁﬁﬂd‘gﬂ

- IPCOM VA2 Q@ Ty
Internet config

BRI ET SR

O — B OB AR —)(2

SEIEEES

DY{RABIPY FL AFOA=—K—NEER%
E)JO—JULIPP FL ADEHECEINY T

E-1-2 : [aaS tOY—/\&EDBWEREE AR N B RNTE
A) RIBIP 7RLAZIEEL T, Y- /"B DB ADIBAIER (sIb-rule)Zs2ELE Y . (L. IPCOM EX SV
—X A-Y-ZHA1RDI2-6 G—\EREDIEUERE]. [2-6-9 B ERIBIROFNER 12 HEERITE0.
B) A>A-J1—-RIBRRERIC. BEDEISIRIED —/N\mBEDXEsT IP 7RLA%Z IPCOM VA2 O IP 7
RLRICZHES BERIE (sre-napt) 21T o TIES W AFKTEICLD. IPCOM VA2 EETEID B SRAREY —/)()
E(CHIFDBIE LA T OLITIRDFET
& E-1-3: IPCOM VA2 L&D B SARIEY — )\ OBEDFEFRHS LUNE(ETT IP 7RUR

B{E7516) 565% IP 7R X{E78 IP 7RLA
IPCOM VA2—->&E DB SAREY -/ BREDERFRIEY /)0 | IPCOM VA2
BEDERSRIERY —/(—>IPCOM VA2 IPCOM VA2 BREDEIRIEY —/(

C) ¥EA>AH-J1—R(CHRDIK [aaS OR— MU, ARIR IP 7 RLARF OBEFFR] 258 ELF T . FMlld. E-2
IaaS OR— hOBISFF oIERE R CHESRCIZE
D) {RABIP 7 RLARDYZI—R—MeERLFY . 3Eild. E-3 H=—R— hOVERZTHERRIZEL,
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E) Internet hSiB{E%21TOHE. IRIE IP 7RLZ%IT—/VUL IP 7 RLACHIE DI TZE W, 35403, E-5 5
O-/VL IP 7RLADFETEZ CHERIZEN,

AFEIEE FTROLSIBTT — MBRRODIZEERARISGEL TSV, BTk B)DFEEZIRIBIL—FRIDA>5-T1—X
R ER (AT TE L,

subnet1

515

Internet

IPCOM VA2
config

A EESEHR
ARy —/(1

ERDET R
R8T —)(2

E-1-4 : [aaS £ 1 D0OP IRy NI IPCOM VA2 Lt BB EISRIREY — N\ 2B BEUL D> 7— LKERk

(3) FW BkgE
FW HEEEE RIS (LB EZ TRICRULEY .

subnetl subnet2

AFWDETE

N\
\ IPCOM VA2
config

Internetf

E-1-5: IaaS k0 FW HEEEERFICHERIRTE
A) IPCOM VA2 ORREREC FW IL—ILEBELEYS. 3¥#(E. IPCOM EX S—-X 1-H—ZH1/RD
[2-10 JPA7—A—)VHEE | %2 CHESRIZE W,
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(4) TTRIEIBAL
TIRICBRICRERERTEZ THICRUEY,

A >—J1— ABRREECRTIPTRL A,
subnetl YIBA 24— J1—ADIPT FL A% RTE subnet?

BYRRIPZFLAREIS
BIEZFT0I9 55%0E

IPCOM VA2
primary
config

Interpet

C/—\C b B

F

IPCOM VAZ
secondary: (

config

CRRIPT FLARDSZ—7R— MOVERE,
D)InternethSOBEFITIES.
A0—JVLIPZ FLADEELZINY T

E-1-6 : [aaS EOTTEACIBRAICHERESTE

A) KFRIP7RL AL Primary/Secondary YDA > A —J1—AD IP 7 RL %A > A —J1— AR E R (CGRTE
UEY, sEillld. E-4 125 —TJ1— B EZR DR TEZ HERIZE,

B) R4 >AH—TJ1—R(ICHRHT< TaaS OiR— MU, A5k IP 7 RL A OBEFF R 2 ELF T, ¥ Hl(d. E-2
IaaS OR— hOBISFF Rl TEZ CHEER<IZE L,

C) ARFEIP PRLUZRADAZ—R—MNERRUE T . Fll(E. E-3 H=—R— NOVERRZTHERRIZEL,

D) Internet h'5fAzk IP 7 RLAAIZDBEZITIHE . iz IP 7RLAZJO—-/UL IP 7 RLRICHFE DI T
122V, 35, E-5 J0—/UL IP 7 RUADFETEZHERIZE

E-2 IaaS O— MDIBEFFRI 5% TE
IPCOM VA2 OEYPIRA >4 —J1—RITHHDI< TaaS OR— NIOBEFAT (L —T4 > 55F0] ) 2R TELET
IaaS APIUJ7L>A (Network #m) (BEEAZE 1, AAAZE 1, fAEASZE 2) Dl1.5.2.4 Update port|API (C&
D, BZER— MOBEFFaIREZBMUL TUZEW, AP D/SX=4(F. L TFORER TIEEL TZEW . A& API OZETHIG.
6.1 =T RO TER THERITE,
#F E-2-1:T71.5.2.4 Update portlAPI ([C3ETFET B/\5X—4

NIA=H% HEARAE S
allowed_address_ MAC 7RLZ(“mac_address”)(J3BEULRVTLIZEL,

pairs PBEZF 95154, "0.0.0.0/1"£"128.0.0.0/1"%

%1 BEL TS0,

%1 lallowed_address_pairs|(CHETE I 2@E5F0] 7 RLARVEUC(E _ERN®HDET . 5¥Hll(3. TaaS HEREAARZD
[A.1 FIFRME DRy ND—D(ICEE T 2HIPRAE | (Cdr DI R— NIERTE AT REINBISIF A 77 RU ARV | % CHERRIZE L,

E-3 HZ—7R—MDIERL
RA8 1P 7 RLZF. A&k IP 7 RLZARDAZ—R— MR LE T .
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IaaS API UJ7L >R (Network #m) (REAZE 1, FAHASE 1, fAHASZE 2) D[1.5.2.2 Create port]API (LK
D, H=—R—MeERRL TEE W API D/NSX—4(F, LIFOER TIEEL TEZE W,
#F E-3-1:11.5.2.2 Create port|API ((3ETETB/\TX—4

e} HEAS e

fixed_ips {RAB IP 7 RL /AR IP 7 RLAEX ST BB TRy b ID
ZIEELET,

security_groups IPCOM VA2 O¥PE8A >A—J1— RIS GR— b+l
F4IIN—TD ID ZEELET

E-4 4>9-J1— BN ERDKTE
A2A-JI1- B EEZRTELVET . 5EMl(E. IPCOM EX SW)—-X IXRUI7LOZHARDI2.4.2.15 interfacelzC
FESRCIEE WV 12— J1—- 2B EZE (interface 1anX.Y)ILIBE IS IP 7RL AL, ITFORR TIEEL TZEL,
IPCOM VA2 @ IP 7 RLADsEH(E. D-1 IPCOM VA2 D1 >4A—TJ1—A¢ TaaS Oik— hDBIGRE CHERIZE L,
R E-4-1: 12A-J1-ABRERIGKTET D IP 7RLR

129-J1-ZBREER | HERNS £
DES
ip address TLEACIBRRDIZS . (A& IP 7RLAZIEELEFT .

S ABRRDIZE . YR > A —J1—R(ICHRD< TaaS O

— D IP 7RURZIEELF T,

ip address primary TLRACIEBRRDIBE . Primary O¥IR( >4 —J1—R(THED
{IaaS OR—hkD IP 7RLAZIBELE T,

ip address secondary | TLRACERDIZ S, Secondary OYPIEA >4~ —-J1—AIC
#HDO< IaaS MR—hd IP PRLAZIBTELE T

E-5 J0-/UL IP 7RLADRTE
Internet H*5 IPCOM VA2 [CB{ERITIIHE. IPCOM VA2 (ERELRIP 7RL A% O—/VL IP 7 RLRISH IS DI EY .
120 IP 7RLZZEE DT T—)CL IP 7 RLZICH IS DFRONTLIZEL,
& E-5-1:70-/0VIP 7RLAICHIEDFS IP 7RLZ

S J0-)CL IP 7 RLRICHIED 13 IP 7RLR ==

Y-N\EREoHM0BE | REIP7RLX

TLRACABRREFDIB(E KREIP 7RLZ

S\ ABRRR DS YIEBA > —TJ1—2AD IP 7R

Tl

E-6 FIvIY MEDIRBEDRTE
FIvIH MEODMRBEZ1TOHEEE (protect checksum-inspection)ZEERN(CL TEE W, AtEEEBRNCUIIB A,
IPCOM VA2 TIEER/I\ Iy 2IEZELTLESTENHDFT,

E-7 MTU {EDEXTE
IaaS £® IPCOM VA2 O MTU {E(&. iBIEDeE{LDfzs. 1500 AT (EREAEEF : 1500)(CLTLZEL,
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