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NIVIFTZ)ETTEBIELIZE,

<FAEIAF-IWEHUOHRFEARAE >

ZES
FAEIZAF—HVWHURER XA ZAF—DIWEURERIET 2 EXEANMBELRDFT
IPCOM &5l

- IPCOM VA2 1300 LS(EX)
- IPCOM VA2 1300 SC

- IPCOM VA2 2500 LS(SSL)
- IPCOM VA2 2500 SC

SAEIAF—EANTSHETIZ IPCOM VA2 ZEEU THERTEZEA (VY RANFEIZFFIENIEA)
RRELVERRISHREN LRSS, RETIHICHBT S AF—DERBEEITILSSMIVELET,
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2.2 IPCOM VA2

Srus e
RTEDRN

AZETIE. IPCOM VA2 ZED AT LAOIERZEHEL T, IPCOM VA2 DS TEFEZRBALFET . B 2-1 (SERTED

OEFERLET,

BIEER

Y=~ zy -4,
=4, X2V T4II—TZED
IPCOM VA2#{ERL T BIc8hIC
NWERESTEZITVED .,

IRIEN S > DAERY

IPCOM VA2BSUEET 3
RS — Ve lEpkLEd .
LUHIDERATAU AT
B (OREOFHENDEH

IPCOM VA2(I51 AT —
&L, FI R TREARRERIC
LEd.

A ARERORE CORE

=127
O] DERTE
IPCOM VA& L—4¢UTH|

MIHBE AREETVE
EB

3Zx
L

IPCOM VA2LS

OHIHRERTE

IPCOM VA2 LSORAb£,
ST =R, TTERALBE O]

IPCOM VA2 LS
DFWHLBEDERTE

(VE— IV —)LiERT)

BRI EHEEED

ax AE

RRL DR TR S Ao
(L]
(EhfE) (] e N
API/TaaS/K - 4ILOIRIE APLIZ{F IPCOM VA2DLY IR | \priesr

IPCOM VA2
LSHMERE(SFSIE

IPCOM VA2 > A—Fy

(VE— IV )LIERD)

IPCOM VA2SC

OHIHAETE

IPCOM VA2 SCORAM&,
JNAD =1, TTRAGABRE ZE 0]
HRES THiTWES, NAT—F
(F#hd, BERICTEEZLT
{F2a&,

(V- IV —ILETE(ESSH)

IPCOM VA2 SC
DFWHEBEDERE

IPCOM VA2 SCOFWDEY
TV,

(UE— RV LEIcIdSSH)

IPCOM VA2 SC
(DDNSEETE

IPCOM VA20ODNSH-/)%Z
HIELET,

MR isuEg ey | IPCOM VA2OLSOFW®DZ | IPCOM VA0S | BIS S SI-0OREPHST —
e EETVET, BERRIELET, HITOF T I AT 160D
(Eh T, BERCCEEELT Etvtufippid

{JE&uny, SEAITVEYD,
(€=220=) (€223 (E=2A= (E=A=3)

IPCOM VA2V —)LIZME | IPCOM VA2DTI>Y—JLEFE | IPCOM VA20 1Y —)JLARMF | APLZ(F

IPCOM VA2 — LR

IPCOM VA2
EFRn
IPCOM VA2/ >5—Fwh

BET 3. HO0—/VULIP%E
M5LET,

(ER1EE]
IPCOM VA2 — L%
(JE—hI>Y—)LiEk)

(E=AC(=)
IPCOM VA2 1Y — JLiR4E
(UE— R0V L& @SSH)

E€2(=D)
IPCOM VA2 —JLig{E
(VE— ROV LEIZ(FSSH)

(€A==
APIIEE,
laaSm—4J)l 12F

2-1 : IPCOM VA2 FHEDRN

IPCOM VA2 DFERKICI ST IFOEZSIRUTTEL,
-5 A9t&R(IPCOM VA2 LS) ; 4/5/6/7/8/9/10/14 &

-3 >)ViERL(IPCOM VA2 SC) ; 4/5/11/12/13/14 &
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2.3 BEFIR

VEEZINDBRICK 2 -1 DEBRFIRZIBFTHIIE,

£ 2-1: BESIAE(1/2)

5%

f

=y]
[==]

2N

[l

7

/

ZEHIDEES

{RA8HY—N\547(& IPCOM VA2 1300 ; S3-1, S4-1S / IPCOM VA2
2500 ; C3-4, C4-4S #IBEL LAY (laaS JA/R-N)Y-IHY-EH
BIREY -2 FHOZE(E. IPCOM VA2 1300 ; S3-1.d, S4-1S.d /
IPCOM VA2 2500 ; C3-4.d, C4-4S.d Z4ETEL TLIZEW) . 2SR
Y=\ 91 T%IEELUIIHE. IPCOM VA2 OEMERIEL THDER A, Fle. A
—RRT=IVCERIEL TEDFE A

45

IPCOM VA2 (CEIDETZT 1AM 1—AFFIE boot Kflc/dev/vda (C
2GB. 20O 0DBNNIEETE T/dev/vdb (C 100GB EIDHTFI, NI OHA
AZIBTEUISE . IPCOM VA2 DEMEFRIEL THDFER AL 2. RU1—LD
B4 ZRBINT7AYF(CEF L THEDER Ao

IPCOM VA2 OITRACHBERINILF AZ 18R T IIERTEEE A,

NG}

TURALIBR®D IPCOM VA2 DARIEY —)\Z/ERl 3 2R, XD RAM L TENME
2L, POF VI ZTAHERERHTEL TZE L, &T2. IPCOM VA2 (CEEHDT
VBB TRy b EDIRIBY —/NE, P2 F 7 I ZTAHEBE DR EZHERLE T .

x~r

4=

TFIIFANIE LD, S/ REFE 4T admin 1-H-0/(ZXT—
SEREZEMML T2V, Fzw admin NRAD—-RZEIDFTUE-M7IER
(IPCOM VA2 DHEBEICED SSH ° GUI AQ 7 I R) [FEFRILIRVTLIZE W,

IPCOM VA2 Z#EHI2IBEZITIRIBY —/NEF— RV DA > R— MIRZ M
DOEASORHIOREADAETZEM I DM ENHDFY . sE FAREFIETHD
TITAEEMTEET . (*1)

108

IPCOM VA2 (3F—RT7(ZIEELTEDFR A ZDIZD. F—R7REINDYTTH
F—2AVNTOIA>IBEETEFE A

IPCOM VA2 (#RAEH — /U1 >R — S LMRABRY — /NI AR — MIEELTH
DFE A

IPCOM VA2 (X FwT> 3y MERE(C(FXFELTENEFE Ao

10

YEREHD IPCOM VA2 h'5, ARIEY —)\A X—S%/ER T 5L TEFE A

11

SDK-WEB&DA>O—-RURES 1-)L(E. IPCOM VX2 ETOEEDIHHR—
NLUTWET, IaaSHA> I35 EICT. SDK-WEB&LDA>O—- RURES 1-IUICED
A AN=WB IV YT T — MLV TS0,

12

Web77t50L -3 #EES LUHTTP Keep-Alive BRI ENEEH T 315
B, DEIROWebY —/{OHTTPOKeep Alives&EZBRNCLTIZEL,

T ECHEER(ERULR VS A, Keep AlivesEEZREERNICLTZE,

SF(&. [TIPCOM EX SMN-X1-Y-ZHAR] 2-6-4-4 D5 OVEHEADE
AN EESIRU T,
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% 2-1: BBEBIE(2/2)

IBE | #BESH ZHIIEES
13 | MTUME(Z, {HERE : IPCOM VA2&IaaSOBISRENE-7 MTUEDREZS | 7&. 14 8
EIERELTE 0,

14 | IPCOM VA2D{RIEH —/)\(&, ARAEY —/\USA X (RBS - \91TOZEE) X | BU
JIGUTWEY, HEBRSBEDIEEF 12HERUIXT, UTOVWITNHDFIETE
HEL TS,

R=FIIHA NCTRIRY —)\UBA X 1. TVBA X/ T -3 METE I DZEST
-Resize Server API, Confirm Resized Server APIDZE(T

&, AREY —)\UHA X% E 9 28R, EFIICIPCOM VA2%(ZIHIRAR
(poweroff N> REfe(EWebI> YV —)VBIEHSOELE ) U TZEL,

X TFANR=NY -2 —-EXOFIBEHE]EETT

XEHEAZEL/FE2. MEARE1/5E2)-23>DOIPCOM VA2OREY —/)(UY
AXFHRYIR— MHR-FFERL)(CBDFIOTITERIE,

15 | T8RS, IPCOMICHERTI DY TRy MR —5%156 3 2 BENS | 38
DFT ., RIERY NI —V%ABE T ZBRETERITE,
-IPCOMZTTRALABRRICT DImE

(T2 NARIEIL—IHRVE S BSHRECRZEN TR RENDDET)
- IPCOMICIEHEN 2 TRy b EORIEY — /N TXIT S BENVERSES

(*1)EBESEIE 6 D5 : AT —FBIEDFRTEICOWVT

AT —HBIEE (S, RIEY -\ EEENT BEE(C TaaS MBI HFRI Y —/N(XF7—5T0F ) M5+ —RTDF — R
BY - NORZANAREDT —H#EUS I 3 DiBEZIELET

IPCOM (&8t 9 2H TRy b EDARIEY — )N ED AT —FBIEZITIIHE . BTy MARIEIL — 5723555 L TEE0, 1R
BH— (DT TA ML— MY TRy hd GatewayIP. HOST_ROUTES @ NextHop (&. 1&48JL—4960<(& IPCOM
VA2 ODWINHIETEL TS,
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2.4 AETIERR T 2 AT LB
BBEDET(L, [aaS LT IPCOM VA2 ZE5ARS AT LADEES FEBHIEL TRBNUTHEDET . KBH{lESZ(CL.
BEREITOTIEN, [ 2-3 (. RETER I DS AT LRk ERUET .
A2 7 IVCEEEUIZSBHIINORERLICBEIL TIE. IPCOM EX S—-XBHIERSUIC TaaS Y=1 7SR,
o, ISR TEICBI T AARDHESRABICOVTI(E, 48k E : IPCOM VA2 & laaS DIBSRTE ZIHERIZE0,
API TIERF 2T RIRA > MOZEITOWT. UEDFREATIE F e DR 2L THDET . T2 RV NIOWTIF [aaS¥=1
VIV TSIBREE,
® $COMPUTE : compute H—EZADI>RR1> K
® $NETWORK : Ry hI—JH—EXDI>RRA> b
® $OS_AUTH_TOKEN : EM8UI API D=2
® $PROJECT_ID ::&%FE930>17MD ID

FrontNetwork BackNetwork ManagementNetwork
192.168.100.0/24 192.168.110.0/24 192.168.120.0/24
DafaultGateway DafaultGateway DafaultGateway
192.168.100.1 192.168.110.1 AN

lan0.0
192.168.100.10

IPCOM VA2 2.168.110.1
LS primary 192.158.120

eth0:192.168.110.30

WebServerl

:192.168.110.100

IF1=192.168.100.1 () HFRIPT /A :1192.168.100.100

{RFBIPY FL-Z:192.168.100.200
n0.1 O v

IPCOM VA2 |[162.168.110 S 197168120100

LS secondaryfsno.2
192.168.120.2

Internet

lan0.0
192.168.100.20

IPCOM VA2
lan0.0 SC lan0.1
192.168.100.30 192.168.120. eth0:192.168.110.40
WebServer2
fR<TH
ABHH )
Ll I W I %3
192.168.100.40 192.168.120. & ~
A8 {538
I JL—4
XARSTRIRIEY —/N(Z IPCOM VA2 X5 ADREZEBELTHNET,

XIPCOM VA2 SC (FARFEHCHNT DNS H—/NeLTOEFZBNMLTENET

2-3 : IaaS k£ IPCOM VA2 ZEL S AT LW\ERK
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£ 38 (HEREREER

AET(F, IPCOM VA2 {ERkRTICIH EER BRI ERIERICOVTERBALE T .

TEEBRDIZE. IPCOM (CIEREI BT RY MR -5 ZIER T IREDNHDET . (RERY M- IZEETIERS
JIERCEE W,
e IPCOM ZTURILIERICT RIS (YT 1y MR - D ERVNES. iBEMEERCRZENTIREMENHDET)
e IPCOM [(EHRENZ YT Ry M ELDFEEY —/INTAYT—SBENBERIES

3.1 {REBRY NI —DDIERL
32T LTHIRYI2TFAR— by D= D% ERRLES

O REBRYNI—D%VERRLET . #RIEE APL TITO TS, (B 3-1)
IR

[root@K5-Host 1# NETWORK_NAME=frontNetwork <1
[root@5-Host 1# PROJECT_ID=F+> kO ID %2

[root@K5-Host 1# curl —s $NETWORK/v2.0/networks —X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type:
application/json” -d ' {“network”: {"name”: " $NETWORK_NAME’ ”, “admin_state_up”:  true, “project_id":
”" $PROJECT_ID' ”, “shared”: false}} | jq .

X1 BANFEBETHEELTLLESL,
%2 ipcomDTF 2 MIDTHEELTLESL,
EITHEER

{

“network”: {
“id”: “0261afcc-cc9e-4f3d-a76b—8189d3206T60”,
“shared”: false,
“status”: “ACTIVE”,
“subnets”: [1,
“name”: “net-internet”,
“router:external”: false,
“project_id”: “7338b034a37749ffb8b912bb0b064705",
“tenant_id": “7338b034a37749ffb8b912bb0b064705",
“admin_state_up”: true

3-1: {REEFRY N — OV ERKIEIE
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@ Subnet. Gateway DFREZITVET, (K 3-2)

IR

[root@K5-Host 1# CIDR=192.168.100.0/24 1

[root@K5-Host 1# SUBNET_NAME=frontSubnet %2

[root@K5-Host 1# NETWORK_ID=fERt L =R xR v FT—%o ® ID %3
[root@K5-Host 1# PROJECT_ID=74+> kO ID %4

[root@5-Host 1# curl -s $NETWORK/v2.0/subnets —-X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type:
application/json” —d ' {"subnet”: {”ip_version”: 4, “cidr”: “" $CIDR'”, “name”: " $SUBNET_NAME  ”, “network_id”:
“" $NETWORK_ID' ”, “project_id”: " $PROJECT_ID’ “}}’ | iq .

X1 TRy P 7 FLATHEELTLEESL,

X2 AFNFEETHEELTLLESLY,

#3 ERLTzRERY bD—5®D ID THELTLESELY,
X4 ipcomD T+ kD THEELTLEEL,

SKITHESRAI

{

“network”: {
“id”: "0261afcc—cc9e-4f3d-a76b-8189d3206160”,
“shared”: false,
“status”: “ACTIVE”,
“subnets”: [1,
“name”: “net-internet”,
“router:external”: false,
“project_id”: “7338b034a37749ffb8b912bb0b064705",
“tenant_id”: “7338b034a37749ffb8b912bb0b064705",
“admin_state_up”: true

3-2: BIRYM U= hIT1 DFREH!

® M >A—FyMNERZITIHE. DNS 23 ELFT . (M 3-3)

IR

[root@K5-Host 1# SUBNET_ID=f&R L 7= Subnet @ ID X1
[root@K5-Host ]# DNS=DNS @ ip address 32

[root@K5-Host 1# curl -s $NETWORK/v2.0/subnets/$SUBNET_ID -X PUT -H “X-Auth-Token: $0S_AUTH_TOKEN” -H
“Content-Type: application/json” -d * {"subnet”: {”dns_nameservers”:[” $DNS’ “1}}’ | ja .

1 ERL1={x%8 Subnet ® ID TIREL TLEELY,
X2 DNS@ ip address TIEFE LT &L,

KITHERG

{
“subnet”: |
“updated_at”: “2018-06-22T08:54:237",
“ipv6_ra_mode”: null
“allocation_pools™: [
“dns_nameservers”: [
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“133.162.192.97,
“133.162.192. 10"

“host_routes”: [],

“revision_number”: 2,

“ipv6_address_mode”: null,

“underlay”: null,

“id”: “"b08bfdcf-5d7a-4708-839b-aecf90f3757b”,
“dns_nameservers”: [],

“nuage_uplink”: null,

“net_partition”: “7916efee-b8e0-4ff6-86e6-7605ccchecald”,
“gateway_ip”: “133.162.193.9”,

“project_id”: “48¢51d33bd4t4891858bct5163847787",
“description”: ””

“tags”: [,

“service_types”: [],

“cidr”: “192.168.100.0/24",

“subnetpool_id”: null,

“vsd_managed”: false,

“name”: “test-sub”,

“enable_dhcp”: false,

“network_id”: “3cbbbaf6-7d9a-4427-a3c4-a1383565d6¢1”,
“tenant_id”: “48c51d33bd414891858bct5163847787",
“created_at”: “2018-06-22T08:54:2372",

“ip_version”: 4,

“nuagenet”: “be1458c7-24d8-42ec-a2f1-db66€9939b00”

3-3 : DNS s=EH!

FEOFNET, B 2-3 DIRATLERRIHRELN, 3 DTFANR— Ry I —D%ERRLET

[RyhT=541]
® FrontNetwork
» NetworkAddress :192.168.100.0
> GatewayIP :192.168.100.1
® BackNetwork
» NetworkAddress :192.168.110.0
> GatewayIP :192.168.110.1
® ManagementNetwork
» NetworkAddress :192.168.120.0
> GatewayIP U
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3.2 RABIL—HDIERK

®

S EREBTAROIRARIL — 2R L E T .

IRIBIL—HZAERRLE T o #24F(& API TITO TS, (4 3-4)

IR

[root@K5-Host 1# ROUTER_NAME=Ext-Router >¢1
[root@K5-Host 1# TENANT ID=FF+> kD ID X2

[root@K5-Host 1# curl -s $NETWORK/v2.0/routers -X POST -H “X-Auth-Token:$0S_AUTH_TOKEN” -H “Content-Type:
application/json” =d ' {“router”: {“name”: " $ROUTER_NAME' ”, “tenant_id”: " $TENANT_ID' “}}" | jq .

X1 ZRNFEETHEEL TS,
X2 ipcomDTF2 hIDTHEELTLESL,

KITHERGI

“router”: {
“admin_state_up”: true,
“created_at”: “2018-04-27T01:18:27Z",
“description”: "
“ecmp_count”: 1,
“external_gateway_info”: null,
“id”: "eadbf3al1-5ffa-42cd-ba95-6609bd357df3”,
“name”: “Ext-Router”,
“nuage_backhaul_rd”: “65534:23913",
“nuage_backhaul _rt”: “65534:30733",
“nuage_backhaul_vnid”: 10993991,
“nuage_under lay”: “off”,
“project_id”: “7338b034a37749ffb8b912bb0b064705",
“rd”: “65534:35697",
“revision_number”: 1,
“routes”: [],
“rt”: ”65534:16038",
“status”: “ACTIVE",
“tags”: [1,
“tenant_id”: “7338b034a37749ffb8b912bb0b064705",
“updated_at”: “2018-04-27T01:18:272"

3-4 : (RABIL—5DVERAY
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{RFEIN —A=ZAVERRAE . A >A—TT— ADVERRS SMRABIL —IND T AYF 2 TVET o IRAEBIL—FDA>A—-T1— AT T D
&3(C API TYERRLET .
m>5—J1—R 1 O (2 3-5)
> BJRvhk : FrontNetwork (CFAEI2H TRy bk
> IP7RLA : FR(T—NU1A IP 2R UFT)

IR

[root@K5-Host 1# PORT_NAME=FrontSubnetRouterPort %1

[root@K5-Host 1# NETWORK_ID="FrontNetwork @ ID”

[root@K5-Host 1# SUBNET_ID="FrontNetwork @+ 74w k ID”

[root@K5-Host 1# FIXED_IP_ADDRESS=192.168.100.1 2

[root@K5-Host 1# curl —-s $NETWORK/v2.0/ports —X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type:
application/json” —=d ' {"port”: {"network_id”: “ $NETWORK_ID'“, “name”: "' $PORT_NAME' ”, “fixed_ips”:
[{“subnet_id”: " $SUBNET_ID'“, “ip_address”: “" $FIXED_IP_ADDRESS  “}1}}" | ja .

X1 [EE] ABIFEETHEELTESEL,
%2 [EE] R—FDIP7RLRIERTT . (F—boxA IPEHELFT)

KAITHERG

“port”: |
“admin_state_up”: true,
“allowed_address_pairs”: [],
“binding:vnic_type”: “normal”
“created_at”: “2018-04-27T01:23:41Z2",
“description”: “”
“device_id”: “”
“device_owner”: “”
“extra_dhcp_opts”: []
“fixed_ips”: [
{
“ip_address”: “192.168.100.1”
“subnet_id”: “cal8f920-3578-48d9-833e-9¢9bT56e0cd5”
}
]
“id”: "366fcbe2-edf9-4319-ba26-7ec658b78205"
“mac_address”: “fa:16:3e:ac:bc:bd”,
name”: "
“network_id”: “b4b6ale0-6f13-4ad1-8402-d76721e155ac”
“nuage_floatingip”: null,
“nuage_pol icy_groups”: null,
“nuage_redirect_targets”: []
“port_security_enabled”: true
“project_id”: “7338b034a37749ffb8b912bb0b064705"
“revision_number”: 5
“security_groups”: [
“ad2b8385-c8a0-4eec-a29d-dcdOed54fc66”
]
“status”: “DOWN”
“tags”: [1,
“tenant_id”: “7338b034a37749ffb8b912bb0b064705",
“updated_at”: “2018-04-27T01:23:4272"
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3-5 : FrontNetwork FBDA>A—J1—X 1 OVERK

B (2A-J1—-R 1 ZAREI-HCTT7HFLET . (K 3-6)

IR

[root@K5-Host ~1# ROUTER_ID="4Emk L 1={x#8/L—% D ID”

[root@K5-Host “1# PORT_ID="#EmLtz=4 2 —27z—X 1D ID”

[root@K5-Host “1# cur| -s $NETWORK/v2.0/routers/$ROUTER_ID/add_router_interface —X PUT -H “X-Auth-Token:
$0S_AUTH_TOKEN” -H “Content-Type: application/json” =d ' {"port_id”: " $PORT_ID'” } | jq .

KAITHERGI

“id”: “eadbf3al-5ffa-42cd-ba95-6609bd357df3”,

“network_id”: “b4b6ale0-6f13-4ad1-8402-d76721e155ac”

“port_id”: "366fche2-edf9-4319-ba26-7ec658b78205”

“subnet_id”: “cal18f920-3578-48d9-833e-9c9bf56e0cd5”

“subnet_ids”: [
“ca18f920-3578-48d9-833e-9¢c9bf56e0cd5”

1,

“tenant_id”: “7338b034a37749ffb8b912bb0b064705”

3-6 : FrontNetwork BDA>9—-J1—X 1 ZARABIL—H(CTHvF

B A(A-J1—-R 2 DERR (X 3-7)
> BJ%wh : BackNetwork (CFRES 2H TRy b
> IP7RLR : R —MJ14 IP ZH#ERLFT)
XA>2H=J1—2 2 (& WebServer i’ 397 —4T0F > EBIET 21D EER DI FRTEL TZEL,

IR

[root@K5-Host 1# PORT_NAME=BackSubnetRouterPort 1

[root@K5-Host ]# NETWORK_ID="BackNetwork @ ID”

[root@K5-Host 1# SUBNET_ID="BackNetwork @+ 7w k ID”

[root@K5-Host 1# FIXED_IP_ADDRESS=192.168.110.1 ¢2

[root@K5-Host 1# curl -s $NETWORK/v2.0/ports -X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type:
application/json” —-d ' {"port”: {"network_id”: “ $NETWORK_ID'”, “name”: “’ $PORT_NAME ~, “fixed_ips”:
[{“subnet_id”: " $SUBNET_ID'“, “ip_address”: “’ $FIXED_IP_ADDRESS' “}1}}" | jq .

X1 [EE] BEIXEETEEL T S,
%2 [EE] R—FDIP7RLRIERTT., (F—hrozA IPEHEELFET)

SEITHESRAI

“port”: |
“admin_state_up”: true,
“al lowed_address_pairs”: [],
“binding:vnic_type”: “normal”,
“created_at”: “2018-04-27T01:31:55Z2",
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“description”: “”
“device_id": ",
“device_owner”: “”
“extra_dhcp_opts”: [1,
“fixed_ips”: [
{
“ip_address”: “192.168.110.17,
“subnet_id”: “fcc8bf68-5ebe-4b9e—b206-6b50c55788e0”
]
1,
“id”: “flac4297-9e6a-4d92-8430-5008eedcd801”,
“mac_address”: “fa:16:3e:47:68:08",
“name”: ",
“network_id”: “4eb676¢5-070f-4d28-b8d1-T6¢395F16eaf”,
“nuage_floatingip”: null,
“nuage_policy_groups”: null,
“nuage_redirect_targets”: [],
“port_security_enabled”: true,
“project_id”: “7338b034a37749ffb8b912bb0b064705",
“revision_number”: 5,
“security_groups”: [
“ad2b8385-c8a0-4eec—-a29d-dcdOed54fc66”

“status”: "DOWN”,

“tags”: [1,

“tenant_id”: “7338b034a37749ftb8b912bb0b064705",
“updated_at”: “2018-04-27T01:31:552"

3-7 : BackNetwork DA >A—J1—2Z 2 OYERLAI

B (A=D1 2 &I ATV FULET, (K 3-8)

mEZNt]l

[root@K5-Host ~1# ROUTER_ID="{x#8)L—% M ID”

[root@K5-Host ~1# PORT_ID="4 >4 —2Jxz—X2® ID”

[root@K5-Host ~1# curl —s $NETWORK/v2.0/routers/$ROUTER_ID/add_router_interface —-X PUT -H “X-Auth-Token:
$0S_AUTH_TOKEN” -H “Content-Type: application/json” -d ' {“port_id”: “"$PORT_ID'” }' | jq .

SEITHESRAI

“subnet_id”: “5582755b-8480-4ccf-baac-3c2ddfc74eal”,
“tenant_id”: “abalfe34a4e6447d8487ea8225db64c4”,
“port_id”: “99472b16-feb6-45a4-9678-376eb160a311”,
“id”: "758dc549-2020-4492-b0ef-994eafcad447”,
“availability_zone”: “jp-east-1a”

3-8 : BacktNetwork FADA>5—-J1—2X 2 ZARAEIN —H(CTFHIvF

® AREBIL-FFERTA2I-RYNITITRT B ARBIL—5DT — bIIARE THEMRERY NI - I %ZERELFT .
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(] 3-9)

x> Rl

[root@K5-Host ~1# ROUTER_ID="4ER% L 1={k#E/)L—% D ID”

[root@K5-Host ~1# EXT_NET_ID="4B—/\JLIP ry kT—4 D ID” X1

[root@5-Host ~1# curl -s  $NETWORK/v2.0/routers/$ROUTER_ID -X PUT -H “X-Auth-Token: $0S_AUTH_TOKEN” -H

“Content-Type: application/json” -d ' {“"router”: {“external_gateway_info”: { “network_id”: ”" $EXT_NET_ID “}}}’
| ja .

X1 AFITIE inf_azl_ext-net02 #EELET,
EITHEERBI

{
“router”: {

“status”: "ACTIVE”

“external_gateway_info”: {
“network_id”: “6516b3b1-1c8c-46da—-8bc5—c12f4602817¢”,
“enable_snat”: true

|

“name”: “Ext-Router”

“admin_state_up”: true

“tenant_id”: “aba7fe34ade6447d8487ea8225db64c4”

“routes”: [],

“id”: "758dc549-2020-4492-b0ef-994eafcad447”,

“availability_zone”: “jp-stgla”

3-9 : RIBIL—HDT — NITAEE THVEMRABRY ND - V%55 TE

ER]
TsEiBRDIZEE. IPCOM [CIEHRIIHIT Ry MR —HZIBR I IBELNHDET, fliRDD. QDFIEESE(CIR
38)L—5%4EmL. ManagementNetwork OH 71w MIIERHL TSIEE W,
® IPCOM ZTUR(tIBRRICTBIBE (YT 1y MR — I RVES. BELREICHENTIIHEENSDET)
e IPCOM [CIEHRENBY IR M LDIREY—NTAYT -5 BENBERIES

---------------------------------------------------------------------------------------------------
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3.3 F—R7IIDOVT
IPCOM VA2 (3F—RPICHIELTORWES, FERR U —RT7EFIBL T, DT/ L TEEE A
ZOleD, F—RF(FEIDH TEURTHBLEE A,
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3.4 TF1UT4JI—TDVERL

IPCOM OtF1VF1IN—-

IPCOM (CFRET B TF+ 174~ TFAT— N R - £F2UF 1 TN =T % ZFIFKIZE,
FHITTRABA T IPCOM ZABH I IZACHVTIE AT - EF1)F1 I - TR BT LR BEIDEINFEEULER
(CREIMBERERIERNMBEREICENSRIEMENHDET

X FENCIDBRAUIDEZIRIE, A— NI/ A-NCLBTIDBDDREIRRICLSTEREBYIDE A M ZIELFT .

27 =R R F YT TN —TOFIRICONVTIE. LU ZIHERTZE W,
® laaS RFIXZN-Y—ILER I5URTHA)\F—> FERY>T)IVE
+ RYRI-UEK
+ 2A7=MREF1UFTI) -7 [RBXR/EEHAY-3> 3 [iF]
IPCOM VA2 OTTRUINDEZEFOBEFZECDOVTIE, UTF2IHERRIE,
® [PCOMEX3U-X 1-H-XH4AR
+ A4 REUIDEBIFOI> REOBENDFE

Fz  AREBIN—IDT7A 7 —IA=IY—ERERT— MR- TF VTN -T2 HRAUIEE  FFEORMA T T TCP @BENY]
WreNBZENHDET . JWNTTTELL T U TFOEND DERTE (450 ) 2HERLF T,
o (RIEIN—FDTPAT—IA—)USFESBEIL-ILVZEINT D
X IPCOM TUERIBRK CIREIL - DT 7 —IA— )V 2RI I D15 A (OB RFEETRDE T,
TCP IRTZavMIIEN TERERR TY NS AT DL, 75472 MDA LTI MEZFEE TS
RN —D T AT —IA-IN B —ERZEFE I IPCOM OI7(7—IA—- IS —EXZERITS

SRS T 2 CHERIEE LN,
® laaS RFaXDbh-Y—)LEE t4EESHARE
+ *yhJ—7 [EEEAXSE 3/ FEEARSE 3]
+ TPAT7=I9A=)IY-EX
+ TJPAT7=9A- Y —-EREXT— MR- EFIUF I - TOMEHEDE

IPCOM VA2 Ot +1UF4 7 —T&AFRULES . API TUAUTFZEHL TIZEL,

® IPCOM VA2 FOt+1YF1J I —T%EmRLET . (K 3-10)

> Rl
[root@K5-Host ~1# SG_NAME=ipcom-va2-SG %1
[root@K5-Host ~1# SG_STATEFUL=false %2

[root@K5-Host ~1# curl —s $NETWORK/v2.0/security-groups —X POST -H “X-Auth-Token: $0S_AUTH_TOKEN" -H
“Content-Type: application/json” -d ' {“security_group”: {“name”: “" $SG_NAME' ”, “stateful”: “ $SG_STATEFUL' “}}’
| ja .
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X1 [EE] RANFEETHEELTLEEL,
%2 Tfalse] ZHELTLEEN, RT—FLRELTEHRESNET .

KAITHERGI

{
“security _group”: {

“tenant_id”: “77b97024974140¢t921bb40834a383d0”,

“description”: ””

“name”: “ipcom-va2-SG”,

“security_group_rules”: [

{

“remote_group_id”: null,
“direction”: “egress”,
“remote_ip_prefix”: null,
“protocol”: null,
“ethertype”: “IPv6”,
“port_range_max”: null,
“security_group_id”: “80b6deee-c4a8-4c33-805¢c-daf15¢c11786a”,
“port_range_min”: null,
“tenant_id": “77b97024974140¢t921bb40834a383d0”,
“id”: “6b19ca09-cf4b-4b68-b8e7-117dc2db73e7”

“remote_group_id”: null,
“direction”: “egress”,
“remote_ip_prefix”: null,
“protocol”: null,
“ethertype”: “IPv4”,
“port_range_max”: null,
“security_group_id”: “80b6deee-c4a8-4c33-805¢c-daf15¢c11786a”,
“port_range_min”: null,
“tenant_id”: “77b97024974140¢t921bb40834a383d0",
“id”: “b611e02f-dff0-413d-80a5-5e5b3fdfaibb”
}
1,
“id”: "80b6deee—c4a8-4c33-805¢c-daf15¢11786a”

3-10: IPCOM VA2 FOEF 1717 —T=/ERk
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@ ERRULIZEF )T IIN-T DI - 2EERUES . API TUUTZ2ZEML TIZEW, IPCOM VA2 (FRIEBTT7 17 —"
A=IVDFETEZITIED AHITEHELT ORI - I ZZELTENET

(#E2R)L—)L)

egress IPV6 - (£5F8])

egress IPv4 - (£35%F0])

ingress IPv4 icmp 0.0.0.0/0 (£5%9])

ingress IPv4 tcp 1-65535 0.0.0.0/0(£5%1])

ingress IPv4 udp 1-65535 0.0.0.0/0(£5¥%])

ingress IPv4 112 (VRRP) 0.0.0.0/0(&35F1])

%112( VRRP)[ITURICHBEZ AT 2I5EFA 2L TIZEV, 2. [egress IPv4 — (£5FA]) 125 ELR
WHE. legress IPv4 112 (VRRP) 0.0.0.0/0(£:50]) 1% & EL T2,

XIPCOM VA2 REBTI7A 7 —IA— )L #kaeZBLTVBIz8, T 1UT1 I —TEIRTHFAILET

B tcp ZINTHA TN Z2/ERRL. BRALET. (X 3-11)

Y > Rl

[root@K5-HOST 1# DIRECTION=ingress

[root@K5-HOST 1# PROTCOL=tcp

[root@K5-HOST 1# MIN_PORT_NUM=1

[root@K5-HOST 1# MAX_PORT_NUM=65535

[root@K5-HOST 1# REMOTE_IP=0.0.0.0/0

[root@K5-HOST 1# SG_ID="#ERLf=tF*VUT4 5 IL—TD ID”

[root@K5-HOST 1# curl -s $NETWORK/v2.0/security-group-rules —-X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H
“Content-Type: application/json” -d ' {“security_group_rule”: {"direction”: " $DIRECTION' ”, “port_range_min”:

" $MIN_PORT_NUM", “port_range_max”: " $MAX_PORT_NUM' , “protocol”: “" $PROTCOL’ “, “remote_ip_prefix”:
“" $REMOTE_IP' ”, “security_group_id”: “ $SG_ID'“}}" | ja .
RITHERGI

{
“security_group_rule”: {

“remote_group_id”: null,
“direction”: “ingress”,
“protocol”: “tcp”,
“ethertype”: “IPv4”,
“port_range_max”: 65535,
“security_group_id”: “80b6deee—-c4a8-4c33-805¢c—daf15¢c11786a”,
“tenant_id”: “77b97024974140¢f921bb40834a383d0”,
“port_range_min”: 1,
“remote_ip_prefix”: “0.0.0.0/0”,
“id”: “688a124f-d2d8-433f-9¢c50-0670c1f4fabc”

3-11:tcp S0 —IVZVERL

B udp ZINTEHFRII DIV EERL. BARELFT. (K 3-12)

IR

[root@K5-HOST 1# DIRECTION=ingress
[root@K5-HOST 1# PROTCOL=udp
[root@K5-HOST 1# MIN_PORT_NUM=1
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[root@K5-HOST 1# MAX_PORT_NUM=65535

[root@K5-HOST 1# REMOTE_IP=0.0.0.0/0

[root@K5-HOST 1# SG_ID="4EmLf=tzF*a VT 15 IL—T®D ID”

[root@K5-HOST 1# curl -s $NETWORK/v2.0/security-group-rules —-X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H
“Content-Type: application/json” -d ' {“security_group_rule”: {"direction”: “ $DIRECTION' ”, “port_range_min”:

" $MIN_PORT_NUM", “port_range_max”: " $MAX_PORT_NUM" , “protocol”: “" $PROTCOL" “, “remote_ip_prefix”:
“" $REMOTE_IP’ “, “security_group_id”: “" $SG_ID' “}}" | ja .
EITHERAI

{
“secur ity group_rule”: {

“remote_group_id”: null,
“direction”: “ingress”,
“protocol”: “udp”,
“ethertype”: “I1Pv4”,
“port_range_max”: 65535,
“security_group_id”: “80b6deee-c4a8-4c33-805¢c-daf15¢c11786a”,
“tenant_id”: “77b97024974140¢t921bb40834a383d0”,
“port_range_min”: 1,
“remote_ip_prefix”: “0.0.0.0/0”,
“id”: "a3401741-Taed-4fd2-bbca-Tf8a373ef7bc”

3-12:udp FFRIL—ILZVER

B icmp ZINTEFRI I DI —IL ek L. BRLEY, (M 3-13)

N> R
[root@K5-HOST 1# DIRECTION=ingress
[root@K5-HOST 1# PROTCOL=icmp
[root@K5-HOST 1# REMOTE_IP=0.0.0.0/0
[root@K5-HOST 1# SG_ID="4#Em Ltf=tF VT4 IL—T®D ID”
[root@K5-HOST 1# curl -s $NETWORK/v2. 0/security-group-rules -X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H
“Content-Type: application/json” —-d ' {“security_group_rule”:{"direction”: “ $DIRECTION “, “protocol”:
“" $PROTCOL’ “, “remote_ip_prefix”: “ $REMOTE_IP’”, “security_group_id”: “" $SG_ID'"}}" | jq .
EITHEERGI
{
“security_group_rule”: {
“remote_group_id”: null,
“direction”: “ingress”,
“protocol”: “icmp”,
“ethertype”: “IPv4”,
“port_range_max”: null,
“security_group_id”: “80b6deee—c4a8-4c33-805¢c-daf15¢11786a”,
“tenant_id”: “77b97024974140¢t921bb40834a383d0",
“port_range_min”: null,
“remote_ip_prefix”: “0.0.0.0/07,
“id”: "becfbee7-a63c-459e-89e8-58b728da9c50”

3-13 : icmp FRIL—)LZ2{ER%

B VRRP ZFFR] S DI —IV ek BRLEY . TTRICHEEEZFIBIEOZ S, /) (X 3-14)

IR

[root@K5-HOST 1# DIRECTION=ingress
[root@K5-HOST 1# PROTCOL=112 31
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[root@K5-HOST 1# REMOTE_IP=0.0.0.0/0

[root@K5-HOST 1# SG_ID="4EmLf=tzF*a VT 15 IL—TD ID”

[root@K5-HOST 1# curl -s $NETWORK/v2.0/security-group-rules —-X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H
“Content-Type: application/json” -d ' {“security_group_rule”:{"direction”: " $DIRECTION ”, “protocol”:
“" $PROTCOL’ “, “remote_ip_prefix”: “ $REMOTE_IP'“, “security_group_id”: “ $SG_ID' "1}’ | iq .

1 VRRP 7O FaLBESIE 112 TY,

SITHESRAI

{
“secur ity group_rule”: {

“remote_group_id”: null,
“direction”: “ingress”,
“protocol”: 112,
“ethertype”: “I1Pv4”,
“port_range_max”: null,
“security_group_id”: “80b6deee-c4a8-4c33-805¢c-daf15¢c11786a”,
“tenant_id”: “77b97024974140¢t921bb40834a383d0”,
“port_range_min”: null,
“remote_ip_prefix”: “0.0.0.0/0”,
“id”: “41e802e6-c883-4T4f-b71d-ed74d3778712”

3-14 : VRRP FFalL—ILZ2/ER%
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3.5 POFVIAZTADEIE
IPCOM VA2 NTUERIBRZHEDIHE(E, BIBRIRANETEWFIBLIBE I B, PoF 7 IA ZTADFEEZITVEFT .
(X 3-15)

mEZN ]
[root@K5-Host 1# NAME=IPCOM_VA2_ServerGr
[root@K5-Host 1# POLICY="anti-affinity”
[root@K5-Host 1# curl —s $COMPUTE/v2/$PROJECT_ID/os-server—groups —X POST —-H “X-Auth-Token: $0S_AUTH_TOKEN”
-H “Content-Type:application/json” -d ' {“server_group”:{ “name”: “’ $NAME’ ”, “policies”: [ " $POLICY'” 1}} |
ia .
EITHEERGI
{
“server_group”: {
“members”: [],
“metadata”: {},
“id”: "4a8bd960-688b—474f-83f9-e1ae72bf6cf6”,
“policies”: [
“anti-affinity”
1,
“name”: “IPCOM_VA2_ServerGr”
}

}

3-15: P>FTI4ZTADHIE
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£ 45 [LS/SCHARY —/{DIERK

AET(E IPCOM VA2 BIUBHES AREY —/\OERRFIBICOWTERBALE S .

CER]

AEHLIVRED IPCOM VA2 {REY - NDEEE, BT WS TOWSFIRESDICRIEL TAEE W,
RSTNOFIAZAETHRIZTERMES, BEPD VA2 (BT - N\ZBEELE LTARENSPOEL TS,

4.1 [LS]IPCOM VA2 OERK(LS primary)
IPCOM VA2 LS @ primary Z{ERUE T . 7> F VT4 ZT4 TYERR T DD T. API TEITUTZEL, (K 4-1)
N> Rl

[root@K5-Host “1# VM_NAME=IPCOM_VA2_LS_primary 1

[root@K5-Host ~1# IMAGE_REF_ID= “IPCOM VA2 LS @ ImagelD”

[root@K5-Host ~1# FLAVOR_ID= “IPCOM VA2 LS @ FlavorID” 32

[root@K5-Host ~1# VOL_SIZE=2 3

[root@K5-Host ~1# DEVICE_NAME=/dev/vda ¢4

[root@K5-Host “]1# SOURCE=image 3¢5

[root@K5-Host ~1# DESTINATION=volume 36

[root@K5-Host “1# ISDELETE=true ¢7

[root@K5-Host ~1# INSTANCE_MAX=1 38

[root@K5-Host “1# INSTANCE_MIN=1 3¢9

[root@K5-Host ~1# NETWORK_ID1= “FrontNetwork @ ID”

[root@K5-Host ~1# NETWORK_ID2= “BackNetwork @ ID”

[root@K5-Host ~]# NETWORK_ID3= “ManagementNetwork @ ID”

[root@K5-Host ~1# SG_NAME= “TSecurityGroup DIERLTHER L1=1 TIL—T4&”

[root@K5-Host “J# GROUP_ID= “Z U F 774 =T 4 DHRETHER L= IL—T ID” %10

[root@K5-Host ~1# curl -k $COMPUTE/v2/$PROJECT_ID/servers -X POST -H “X-Auth-Token: $0S_AUTH_TOKEN" -H
“Content-Type: application/json” -d ' {“server”: {"name”: " $YM_NAME' ”, “imageRef”: “”,  “flavorRef”:
“" $FLAVOR_ID' ”, “block_device_mapping_ v2”:[ {”boot_index”: “0”, “uuid”:” $IMAGE_REF_ID'”, “volume_size”:
“ $VOL_SIZE ”, “device_name”: ”" $DEVICE_NAME’ ”, “source_type”: “" $SOURCE’ ”, “destination_type”:
“" $DESTINATION' “, “delete_on_termination”: “ $ISDELETE'”} 1, “max_count”: ' $INSTANCE MAX', “min_count”:
" $INSTANCE_MIN’ “networks”: [{“uuid”: “" $NETWORK_ID1" “}, {“uuid”: “" $NETWORK_ID2" “}, {"uuid”:
“" $NETWORK_ID3' “}1, “security_groups”: [{"name”: “" $SG_NAME’ “}1}, “os:scheduler_hints”: {“group”:
“" $GROUP_ID" "} }’

% $COMPUTE (% compute H—E XD APl T KR4 > FEBELTLFEELY,
3 $PROJECT_ID (X ZFIF®D Project M ID #IEE L TLEELY,

X1 [EE] AAIEEETEELTLESLY,

%2 [EE] mEY—n\24FIDIX, FEREZBEIRLTLESLY,
IPCOM VA2 1300 ; S3-1, $4-1S o ID(BEHREH—/\DFE. S3-1.d, S4-1S.d ® ID)
IPCOM VA2 2500 ; C3-4, C4-4S @ ID(EH{REH—/\DiFE. C3-4.d, C4-4S.d ® ID)

%3 [ExX] PEEBBORY 21— LI 208 EETT.

x4 [EF]

%5 [EF]

%6 [EE)

X7 [ERE] IPCON VA2 DHIBRESICARY 1 — AL HIRT 2BARIEE LTS,

%8 [EF]
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%9 [ERE]

10 [EE] RREREMETHSE, EEL TSI,

4-1: IPCOM VA2 DOYERK(LS primary)

4.2 [LS)IPCOM VA2 DERL(LS secondary)

IPCOM VA2 LS 0 secondary ZERLET . 7> F 74 =74 THER T 3D T API TETL TR, (K 4-2)

IR

[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host

“1# VM_NAME=IPGOM_VA2_LS_secondary 1

“1# IMAGE_REF_ID= “IPCOM VA2 LS @ ImagelD”

“1# FLAVOR_ID= “IPCOM VA2 LS @ FlavorID” %2

“1# VOL_SIZE=2 %3

“1# DEVICE_NAME=/dev/vda ¢4

“1# SOURCE=image b

“1# DESTINATION=volume %6

“1# ISDELETE=true %7

“1# INSTANCE_MAX=1 %8

“1# INSTANCE_MIN=1 %9

“1# NETWORK_ID1= “FrontNetwork @ ID”

“1# NETWORK_ID2= “BackNetwork @ I1D”

“1# NETWORK_ID3= “ManagementNetwork @ ID”

“1# SG_NAME= “I'Secur ityGroup MIER TR LT=1 JIL—TH&”
“1# GROUP_ID= “FoF 774 =T 4 DHRETHERLI=IIL—TFID” %10

[root@K5-Host ~1# curl -k $COMPUTE/v2/$PROJECT_ID/servers -X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H

“Content-Type: application/json” —-d ' {"server”: {"name”: " $VM_NAME' ”, “imageRef”: “flavorRef”:
“" $FLAVOR_ID' “, “block_device_mapping v2”:[ {”boot_index”: “0”, “uuid”:”" $IMAGE_REF_ID'”, “volume_size”:
“ $VOL_SIZE ”, “device_name”: ”" $DEVICE_NAME’ ”, “source_type”: “" $SOURCE’ ”, “destination_type”:
“" $DESTINATION' “, “delete_on_termination”: " $ISDELETE'“} 1, “max_count”: ’$INSTANCE_MAX', “min_count”:
" $INSTANGE_MIN’ “networks”: [{“uuid”: “" $NETWORK_ID1" “}, {“uuid”: “" $NETWORK_ID2' “}, {"uuid”:

" $NETWORK_ID3" “}1,
“" $GROUP_ID" “}}

“security_groups”: [{“name”: ”" $SG_NAME’ “}1}, “os:scheduler_hints”: {“group”:

¥ $COMPUTE (% compute H—ERD APl T KR4 > FEEBELTLFEELY,
3¢$PROJECT_ID (X ZFIFH®D Project M ID #IEE L TLE &Ly,

X1
X2

[EE] RBAEIEEETHEELTLEEL,

[BEE] RBY—/nN24 T IDIE, FREBIRLTLIEZS,

IPCOM VA2 1300 ; S3-1, S4-1S  ID (FEFHREH—/\DiHE. $3-1.d, S4-1S.d d ID)
IPCOM VA2 2500 ; C3-4, C4-4S @ ID (FEFHREH—/\DHE. (3-4.d, C4-4S.d ® D)
(ExE] MEZEHHFDOAR) 12— LAlX 26BEETT

(ExE]

(ExE]

(ExE]

[£Z] IPCOM VA2 MHEIBREFIZARY 2 —LHLEIBRT SHFBIFEEL T,

%8 [ERE]

%9 [ERE]

X10 [EE] TREBRZHETHEE, EEL TS,

%3
¥4
%5
X6
X7

4-2: IPCOM VA2 OAER%(LS secondary)

4.3 [SCJIPCOM VA2 DVERK(SC)
IPCOM VA2 SC #ERRUET . 7o F P IHZTATHERR S BD T, API TEFTLTLIEEL, (K 4-3)
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IR

[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host

“Content-Type:
“" $FLAVOR_ID"

“" $VOL_SIZE'”,

“" $DESTINATION ~,
" $INSTANCE_MIN’
“" $SG_NAME’ “}1}, “os:scheduler_hints”:

[{"name”:

“1# VM_NAME=IPCOM_VA2_SC 1

“1# IMAGE_REF_ID= “IPCOM VA2 SC @ ImagelD”

“1# FLAVOR_ID= “IPCOM VA2 LS @ FlavorID” %2

“1# VOL_SIZE=2 %3

“1# DEVICE_NAME=/dev/vda >4

“1# SOURCE=image b

“1# DESTINATION=volume 6

“1# ISDELETE=true X7

“1# INSTANCE_MAX=1 %8

“1# INSTANCE_MIN=1 39

“1# NETWORK_ID1= “FrontNetwork @ ID”

“1# NETWORK_ID2= “ManagementNetwork @ I1D”

“1# SG_NAME= “&F 1) F o IL—TL&"

“1# GROUP_ID= “T7oF 774 =T 14 D{RETI ERLIZTNL—TFID”

“1# ocurl -k $COMPUTE/v2/$PROJECT ID/servers -X POST -H ”“X-Auth-Token:

application/json” -d ' {"server”:  {"name”: " $UM_NAME'“, “imageRef”: “flavorRef”:

. “block_device_mapping_v2”:[ {"boot_index”: “0”, “uuid”:” $IMAGE_REF_ID'”, “volume_size”:

“device_name”: ”" $DEVICE_NAME’ ”, “source_type”: “" $SOURCE’ ~, “destination_type”:
“delete_on_termination”: “ $ISDELETE' “} 1, “max_count”: ' $INSTANCE_MAX', “min_count”:
“networks”:  [{“uuid”: “" $NETWORK_ID1"“}, {“uuid”: " $NETWORK_ID2" “}1, “security_groups”:

{“group”: ” $GROUP_ID" "}}’

$0S_AUTH_TOKEN” -H

¥ $COMPUTE (% compute H—ERM APl T KR4 > FEEELTLFEELY,
¢ $PROJECT_ID (X ZFIF®D Project ® ID #IEE L TLFEEELY,

X1
%2

[EE] BAINEEETHEELTLEEL,

[EE] RBY—/nN24 T IDIE, FREBIRLTIIEZE,

IPCOM VA2 1300 ; S3-1, S4-1S > ID (FEHREH—/\Di5HE. $3-1.d, S4-1S.d d ID)
IPCOM VA2 2500 ; C3-4, C4-4S  ID (FEFHREH—/\Di5HE. (3-4.d, C4-4S.d d ID)
(EE] #IEESHFDOARY) 1 —LIX 2B EETY,

(ExE)

(ExE)

(EE]

[1£%Z] IPCOM VA2 MEIRREFIZARY 2 —LLEIBRT SHEIFEEL T,

%8  [ERE]

%9 [ERE]

X10 [EE] TREBRZHETHEE, EEL TS,

#3
X4
%5
%6
X7

4-3: IPCOM VA2 OFERL(SC)
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4.4 BREDEISIRIET —/)NOIERK
BRI ROREY —/((WebServerl, WebServer2)Z/EpUE Y . (K] 4-4)
BUF (& WebServerl OYERAITT . [EHKIC WebServer2 HERLL TIZEW, X DER UIMIB EZHRDEREDEERD

ia_o

IR

[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host
[root@K5-Host

“Content-Type:
“" $FLAVOR_ID" “
“ $VOL_SIZE ~
“" $DESTINATION ~

" $ INSTANGE_MAX’

“ $NETWORK_ID2' “}1,

" “block_device_mapping_v2”: [

“1# VM_NAME=WebServer1

“]# IMAGE_REF_ID= “WebServer & L THIFE L1=ULMEE®D Image @ ID”

“1# FLAVOR_ID= “{RAEH—/NZA w4 ID 5] C3-2: 9719437-0542-49b8-80d1-c89194f5bc52”

“1# VOL_SIZE= “7R') 2 —LH A X (GB)”

“1# DEVICE_NAME=/dev/vda

“1# SOURCE=image

“1# DESTINATION=volume

“1# ISDELETE=true

“1# KEYNAME= “F—4”

“1# INSTANCE_MAX=1

“1# INSTANCE_MIN=1

“1# NETWORK_ID1= “BackNetwork @ ID” 31

“1# NETWORK_ID2= “ManagementNetwork @) 1D”

“1# SG_NAME= “£F 1) F o IL—TL&"

“1# GROUP_ID= “T7 o F 774 =T 14 DHRETI ER LT IL—TID” %3

“1# curl -k $COMPUTE/v2/$PROJECT_ID/servers —-X POST -H “X-Auth-Token:
application/json” —-d ' {"server”: {"name”: " $VM_NAME' ”, “imageRef”:

{"boot_index”: “0”, “uuid”:”" $IMAGE_REF_ID" "

“device_name”: “" $DEVICE_NAME’ ”, “source_type”: “" $§SOURCE"

“delete_on_termination”: " $ISDELETE’”} 1, “key_name”: " $KEYNAME' ”,

“min_count”: " $INSTANCE_MIN', “networks”: [{"uuid”:
“security_groups”: [{"name”: “" $SG_NAME’ “}1}, “os:scheduler_hints”:

X2

“" $GROUP_ID" “}}

3$COMPUTE (& compute H—E XM APl T KR4 > FEIEFELTL &L,
3¢$PROJECT_ID (X ZFIFH®D Project M ID #IEE L TLE &Y,

X1
*2
#3

BTFIETYER L = BackNetwork 238 LT 2 &Ly,
BTFIETYER L 7= ManagementNetwork 3 EE L TL £ &Ly,
MFIETHERLEY—NTIL—TEHEELTLESL,

$0S_AUTH_TOKEN” -H

“flavorRef”:
“volume_size”:
“destination_type”:
“max_count”:
“" $NETWORK_ID1" “}, {"uuid”:

["group”:

4-4: BREIDBIRORIEY —/\DOIERK
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4.5 1RSFFTIEY — /(DR
FRFROREY —N\ZERRUET . U T HMRSTRIREY —)NO/ERRBITY , XDOEPD LIINIBEZHROERDEERDE T,

N> R ESEATHESR A

[root@K5-Host ~1# VM_NAME=MngVM

[root@K5-Host ~1# IMAGE_REF_ID= “4 *—< ID”

[root@K5-Host ~1# FLAVOR_ID= “{R#8EH—/xZAXwv 4 ID”

[root@K5-Host ~I# VOL_SIZE= “R1) 1 —LH 4 X(GB)”

[root@K5-Host ~1# DEVICE_NAME=/dev/vda

[root@K5-Host ~1# SOURCE=image

[root@K5-Host ~]# DESTINATION=volume

[root@K5-Host ~1# ISDELETE=true

[root@K5-Host ~1# KEYNAME= “F—A~R7DF—4£"

[root@K5-Host “T# INSTANCE_MAX=1

[root@K5-Host “T# INSTANCE_MIN=1

[root@K5-Host “1# NETWORK_ID1= “FrontNetwork @ ID” 1

[root@K5-Host ~]# NETWORK_ID2= “ManagementNetwork @ ID” 32

[root@K5-Host ~1# SG_NAME= “t¥ V) F 4 T IL—TF8&”

[root@K5-Host “1# GROUP_ID= “T7oF 7 74 =T 4 DHREI THERLFEIIL—TID” %3

[root@K5-Host “1# cur| -k $COMPUTE/v2/$PROJECT_ID/servers —X POST -H “X-Auth-Token: $OS_AUTH_TOKEN" —H

“Content-Type: application/json” —=d ' {“server”: {“name”: “ $VM_NAME' ”, “imageRef”: ””, “flavorRef”:

“" $FLAVOR_ID" ”, “block_device_mapping v2”:[ {“boot_index”: “0”, “uuid”:”" $IMAGE_REF_ID'”, “volume_size”:

“"$VOL_SIZE'”, “device_name”: “ $DEVICE_NAME' “, “source_type”: " $SOURCE’ “, “destination_type”:

”" $DESTINATION' “, “delete_on_termination”: “ $ISDELETE “} 1, “key_name”: " $KEYNAME' ”, “max_count”:

" $INSTANCE_MAX', “min_count”: " $INSTANCE_MIN', “networks”: [{“uuid”: “" $NETWORK_ID1' “}, {"uuid”:

“" $NETWORK_ID2' “}1, “security_groups”: [{"name”: “’ $SG_NAME’ “}1}, “os:scheduler_hints”: {“group”:

“" $GROUP_ID’ "} }’

3 $COMPUTE (& compute H—E XM APl T KR4 > FEIEELTL &L,
3¢$PROJECT_ID (X ZFIFH®D Project M ID #IEE L TLE &Ly,

X1 BIFIETYER L71= FrontNetwork L TL &Ly,
X2 BIFIETYERL L 1= ManagementNetwork ZfFE L TL &1Ly,
%3 FIFIBETHERLEY—NTIL—FEEELTLEEL,

4-5: {RTRMRAEY — ) \DAERY
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#£ 58 [LS/SCIAt &K%

AET(E IPCOM VA2 (SHU T2 R E#% I 2 FIEZRBLET .

5.1 [LS)JIPCOM VA2 LS [CUE—RI>Y-IOF4>
IPCOM VA2 LS [CVE-bI>V-O0T14 U LABSOVEERZEMUET .

DE—-FIVY-IBSADOUE— MO A2 (SSH. GUI)IZFTIAN MTEIHTT, TFIVTDEmNS5, 7 BEIRAMEE)N
AT—ROFENCTHEEHRAZT/(AT—RE/EITZHT. UE— MOJTA1 O OFRIRITHRNTEEL,

IaaS R—AIN THROFAED - D72 3> TUE- IV —-ILEIEEL, JE-PI>Y-ILTOJ12LFET . (K 5-1,5-2)

mgmtNetwork
192.168.120.12
O 2500-LS-sec - fronthletwork Cc34 - Active g2pstg-Za MNone Running 1 week. 4 days Create Snapshot | =
192.168.100.3
backNetwork

192.168.110.2

mgmtNetwork
192.168.120 .6
O 2500-LS-pri ] HCETIC K C34 ] Active g2pstg-2a None Running 1 week, 4 days Create Snapshot =
192.166.100.10
backNetwork

192.168.110.8

5-1: UE-hI>VY-IADTA>

Connected (encrypled) Serd CirlAatDel | Refresh Keyboard | Hide Local Gursor [ GiriLack [ AtLock] Hit Key | [tide ) v
> to IPCOM Shell

5-2 : JE=RIDY-INADTA S EDEE
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5.2 [LS]IPCOM VA2 LS D31 t>2A+—E&fxk

IPCOM VA2 LS 2 BICENENUE-RIDY-ITOTA &, A AF %25/ UET, (K 5-3)
mEZN ]
User: admin

Password: (WJHAI/ SR T — KIETF 74 )L FTHRESATOWEWEHZFDEFI VA —F—ZHTLTLESLY, )
ipcomif license key <S4 2R F¥—>
ipcom#t poweroff 1

1 SAERAX—FFE. IPCOM VA2 S vy FFOULET,

XA Primary, Secondary TN EFNERL TLESLY,
5-3 : IPCOM VA2 LS OI1 > A& %

BB, 5.4 [LS1EEMARY1—-LADIERS LV 7IYF(secondary)lh5ETI3FT. IPCOM VA2 OBEREZITHR
WTLEEV BIARY1I-AANDTIYFHITERBDET,
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5.3 [LSIENR)1—LADERBS LU T7HYF(LS primary)
Primary {8l IPCOM VA2 LS O3 27 ARRMR)1—-L%ZVERKRL. 79YFUET,

© MUTOMETAN~>% primary O ZATLMU1—AEUT 1 DPERRL TLIZEW, (] 5-4)
o F&ERI: M2 Ffeld M2.d (BEIJOVIAR —SH4EEER)
e & :100GB(EE)
® XK —IY-RX:ZEDORY1I-LA
X EDMBOMBICOVWTHMERTT

IR

[root@K5-Host ]# NAME=ipcom_va2_LS_pri_vol 1

[root@K5-Host ]# SIZE=100 %2

[root@K5-Host 1# curl -X POST -s $BLOCKSTORAGE/v2/$PROJECT_ID/volumes -H “X-Auth-Token: $0S_AUTH_TOKEN” -H
“Content-Type: application/json” —=d ' {“volume”: {"name”: “ $NAME' ", “size”: "' $SIZE' “}} | ja

X1 RFIEEETT .
%2 R a—LY A X(E1006B EETY

SITHESRAI

{
“volume”: |
“status”: “creating”
“user_id”: “cf29bf6bab4f479¢93ba7938961d7b01”
“attachments”: [,
“links”: [
{
“href”:
“http://10.3.0.201/v2/77097024974140¢t921bb40834a383d0/vo | umes/b5872d8a-ab6fa-446e-91b6-3cff5f448e1c”
el “self”
B
{
“href”:
“http://10.3.0.201/77b97024974140ct921bb40834a383d0/volumes/b5872d8a-abfa-446e-91b6-3cff5f448e1c”
“rel”: “bookmark”
}
1
“availability_zone”: “jp-east-1a”,
“bootable”: “false”
“encrypted”: false
“created_at”: “2017-04-21T00:47:14.991210”
“description”: null,
“volume_type”: “M2”
“name”: “ipcom_va2_LS pri_vol”
“source_volid”: null
“snapshot_id”: null,
“metadata”: {
“readonly”: “False”
1
“id”: "bb872d8a-abfa-446e-91b6-3cff5f448e1c”
“size”: 100

5-4 : 327 RJ1—LER(LS primary fl)
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@ AN —ZERSET#. £1ELTULS IPCOM VA2 LS @ primary [C7AyFUTLIZE W, (K 5-5)

IR

[root@K5-Host 1# DEVICE=/dev/vdb

[root@K5-Host 1# SERVER_ID="IPCOM VA2 LS primary ®H—/\ ID”

[root@K5-Host 1# VOLUME_ID="D TR LI=RY) 2 —L®D ID”

[root@K5-Host 1# curl -s -X POST $COMPUTE/v2/$TENANT_ID/servers/$SERVER_ID/os-volume_attachments -H
“X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type: application/json” -d ' {“volumeAttachment”: {“volumeld”:
“" $VOLUME_ID’ ”, “device”: “" $DEVICE' “}}’ | ia .

EITHERA!

{
“volumeAttachment”: {
“device”: “/dev/vdb”,
“serverld”: “eaf95¢2a-8995-45¢7-9915-0dd3acc79a44”,
“id”: “bb872d8a-abfa-446e—91b6-3cff5f448e1c”
“volumeld”: “b5872d8a—-a6fa—-446e-91b6-3cff5f448el1c”

5-5: SZF KU1 —LDT7AYF(LS primary fl)
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5.4 [LSLENIR)1—ADERB LU T7HYF(LS secondary)
primary BI¢E#K(C. secondary ] IPCOM VA2 LS O3 X7 LFARU1—LZERL. 7AYFUET,

@© BUITOETAR —>% secondary O ATLM)1—AEUT 1 DPERLTIZEW, (K] 5-6)
o F&ERI: M2 Ffeld M2.d (BBEIJOVIAN —SH4EEER)
e ZE : 100GB(EXE)
® XK —IY-RX:ZEDORY1I-LA
X EDMBOMBICOVWTHMERTT

IR

[root@K5-Host 1# NAME=ipcom_va2_LS_sco_vol 1

[root@K5-Host ]# SIZE=100 %2

[root@K5-Host 1# curl -X POST -s $BLOCKSTORAGE/v2/$PROJECT_ID/volumes -H “X-Auth-Token: $0S_AUTH_TOKEN” -H
“Content-Type: application/json” -d ' {"volume”: {"name”: " $NAME' ”, “size”: "' $SIZE' “}} | ja

X1 BHIFEETY .
%2 AR a—LYA XL 1006B EE TY ,

SITHESRAI

{
“volume”: |
“status”: “creating”
“user_id”: “cf29bf6bab4f479¢93ba7938961d7b01”
“attachments”: [,
“links”: [
{
“href”:
“http://10.3.0.201/v2/77097024974140¢t921bb40834a383d0/vo | umes/fT82504e-30fc—41dc-bbee-66556db66318”
el “self”
B
{
“href”:
“http://10.3.0.201/77b97024974140ct921bb40834a383d0/vo lumes/ff82504e-30fc-41dc-bbee-66556db66318”
“rel”: “bookmark”
}
1
“availability_zone”: “jp-east-1a”,
“bootable”: “false”
“encrypted”: false
“created_at”: “2017-04-21T00:55:41. 336729"
“description”: null,
“volume_type”: “M2”
“name”: “ipcom_va2_LS_sco_vol”,
“source_volid”: null
“snapshot_id”: null,
“metadata”: {
“readonly”: “False”
1
“id”: "ff82504e-30fc-41dc-bbee-66556db66318”
“size”: 100

5-6 : 27 kU1 —LfER(LS secondary {8l)
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@ AN —ZERKSET#. {£1ELTUL% IPCOM VA2 O secondary (C7AyFUTLIZEW, (K 5-7)

IR

[root@K5-Host ~]# DEVICE=/dev/vdb

[root@K5-Host ~]# SERVER_ID="IPCOM VA2 LS secondary ®+—/\ ID”

[root@K5-Host ~1# VOLUME_ID="DT¥ER Lf=R'J 2 —L®D ID”

[root@K5-Host ~1# curl -s -X POST $COMPUTE/v2/$TENANT_ID/servers/$SERVER_ID/os-volume_attachments -H
“X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type: application/json” -d ' {“volumeAttachment”: {“volumeld”:
“" $VOLUME_ID’ ”, “device”: “" $DEVICE' “}}’ | ia .

SITHESRAI

{
“volumeAttachment”: {
“device”: “/dev/vdb”
“serverld”: “28c8d1¢1-7866-466b—act6-b5d69e8b0317",
“id”: "ff82504e-30fc-41dc-bbee—66556db66318”,
“volumeld”: “ff82504e-30fc-41dc-bbee-66556db66318”

5-7 : 227 LRJ1—-LDOTAYF(LS secondary All)

- 43 -




5.5 [LS]IPCOM VA2 LS Di#cE)p
{E1EL TS IPCOM VA2 LS #28ILET . (K 5-8)
IPCOM VA2 icE)I@primary. @secondary DIBEEFICEHBL TIZE,

mgmiNetwork
192.168.120.4
] IPCOM_VA2_LS primary - frontNetwork C34 - Shutoff g2pstg-2a MNone Shut Down 34 minutes Startinstance  ~
192.168.100.8
backMetwork

192 166 110 4

mgmitNetwork
192.168.120.4
] IPCOM_VA2_LS primary - frontNetwork C34 - Shutoff g2pstg-2a MNone Shut Down 34 minutes StartInstance  ~
192.168.100.8
backNetwork

192 168 110 4

5-8 : IPCOM VA2 OicHh

ZCh'513 IPCOM VA2 SC [CHU TSI AE/ZTVET .
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5.6 [SC]IPCOM VA2 SC (CUE—hI>Y-I0OT4>
IPCOM VA2 SC ([CUE—-bI>Y-I0T1>U. UBEOEEZELEFET .

VE—-PFIZY-ISADUE—OJ M (SSH. GUI)EFTIAINMTEHTY . EF1UT1OBRNS5. 12 EIRAMEE
K2T—ROFEICTHERAZ T/ ZAD— RE/EIHF T, UE—MOJT 1V OHFRIRITHRVTLIEEL,

IaaS R—FIN THROFAET - D7723>TUE- IV —-ILZIEEL. JE-PI>Y-ILTOT12LET . (K 5-9,5-10)

mgmtNetwork
192.168.120.7
O  2500-SC = TS C34 = Active g2pstg-2a MNone Running 1 week, 4 days Create Snapshot |
192 168 100 7
backNetwork

192.168.110.11

5-9 : YE—RI>Y-)LTOI14>

Connected (encrypted) | Serd CriatDel | Refresh Keybeard | Hide Local Gursor [ CiriLock [ AtiLock| Hit Key |[tiH= (7 v

Welcome to TPCOM Shell

5-10 : YE-RI>DY-ILTOIA > EOE
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5.7 [SC]IPCOM VA2 SC O3> A+ —Efxk

IPCOM VA2 SC [CUE—RIDY-ILTOIA 44, S RF—2B820FT, (K 5-11)
mEAN

User: admin

Password: (WJHAI/ SR T — KIETF 74 )L FTHRESATOWEWEHZFDEFI VA —F—ZHTLTLESLY, )
ipcomif license key <S4 2R F¥—>
ipcom#t poweroff 1

%1 SAEVRAF—BHE, IPCOM VA2 SCEL Xy FEHIULET
5-11 : IPCOM VA2 SC D312 &%

LABE, [5.8 [SCLENMAVI-ADIERBELV7HYF(SC)IN5ETISFT. IPCOM VA2 ODBERENZITORVWTIES
Vo IBMRYI—AADTHYFHITERRDET

---------------------------------------------------------------------------------------------------
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5.8 [SCLEMRY1—LDIERRSLUTHYF(SC)
IPCOM VA2 SC O RF LRARYI1—LZERRL. 7HvFLET.

© UTFOMETAR—>% IPCOM VA2 SC DS RAFLMU1—LAELT 1 DPERRL TS, (K 5-12)
e fER|: M2 Feld M2.d (FBBEIOVIAN —SHEEER)
e =& : 100GB(EE)
& ZRL—VY-X:ZORJ)1-A
XEZDMOBICDOVTIHERTYT

IR

[root@K5-Host 1# NAME=ipcom_va2_LS_SC_vol %1

[root@K5-Host ]# SIZE=100 %2

[root@K5-Host 1# curl -X POST -s $BLOCKSTORAGE/v2/$PROJECT_ID/volumes -H “X-Auth-Token: $0S_AUTH_TOKEN” -H
“Content-Type: application/json” -d ' {"volume”: {"name”: “" $NAME’ ”, “size”: “ $SIZE “}}' | ia .

X1 RFIEEETT .
%2 R a—LY A X(E1006B EETY

SITHESRAI

{
“volume”: |
“status”: “creating”
“user_id”: “cf29bf6bab4f479¢93ba7938961d7b01”
“attachments”: [,
“links”: [
{
“href”:
“http://10.3.0.201/v2/77097024974140¢t921bb40834a383d0/vo | umes/e9a9f4e5-56f4-4436-b77f-84f5ebeeebc?”
el “self”
B
{
“href”:
“http://10.3.0.201/77b97024974140ct921bb40834a383d0/volumes/e9a9f4e5-5614-4436-b77f-84f5ebeeebc”
“rel”: “bookmark”
}
1
“availability_zone”: “jp-east-1a”,
“bootable”: “false”
“encrypted”: false
“created_at”: “2017-04-21T01:36:51. 325182"
“description”: null,
“volume_type”: “M2”
“name”: “ipcom_va2_SC_vol”,
“source_volid”: null
“snapshot_id”: null,
“metadata”: {
“readonly”: “False”
1
“id”: "e9a9f4eb-56f4-4436-b77f-84f5ebeeebc?”,
“size”: 100

5-12 : SZAFLARY1—AFERK(SC)
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@ ARL—AEREE T, FLELTULS IPCOM VA2 SC(C7AYFUTLIEEW, (K 5-13)

IR

[root@K5-Host 1# DEVICE=/dev/vdb

[root@K5-Host 1# SERVER_ID="IPCOM VA2 SC ®H—/\ ID”

[root@K5-Host 1# VOLUME_ID="D TR LI=RY) 2 —L®D ID”

[root@K5-Host 1# curl -s -X POST $COMPUTE/v2/$TENANT_ID/servers/$SERVER_ID/os-volume_attachments -H
“X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type: application/json” -d ' {“volumeAttachment”: {“volumeld”:
“" $VOLUME_ID’ ”, “device”: “" $DEVICE' “}}’ | ia .

SITHESRAI

{
“volumeAttachment”: {
“device”: “/dev/vdb”,
“serverld”: “d8d4295a-c689-432b-866d-c6ef07109d14”,
“id”: "e9a9f4eb-56T4-4436-b77f-84f5ebeeebc?”,
“volumeld”: “e9a9f4e5-56f4-4436-b77f-84fbebeeebc?”

5-13 : YZFLRYI—-LDOTHYF(SC)
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5.9 [SC]IPCOM VA2 SC Di2#)
{ZE1EL T3 IPCOM VA2 SC %#28ILET, (K 5-14)

mgmiNetwork
192.168.120.7
O  2500-SC - ionthictuork Ci4 = Shutoff g2pstg-2a Mone Shut Down 1week, 4 days StartInstance -
192.168.100.7
backNetwork

192.168.110.11

5-14 : IPCOM VA2 SC OfcH)
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E68 [LSUL-F1>J5FRI0RTE

AETIF, IPCOM VA2 Z)—HELTHIAR I BIE DR ECOVTERIALE T,
ABITE IPCOM VA2 LS BIL—F1>J#FITI B8, LS2 BICHUTERE I 26I1%c 8L THHET,

6.1 I—FT4>JHFRIDRTE

API #F)AU. fEREUIE IPCOM VA2 DiR— RIARTICHU T —F(> ) %] 3 3R EZITVET,

--------------------------------------------------------------------------------------------------

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

ABIDI—T1 TR DFRTE/INTA—MB(E, [EREAREE 1/5 2. BEAARE 1/5 2 U—->3> IBIFORTE/NSA—FEE—ED
FERDFT, FFME. LATD (1) LS primary ADRE(K 6-1). (2) LS secondary ADEKTE (K 6-2) #SBBUTKE
AR

(1) LS primary AO%E (K 6-1)

el

[root@5-Host 1# PORT_ID= “FrontNetwork ®7Rk— + ID”

[root@K5-Host 1# PORT_addressi= “0.0.0.0/0” 31

[root@K5-Host 1# PORT_address2= “FrontNetwork ®ft%& IP 7 FL X7 X1

[root@5-Host 1# PORT_address3= “FrontNetwork M{R#AE IP 7 KL R” 1

[root@K5-Host 1# curl —-s $NETWORK/v2.0/ports/$PORT_ID —X PUT -H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type:
application/json” -d ' {"port”: {"allowed_address_pairs”: [{“ip_address”: “" $PORT address1’ “}, {"ip_address”:

“" $PORT_address2’ “}, {“ip_address”: ” $PORT_address3’ “}1}}" | ja .

[root@K5-Host 1# PORT_ID= “BackNetwork ®sR— k ID”

[root@K5-Host 1# PORT_address1 = “0.0.0.0/0" 31

[root@K5-Host 1# PORT address2 = “BackNetwork M{t& IP 7 KL R” 1

[root@K5-Host 1# curl —s $NETWORK/v2.0/ports/$PORT_ID —X PUT -H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type:

application/json” -d ' {“port”:{"allowed_address_pairs”: [{”ip_address”: ”" $PORT address1’ “}, {"ip_address”:
”" $PORT _address2’ “}11} | a .

[root@K5-Host 1# PORT_ID= “ManagementNetwork ®#<— k ID”
[root@K5-Host 1# PORT_address1 = “0.0.0.0/0” 1

[root@K5-Host ]# PORT_address? = “ManagementNetwork M{t&R IP 7 KL R” X1

[root@K5-Host 1# curl -s $NETWORK/v2.0/ports/$PORT_ID -X PUT -H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type:
application/json” -d ' {“port”:{”allowed_address_pairs”: [{“ip_address”: “ $PORT addressl “}, {"ip_address”:
“"$§PORT _address2’ “}1}1}" | ja .

X1 CONRFA—ZORBE TREXE /E2BEAE1/E2)—Yav] AFORE— M4 FERGYET, TREX
FIHAKXREI V-] TREEOHRBTHRELTTFSL,

6-1 : IPCOM VA2 LS primary AQI—FT4 > o]l DS TE
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(2) LS secondary AOEE (K 6-2)

x> R

[root@5-Host ]# PORT_ID= “FrontNetwork ®7Kk— k ID”

[root@K5-Host ]# PORT_addressi= “0.0.0.0/0” 31

[root@K5-Host 1# PORT address2= “FrontNetwork X% IP 7 FLR” X1

[root@K5-Host 1# PORT address3= “FrontNetwork M{x#8 IP 7 KL R” X1

[root@K5-Host 1# curl —s $NETWORK/v2.0/ports/$PORT_ID -X PUT -H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type:
application/json” -d ' {"port”: {"allowed_address_pairs”: [{“ip_address”: “" $PORT address1’ “}, {“"ip_address”:

”" $PORT _address2’ “}, {"ip_address”: " $PORT_address3’ “}1}}’ | iq .

[root@5-Host ]# PORT_ID= “BackNetwork @zR— k ID”

[root@K5-Host 1# PORT_address1 = “0.0.0.0/0” 31

[root@K5-Host 1# PORT_address2 = “BackNetwork Mft% IP 7 KL R X1

[root@K5-Host 1# curl —-s $NETWORK/v2.0/ports/$PORT_ID —-X PUT -H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type:
application/json” -d ' {"port”:{"allowed_address_pairs”: [{“ip_address”: “" $PORT address1’ “}, {"ip_address”:

" $PORT_address2' “}11}" | ja .

[root@K5-Host 1# PORT_ID= “ManagementNetwork ®7R— k ID”
[root@K5-Host 1# PORT_address1 = “0.0.0.0/0” 1

[root@K5-Host 1# PORT_address?2 = “ManagementNetwork M{t&R IP 7 KL R” X1

[root@5-Host 1# curl —s $NETWORK/v2.0/ports/$PORT_ID -X PUT -H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type:
application/json” -—-d ' {“port”:{”allowed_address_pairs”: [{“ip_address”: " $PORT addressl’ “}, {"ip_address”:
“" $PORT _address2’ “}11} | ja .

X1 CONTA—FDOARF TEARE 1/FE2BEAXRE1/FE2)—Car] MITOREI—MHA FEEBZYET, TRARX
F£IHAREIY—T 3] THEEEZORBTEELTTSL,

6-2 : IPCOM VA2 LS secondary ADJL—T4>H ZFE]DFRTE
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£ 75 [LS]IPCOM VA2 LS QO¥JHAERTE

AETIE, IPCOM VA2 OHIHAETERN., TURIBRDREICOVTEHRALEY .

7.1 RANRENZT—ROEE(LS primary)
LS primary ® IPCOM VA2 (CUE—-RI>Y—-IOJA > %LU TRANGEN AT - R ELE T, (K 7-1)

admin /{27 — RE&FEF T RHL TKEE W, FRUE—MFIEASHAF admin /SR D — REEEEICEIEL TRV,

N> Rl

ipcomif configure

ipcom(config)# load running-config

ipcom(edit)# user admin

ipcom(edit-user)# password “4EE @ password” 31

ipcom(edit-user)# exit

ipcom(edit)# hostname vipcom-pri vipcom-sco 32

ipcom(edit)#t user-role remote

ipcom(edit-user-role)# match user admin 3

ipcom (edit-user-role)# exit

ipcom(edit)# commit force-update

Do you overwrite “running-config” by the current configuration? (y|[n]):y
Do you update “startup-config” for the restarting system? (y|[nl):y

X1 NRAD—FIEEBRICHBSAGOXFIZERELTLESW, B XFULNODERFIEELTEE L-XFIEHE)
X2 RRMEIFUTOIEEFETHEELTLZEL,

hostname “primary M;RX +&” “secondary M7KRX 4"
X3 INRT—RZEHELI=8, adnin —F—D remote 7O X ZHALET,

7-1 : IRANAEINAT—ROFETE(LS primary)
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[SSH &S DEEE =]

S ZAERHIARSTRORIEY — VNS IPCOM VA2 A SSH OJ 1> % KB TUWERE. 1 &R E(CRIUIRAE
H—)Uh5 SSH 074> 2L TFOISRFRIMENEINET  ARRHEEHS. OJ( 2R A1 -H-00/1-5-%&
/.ssh/known_hosts D% D IP 7 RLA(ARHITIE 192.168.100.10)DI7ZHIBRL TZELN,

R

[root@mngvm kbuser]# ssh admin@192. 168. 100. 10
00000EECEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEREEEEACEEEEEEEREE

@ WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED! @
000CEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE0EEEEEEERERE

IT IS POSSIBLE THAT SOMEONE IS DOING SOMETHING NASTY!

Someone could be eavesdropping on you right now (man-in-the-middle attack)!
It is also possible that a host key has just been changed

The fingerprint for the RSA key sent by the remote host is
30:b6:0f:bd:04:d8:bd:7b:66:4c:38:9f:b8:d4:e9:e0

Please contact your system administrator.

Add correct host key in /root/. ssh/known_hosts to get rid of this message
Offending RSA key in /root/. ssh/known_hosts:3

RSA host key for 192.168.100. 10 has changed and you have requested strict checking
Host key verification failed

7-2 : SAEOREFFRED SSH 0T 1 VDB EREE

Il
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7.2 A2A-J1—AETTRALEETE(LS primary)
LS primary @ IPCOM VA2 D4 >A—J1—AETTRILDFEEZITVET . (K 7-3)

IR

vipcom-pri> admin

vipcom-pri# configure

vipcom-pri (config)# load running-config

vipcom-pri (edit)# protect checksum-inspection disable 1
vipcom-pri (edit)# cluster mode primary

vipcom-pri (edit)# cluster id 1 2

vipcom—pri (edit)# cluster secret—key vipcom %3

vipcom—pri (edit)# interface lan0.0

vipcom-pri (edit—if)# ip address 192.168.100. 100 255.255. 255.0 >4
vipcom-pri (edit—if)# ip address primary 192.168.100.10 3¢5
vipcom-pri (edit—if)# ip address secondary 192.168.100. 20 %6
vipcom-pri (edit—if)# description IPCOM-VA2-front-net 7
vipcom—pri (edit—if)# mtu 8950 8

vipcom-pri (edit—if)# ip-routing

vipcom-pri (edit-if)# cluster sync-interface

vipcom-pri (edit-if)# cluster vrid 10 39

vipcom-pri (edit—if)# exit

vipcom-pri (edit)# interface lan0.1

vipcom-pri (edit—if)# ip address 192.168.110. 100 255. 255. 255.0
vipcom—pri (edit—if)# ip address primary 192.168.110.10 310
vipcom-pri (edit—if)# ip address secondary 192.168.110.20 %11
vipcom-pri (edit—if)# description IPCOM-VA2-back-net 312
vipcom-pri (edit—if)# mtu 8950 313

vipcom-pri (edit—if)# ip-routing

vipcom-pri (edit-if)# cluster sync-interface

vipcom-pri (edit—if)# cluster vrid 20 314

vipcom-pri (edit—if)# exit

vipcom-pri (edit)# interface lan0.2

vipcom—pri (edit—if)# ip address 192.168.120. 100 255. 255. 255.0 %15
vipcom—pri (edit—if)# ip address primary 192.168.120.10 316

vipcom-pri (edit—if)# ip address secondary 192.168.120.20 %17

vipcom—pri (edit—if)# description IPCOM-VA2-management-net 318

vipcom—-pri (edit—if)# mtu 8950 >¢19

vipcom—-pri (edit—if)# ip-routing

vipcom-pri (edit-if)# cluster sync-interface

vipcom-pri (edit—if)# cluster vrid 30 320

vipcom-pri (edit—if)# exit

vipcom—pri (edit)# ip route 0.0.0.0/0 192. 168.100. 1 distance 2 21
vipcom—pri (edit)# save startup-config

Do you overwrite “startup—config” by the current configuration? (y|[n]):y
vipcom-pri (edit)# reset

Restarting of the system disconnects all communications. Are you sure?(y|[n]):y

X1 NNTY bDF I ETISHEEIIK ETEHERALAWVTLESL, FHELAHENRERIIGELHY ET,
%2 idI[Iprimary, secondary TR— id ZREL TL L&Y,

%3 secret-key I& primary. secondary CRI—DEEHBELTLEELY,

4 RRIP7FLRERE

%5 Kb TE|ZEht-primary @ FrontNetwork BID [P 7 KLRZIEELTLEE W

%6 Kb TEIX &Eh-secondary ® FrontNetwork 1D IP 7 KLRAZEHEELTL &L

X1 BAXDI=HEETT
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38 [IPCOM VA2 @ MTU {E(Z%. {F6%E : IPCOM VA2 & laaS MBEIEXRED E-7 MU EDHZREESEIZKREL TLEELY,
%9 1an0.0 @ vrid [X primary. secondary TRILEZHRFELTLEELY,

10 Kb TEIZ Eht=primary 0 BackNetwork BID IP 7 KLAZIEELTLEE WL

¥11 Kb TE|& X t= secondary @ BackNetwork D IP 7 LR ZEHEELTLEFEW

12 SREAXD=HEETT

313 IPCOM VA2 @ MTU {E(Z%. {F6% E : IPCOM VA2 & laaS MBEIEHXRED E-7 MU EDHZREESEIZKREL TLESLY,
314 lan0.1 @ vrid [ primary. secondary CREILEZHREL TLEELY,

XI5RRIPT7FLRERTE

16 Kb TE|Y X f= primary 0) Management Network 8] IP 7 KLAF#IEELTL &L

17 Kb TEIY &t 7= secondary @ Management Network I IP 7 KL R FIEELTL &L

18 SHEAXD=DEETT

319 IPCOM VA2 @ MTU {E(Z%. {F6%E : IPCOM VA2 & [aaS MBEIEHXRED E-7 MU EDHZREESEIZKREL TLESLY,
320 lan0.2 @ vrid [& primary. secondary CREILEZHREL TS,

XU REL—EDA =T —RETIHIET— b I AIZERELET,

7-3 1 12A=J1—-ALTTRALEETE (LS primary)
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7.3 IRARBREINRT—ROFETE (LS secondary)
LS secondary ® IPCOM VA2 ([CJE—RI>Y=-)IOJ1>% U TRANRENRT—RERELET . (K] 7-4)

IR

ipcomif configure

ipcom(config)# load running-config

ipcom(edit)# user admin

ipcom(edit-user)# password “{EE D password” 1
ipcom(edit-user)# exit

ipcom(edit)# hostname vipcom—pri vipcom-sco 32

ipcom(edit)# user-role remote

ipcom(edit-user-role)# match user admin 33

ipcom(edit-user-role)# exit

ipcom(edit)# commit force-update

Do you overwrite “running-config” by the current configuration? (y|[n]):y
Do you update “startup-config” for the restarting system? (y|[n]):y

M1 NRT—FRIEEEICHASAGOXFIEHRELTLESL, @ XFULMDEHFIESERE LI-XFF & H#iE)
2 KRR MEBIFUTOIEEFETREEH L TS,

hostname “primary M=RX +&”  “secondary M7RR 4"
X3 NRRAT—FEHBELEEOH. adnin 22— —D remote 7/ X EHTLET,

7-4 . IRARAEINZADT—ROFETE(LS secondary)
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7.4 A2A5-J1—AETTRALEEE (LS secondary)
LS secondary ® IPCOM VA2 D1 >A—J1—-AETTRILDREZITVE T, (K] 7-5)

IR

vipcom—pri (edit)# protect checksum-inspection disable 1
vipcom—pri (edit)# cluster mode secondary

vipcom—pri (edit)# cluster id 1 %2

vipcom-pri (edit)# cluster secret—key vipcom33

vipcom-pri (edit)# interface lan0.0

vipcom-pri (edit-if)# ip address 192.168.100. 100 255. 255. 255.0 ¢4
vipcom-pri (edit—if)# ip address primary 192.168.100.10 3¢5
vipcom-pri (edit—if)# ip address secondary 192.168.100.20 %6
vipcom-pri (edit—if)# description IPCOM-VA2-front-net 37
vipcom-pri (edit—if)# mtu 8950 8

vipcom-pri (edit-if)# ip-routing

vipcom-pri (edit—if)# cluster sync-interface

vipcom—pri (edit—if)# cluster vrid 10 %9

vipcom-pri (edit-if)# exit

vipcom-pri (edit)# interface lan0. 1

vipcom-pri (edit—if)# ip address 192.168.110. 100 255.255. 255.0
vipcom—pri (edit—if)# ip address primary 192.168.110.10 310
vipcom-pri (edit—if)# ip address secondary 192.168.110.20 %11
vipcom-pri (edit—if)# description IPCOM-VA2-back-net $¢12
vipcom-pri (edit—if)# mtu 8950 %13

vipcom—pri (edit—if)# ip-routing

vipcom-pri (edit—if)# cluster sync-interface

vipcom-pri (edit—if)# cluster vrid 20 314

vipcom-pri (edit—if)# exit

vipcom-pri (edit)# interface lan0.2

vipcom-pri (edit—if)# ip address 192.168.120. 100 255.255.255.0 315
vipcom-pri (edit—if)# ip address primary 192.168.120.10 %16

vipcom-pri (edit—if)# ip address secondary 192.168.120.20 %17

vipcom—pri (edit—if)# description IPCOM-VA2-management—net %18

vipcom-pri (edit—if)# mtu 8950 %19

vipcom-pri (edit—if)# ip-routing

vipcom—pri (edit—if)# cluster sync-interface

vipcom—pri (edit—if)# cluster vrid 30 320

vipcom—pri (edit—if)# exit

vipcom-pri (edit)# ip route 0.0.0.0/0 192.168.100. 1 distance 2 21
vipcom-pri (edit)# save startup—config

Do you overwrite “startup-config” by the current configuration? (y|[n]):y
vipcom—pri (edit)# reset

Restarting of the system disconnects all communications. Are you sure?(y|[n]):y

1 NNy bDF VI ETOIHEILK ETEHERALAWVWTLEIL, FHELAHENRZIGELDHYET.
%2 id(Xprimary, secondary TREI— id ZREL TL &Ly,

%3 secret—key [& primary. secondary CTRI—DEZHEEL TS,

4 RERIPT7RFLRERTE

X5 Kb TEIZENt-primary @ FrontNetwork I IP 7 FLRAZELTL &L

X6 Kb TE|IZ XNt secondary @ FrontNetwork BID IP 7 KL R FEELTL &L

%71 SREAXDI=HEETT

38 [IPCOM VA2 @ MTU {EI(Z%. {F6%E : IPCOM VA2 & laaS MBEIEHXRED E-7 MU EDHZREESEIZKRELTLEELY,
%9 1an0.0 @ vrid [ primary, secondary TRILEZHRELTLESLY,

10 Kb TEIZ & nt=primary @ BackNetwork I IP 7 KL R ZFEELTL &L
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11 Kb TE|& S ht= secondary @ BackNetwork D IP 7 KL R ZHEELTLEFEW

¥12 BB DI=HEETT,

313 IPCOM VA2 @ MTU f&EI&. {FEXE : IPCOM VA2 & laaS MEERTEDN E-7T MU EDHREZSEICHEL TS,
14 1an0.1 @ vrid & primary. secondary TRILEZHRELTLEELY,

HKIERRIPFFLRAERTE

%16 K5 TEI St primary O Management Network I IP 7 FLAZEHELTL &L

17 Kb TE|& S 1= secondary M Management Network D IP 7 KL R ZEHEELTLEFSW

18 SEANXDI=OEETT

319 IPCOM VA2 @ MTU f&EI&. {FEXE : IPCOM VA2 & laaS MEERTED E-7T MU EDHREEZSEICHEL TS,
%20 lan0.2 @ vrid I primary. secondary TRILEZHRELTLEELY,

XN FRIL—FDA 3 —T2—RETIAINMT—F I AIZERELET,

7-5 1 428-J1—-RETURALEETE(LS secondary)
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7.5 TURACEXTEDHERR

primary ¥/z(& secondary T IPCOM VA2 OTTRAEFZENELS
IPCOM VA2 [ SSH 074> LT T OOV Rz

[=—=2

E1T

HIETETVINMERLET .

U, xf@/— RZIEUSGEREL COANHEERLE T . (1 7-6)
XAVEZE(T primary/secondary EB5TEEMBAIAETY

IR

vipcom-pri> admin
vipcom-pri#t show cluster

SITHESRAI

MAC/IP Address Information:

(FERRA > K]

- 59 -

Interface MAC Address IP Address Local & Peer @ IP/MAC 7 KL AMIEL <
RERENTNEINTHERLESLY,
lan0. 0 Delegate 00:00:5e:00:01:0a 192.168. 100. 100 ﬁﬁ?é?’bfb‘fib‘%@, ?_#1')%47‘»
lan0.0 Local fa:16:3e:d9:66:15 192.168.100. 10 — T DERET VRRP(112) AEFRI ST LV
Bb iy 3 = S
1an0. 0 Peer fa:16:3e:e0:8d:5b 192, 168. 100. 20 WATREENH Y EF . £Fa YT T
THRELCHRESNTWND I & & THEREL
lan0. 1 Delegate 00:00:5e:00:01:14 192.168.110. 100 S
lan0. 1 Local fa:16:3e:b1:ac:f8 192.168.200.10
lan0. 1 Peer fa:16:3e:¢9:22:2e 192.168. 200. 20
lan0. 2 Delegate 00:00:5e:00:01:1e 192.168.120. 100
lan0. 2 Local fa:16:3e:45:d0:c9 192.168.120.10
lan0. 2 Peer fa:16:3e:94:b9%9:aa 192.168.120. 20
7-6 : TLRALEXTEDHESR




£ 8 & [LS]IPCOM VA2 LS OI7A7—IUA— )L HEBEDERTE

AET(E IPCOM VA2 LS (EBFBT71 7 —UA— D% EFIEZRALET

8.1 JrA7—A—ILDFE
T7AT—=IA=)%ZFETE I DIz, primary fll IPCOM VA2 LS TIL—IWERRB LU > A—T1—ZAADI—)LEEEZITVE
ER
AREGTEHIT(E. FrontNetwork & BackNetwork (C http(80)-https(443)-dns(53)DEF ], £fz BackNetwork
HEEDEIROIEY -\ ZER 9318 icmp D5FE]. ManagemantNetwork (CIERFR{REY —/(hSm SSH
POCADHHFRILET

@ primary ] IPCOM VA2 TI747—=9A=)I DI —ILZVERLET . (X 8-1)
N> Rl

vipcom—-pri> admin

vipcom-pri# con

vipcom-pri (config)# load running—config

vipcom-pri (edit)# access—control default-deny1

vipcom-pri (edit)# no access-control configuration 32

All the definitions for the access control map are deleted if the access control
rule is changed to enable. Are you sure?(y|[n]):y

vipcom-pri (edit)# class—map match-any web-access 3

vipcom-pri (edit—-cmap)# match destination—port 80/tcp

vipcom—pri (edit—cmap)# match destination-port 443/tcp

vipcom—pri (edit—cmap)# exit

vipcom-pri (edit)# class—map match-all ping-moniter ¢4

vipcom-pri (edit—cmap)# match icmp ping

vipcom-pri (edit—cmap)# exit

vipcom-pri (edit)# class—map match-all dns-access 5

vipcom-pri (edit—-cmap)# match destination—port 53/udp

vipcom—pri (edit—cmap)# exit

vipcom-pri (edit)# class—map match-all mng-access %6

vipcom-pri (edit—-cmap)# match destination-port 22/tcp

vipcom—pri (edit—cmap)# match source-address ip 192.168.120.30 %7
vipcom—pri (edit-cmap)# exit

vipcom—pri (edit)# class—-map match-all| webconsole-access ¢8
vipcom-pri (edit—-cmap)# match destination-port 82/tcp

vipcom—pri (edit—cmap)# match source-address ip 192.168.120.30 9
vipcom—pri (edit—cmap)# exit

X1 rule ICERBLEVLDIEINTHELET,

%2 access control rule ZB%IZLET,

33 HTTP(80) . HTTPS(443) ZIL—ILIZ}eELFE T,

¥4 icmp(ping) ZIL—ILIZIETE

%5 DNS(53) #JL—ILICIERE

X6 RSFAREY—/ DS SSHT7 VR ZHATEHESIL—ILIZEELET
%7 BSFAEAEY—/ D Management Network @ IP 7 KL R ZEELZET .
%8 IPCOM VA2 D GUI (82 B R— R AT I ERTBHIL—ILERELET,
%9 RTFRERBY—/I\DLDTIVEADHHFALET,

8-1: IpA7—=9A=)LIL—ILAER%
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@ VERUIETTAT—IA =D —) A > —T1-AAEELET . (K 8-2)

IR

vipcom—pri (edit)# interface lan0.0

vipcom—pri (edit—if)# rule access 100 in web-access accept audit-session-normal audit-match-normal 31
vipcom—pri (edit—if)# rule access 110 out web—access accept audit-session-normal audit-match-normal 2
vipcom—pri (edit—if)# rule access 120 out dns-access accept audit-session-normal audit-match-normal 3
vipcom-pri (edit—if)# exit

vipcom-pri (edit)# interface lan0.1

vipcom—pri (edit—if)# rule access 100 in web-access accept audit-session-normal audit-match-normal ¢4
vipcom—pri (edit—if)# rule access 110 out web—access accept audit-session-normal audit-match-normal 5
vipcom—pri (edit—if)# rule access 120 in dns—access accept audit-session-normal audit-match-normal %6
vipcom-pri (edit—if)# rule access 130 out ping-moniter accept audit-session—normal audit-match-normal 7
vipcom-pri (edit—if)# exit

vipcom-pri (edit)# interface lan0.2

vipcom—pri (edit—if)# rule access 100 in mng-access accept audit-session-normal audit-match-normal %8
vipcom—pri (edit—if)# rule access 110 in webconsole-access accept audit-session-normal audit-match-normal %9
vipcom—pri (edit—if)# rule access 120 out any accept audit-—session-normal audit-match-normal 3¢10
vipcom-pri (edit—if)# exit

vipcom-pri (edit)# commit

Do you overwrite “running-config” by the current configuration? (y|[nl):y

Do you update “startup-config” for the restarting system? (y|[nl):n

vipcom-pri (edit)# exit

vipcom-pri (config) #exit

X1 A 2N92 KD web 74t REFA]

2 TR EDweb 7Y REHA

3 T RINHY RKADDNS 74+ RAEA

X4 AN KD web 7Yt REFA]

X5 T RNDYEDweb 7Y XA

X6 A /N2 KD DNS 74+ XAl

X1 7O E® icmp (ping) ZEFA]

X8 RSEAEEYS—/ ML ® SSH 70 & XEFA]
X9 BSPA/RBEY—/\Hh S D WebConsole (82) 35 1]
10 7O RO Y RIFTRTHA

8-2 : IpAT=IA=IDI—I&A>5—T1—RIEH

rule access J¥> RICT audit-session-noramal / audit-match-normal 5 EUROJ%H 119 2BRIC(E. logging
collection-level IX> RICTOJ LA EREL TFEW. BE. FEHICOVTE U TFOYZ17INESBU TR,
IPCOM EX SM—-XJX¥>RYI7L>ZHA R
2.1.2.12 logging collection-level
2.16.2.6.1 rule access
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8.2 J7A7—"IA—-ILDEXTE%Z secondary (C[EHA
primary Ts&EULRI>J14% secondary [CEEALE T, (K 8-3)

IR

vipcom-pri# sync cluster primary-to-secondary

This System: primary

primary (2017/01/25(Wed) 16:44:42) -> secondary (2017/01/24 (Tue) 18:27:11)
Are you sure? (y|[nl):y

8-3 : J7A7—IA—- D% E% secondary (C[EHA
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£ 9EF [LS]IPCOM VA2 LS D& EEREDERTE

AET(L, IPCOM VA2 DETEI D BHEEEDERTE FIBZERBALE Y

9.1 BEDEHEEEDFRTE(LS primary)
primary fi] IPCOM VA2 LS T&mEmaaul—IL&EkLET .

O BEEDEHEEED)L -V EEETELET, primary @ IPCOM VA2 T TFESEHEL TZEL, (K 9-1)
N> Rl

vipcom-pri# con

vipcom-pri (config)# load running—config

vipcom-pri (edit)# slb real-server web-serverl 31

vipcom-pri (edit-slb-real)# distribution-address 192.168. 110. 30 %2

vipcom-pri (edit-slb-real)# exit

vipcom-pri (edit)# slb real-server web-server2 %3

vipcom-pri (edit-slb-real)# distribution-address 192.168. 110. 40 x4

vipcom—pri (edit-slb-real)# exit

X1 ARSEXROEHRE LTI, web-server! DA ITIEEDRZBITY,
%2 WebServer1 @ BackNetwork I IP 7 FLRZEBEL T &L,
X3 BROMAZDEHEE LTI, web-server2 DA IIEENRBITT,
¢4 WebServer2 @ BackNetwork BID IP 7 LR ZFHEEL TLEELY,

9-1: BENERROE R

@ BRDEHEEEDI—IL(HTTP)ZE&ELE I, primary @ IPCOM VA2 LS T TFZ3EMML TTZEW, (K] 9-2)
N> R4l

vipcom-pri (edit)# slb-rule 100

vipcom-pri (edit-slb-rule)# virtual-server 192.168.100.200 80/tcp 1
vipcom-pri (edit-slb-rule)# transit-mode round-trip

vipcom—pri (edit-slb-rule)# transfer-mode ip-address

vipcom-pri (edit-slb-rule)# distribution-rule 100 2

vipcom—pri (edit—dist-rule)# class—-map any

vipcom-pri (edit-dist-rule)# distribution-mode round-robin 3
vipcom—pri (edit—-dist-rule)# persistence mode http—session cookie ipcom
vipcom—pri (edit—-dist-rule)# persistence guarantee-time 180

vipcom—pri (edit—-dist-rule)# persistence cookie-mode persistent—cookie 1800
vipcom—pri (edit-dist-rule)# monitor level application

vipcom—pri (edit—dist-rule)# monitor level ping 4

vipcom—pri (edit—dist-rule)# monitor check-interval 60

vipcom—pri (edit—-dist-rule)# monitor check—timeout 10000

vipcom—pri (edit—-dist-rule)# real-server web-serverl 3¢5

vipcom—pri (edit—-dist-rule-real)# port-map virtual 80 real 80 %6
vipcom—pri (edit-dist-rule-real)# exit

vipcom-pri (edit—-dist-rule)# real-server web-server2 37

vipcom-pri (edit-dist-rule-real)# port-map virtual 80 real 80
vipcom—pri (edit—-dist-rule-real)# exit

N N N R N N N
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vipcom—pri (edit-dist-rule)# exit
vipcom—pri (edit-slb-rule)# exit

X1 BRSHADREIP 7 FLAZEHFEZLET ., KEREEF TIL FrontNetwork D IP 7 KLAZHELET ., ARIOE
AORBIP7 FLRAF . FAEBOYEA VE—T1—RFLFIFEESA A —T—ADIP 7 RFLRAEEELELE
SICRETIHENHY FT,

%2 IDIIEEOHIETT,

X3 AHEHTIX., AFSEARESHYURFOEVTHRELED,

4 KEHITIEping KDY —NERERELET, ping DRETEHT TV —2 30080 UBRMEShAEN=H,
BEHROVATLIZEDET, AMRAFIVIDIL—ILEEZEELTLEEL,

X5 BROHMBREOTRE L-AFoBNREEELET,

%6 HTTP(80) #ZI+1=15A. TDEEHITP THHEALET,

X1 BRANHEREOTERE L-ARSBNEEEELET,

9-2 : BRIDEFI-IIOBEEFR(HTTP)

Q) BFEDEHEEEDIL—IL(HTTPS) 2R FELEI . primary ® IPCOM VA2 T T &ML TLEW, (& 9-3)

el

vipcom-pri (edit)# slb-rule 200

vipcom-pri (edit-slb-rule)# virtual-server 192.168. 100. 200 443/tcp %1
vipcom—pri (edit-slb-rule)# transit-mode round-trip

vipcom—pri (edit-slb-rule)# transfer-mode ip—address

vipcom-pri (edit-slb-rule)# distribution-rule 100 32

vipcom—-pri (edit-dist-rule)# class—map any

vipcom-pri (edit-dist-rule)# distribution-mode round-robin %3
vipcom—pri (edit-dist-rule)# persistence mode node

vipcom—pri (edit-dist-rule)# persistence guarantee-time 180
vipcom—pri (edit-dist-rule)# persistence cookie-mode persistent-cookie 1800
vipcom—pri (edit—-dist-rule)# monitor level application

vipcom—pri (edit-dist-rule)# monitor level ping %4

vipcom-pri (edit-dist-rule)# monitor check-interval 60

vipcom-pri (edit-dist-rule)# monitor check-timeout 10000

vipcom—pri (edit-dist-rule)# real-server web-serverl b5

vipcom—pri (edit-dist-rule-real)# port-map virtual 443 real 443 >¢6
vipcom-pri (edit-dist-rule-real)# exit

vipcom-pri (edit-dist-rule)# real-server web-server2 7

vipcom-pri (edit-dist-rule-real)# port-map virtual 443 real 443
vipcom-pri (edit-dist-rule-real)# exit

vipcom-pri (edit-dist-rule)# exit

vipcom-pri (edit-slb-rule)# exit

X1 BEOKRAORBIP7T KLAZEHEE LET, KBREF T FrontNetwork D IP 7 KLRAZERELET, BRHEHA
DB IP 7 FLRIE, REBOYWEA VA — 1 —RFLFREAVE—T—XDIP7RLREEHLLEVES
ICRETIHENAHY FT,

%2 1D IXEEOHIETT,

X3 AHEFTEH. AFSHARIEITY U RFOEVTHRELET,

¥4 ping [CkBERETVET,

b BEOMBREOTHREL-EFOBNEREREELET,

%6 HTTPS (443) #ZIT1-35&. TDEEHITPS THEALET,

X1 BEORREOTHREL-EFOBNEEREELET,

9-3 BfENEIRI-ILOEFK(HTTPS)
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% 10 & [LS]IPCOM VA2 LS OIMNERESETE

AETIE, IPCOM VA2 LS hMEBEBIE T BTeth O BB ECOVWTERALE T

10.1 4 ERE{S5%TE/secondary A LB & EDEIHER

primary TS5 DNS 3 —/{DLTE® NAT DFREZITV). CCETDERTE% secondary BICREIHALFET . (X
10-1)3%> K6

vipcom-pri (edit)# dns—server primary ipv4 133.162.193.9 %1

vipcom-pri (edit)# dns—server secondary ipv4 133.162.193.10 1
vipcom-pri (edit)# class—map match-all web-server 2

vipcom-pri (edit-cmap)# match source-address ip 192.168.110.0/24 %3
vipcom-pri (edit-cmap)# exit

vipcom—pri (edit)# host-group snapt 4

vipcom-pri (edit—-host-group)# host ipv4 192.168.110.0/24 3¢5

vipcom-pri (edit—host—group)# exit

vipcom-pri (edit)# class—map match-any server <6

vipcom-pri (edit—cmap)# match destination—address host-group snapt 7
vipcom-pri (edit-cmap)# exit

vipcom-pri (edit)# class—-map match-all get-metadata 38

vipcom-pri (edit—-cmap)# match source-address ip 192.168.110.0/24 9
vipcom-pri (edit—cmap)# match destination-address ip 169.254.169. 254 %10
vipcom-pri (edit—cmap)# exit

vipcom-pri (edit)# interface lan0. 1

vipcom-pri (edit—if)# rule src-napt 10 ipv4 server to auto 10000-20000 >¢11
vipcom-pri (edit—if)# exit

vipcom-pri (edit)# interface lan0.0

vipcom-pri (edit—if)# rule src-napt 10 ipv4 web-server to 192.168.100. 200 10000-20000 3¢12
vipcom-pri (edit—if)# rule no-src—nat get-metadata 313

vipcom-pri (edit—if)# exit

vipcom—pri (edit)# commit

Do you overwrite “running-config” by the current configuration? (y|[n]):y
Do you update “startup-config” for the restarting system? (y|[n]):y
vipcom-pri (edit)# exit

vipcom-pri (config)# exit

vipcom-pri# sync cluster primary-to—secondary 14

This System: primary

primary (2017/01/25Wed) 16:44:42) -> secondary (2017/01/24 (Tue) 18:27:11)
Are you sure? (y|[n]):y

X1 BBENSH—ND7 FLRAERELET,

2 NATOXRREBDTIL—TERELET,

33 BackNetwork D NW 7 KL RZHEELE T,

¥4 RRAMTIL—TEZRELET,

%5 BackNetwork NN 7 KL R E#HELET.

X6 NATDOXRZRELBZIL—TERELES,

T RRAMTIL—TEEBELET,

X8 AAT—HAMBOBNAELLEDERETT,

39 BackNetwork D NW 7 KL RZHEELE T,

10 AR T—27O0F2DOF7 FLAR(169.254.169. 2564) ZIEE L T EELY,
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%11 WebServer MSDEREY DFEIEH IPCOM (23 B 1=8I= SRC-NAPT #2E L £,

312 S\ ERIERT T B 1=0IZ SRC-NAPT #R/ELFET . ZFRLRIFEEIP 7 FLRERELET,

XIS AR T—RABIEDT=DIZNAT 2R LET . KEREZTHAHLIEE. BackNetwork ICFIBT 2 {REH—/\HF—R7F
DHBE#TALELEREH, BTFRELTLESL,

¥14 primary 5 secondary (2O T4 T EZEHLET,

10-1 : AMERE{SE%TE/secondary AD LB & EDEIHA
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10.2 IPCOM VA2 LS &R IP ([CXIETDH IR~ MeERL

IN—NERRBFOFRTE/ (SA—HB(F. [FREARE 1/58 2, AEARSE 1/565 2 U—23> IBFORE/\SA—HEE—EBRIDET,
FFHRE. AT B 10-2 : IPCOM VA2 LS OERER IP (ST 25— R—MefEpk 288U TIZE,

R IP H' IO MR TRIORAEY — /N TERINBRVES(CIZ—R— MAERRLET . (K 10-2)

mEZN ]

[root@K5-Host ]# PORT_NAME=FrontSharelP

[root@K5-Host 1# NETWORK_ID= “FrontNetwork @ ID”

[root@K5-Host 1# SUBNET_ID= “FrontNetwork @+ J 4w k ID”

[root@K5-Host 1# FIXED_IP_ADDRESS=192.168. 100. 100 31

[root@K5-Host 1# SG_ID= “lSecurityGroup M{ERL] THERL L 7= SecuriryGroup”

[root@K5-Host 1# DEVICE_OWNER="nuage:vip” ¢4

[root@K5-Host 1# curl -X POST -s  $NETWORK/v2.0/ports -H “Content-Type:application/json” -H
“Accept:application/json” -H “X-Auth-Token: $0S_AUTH_TOKEN “ -d ' {“port”: {“network_id”:”" $NETWORK_ID  ”,
“name” : “" $PORT_NAME’ “, “admin_state_up”: true, “fixed_ips”: [{"ip_address”:
“" $FIXED_IP_ADDRESS' ”, “subnet_id”:”" $SUBNET_ID' “}1, “security_groups”: [”" $SG_ID" ], “device_owner”:
" $DEVICE_OWNER' “ 1}’ | ja

[root@K5-Host ]# PORT_NAME=BackSharelP

[root@K5-Host ]# NETWORK_ID= “BackNetwork @ ID”

[root@K5-Host 1# SUBNET_ID= “BackNetwork @+ J 4w k ID”

[root@K5-Host 1# FIXED_IP_ADDRESS=192.168. 110. 100 2

[root@K5-Host 1# SG_ID= “TSecurityGroup M{ERK] THERL L 1= SecuriryGroup”

[root@K5-Host 1# DEVICE_OWNER="nuage:vip” ¢4

[root@K5-Host 1# curl -X POST -s  $NETWORK/v2.0/ports -H “Content-Type:application/json” -H
“Accept:application/json” -H “X-Auth-Token: $0S_AUTH_TOKEN “ -d ' {“port”: {“network_id”:"”" $NETWORK_ID  ~,
“name” : “" $PORT_NAME’ “, “admin_state_up”: true, “fixed_ips”: [{"ip_address”:
“" $FIXED_IP_ADDRESS' ”, “subnet_id”:”" $SUBNET_ID’ “}], “security_groups”: [”" $SG_ID" ], “device_owner”:
" $DEVICE_OWNER' “ 1}’ | ja

[root@K5-Host ]# PORT_NAME=ManagementSharelP

[root@K5-Host 1# NETWORK_ID= “managementNetwork @ ID”

[root@K5-Host 1# SUBNET_ID= “ManagementNetwork ®+J % k ID”

[root@K5-Host 1# FIXED_IP_ADDRESS=192.168. 120. 100 ¢3

[root@K5-Host 1# SG_ID= TSecurityGroup M{ERK] THERL L 1= SecuriryGroup”

[root@K5-Host 1# DEVICE_OWNER="nuage:vip” 34

[root@K5-Host 1# curl -X POST -s  $NETWORK/v2.0/ports -H “Content-Type:application/json” -H
“Accept:application/json” -H “X-Auth-Token: $0S_AUTH_TOKEN “ -d ' {"port”: {“network_id”:”" $NETWORK_ID ~,
“name” : “" $PORT_NAME’ ”, “admin_state_up”: true, “fixed_ips”: [{"ip_address”:
“" $FIXED_IP_ADDRESS' “, “subnet_id”:”" $SUBNET_ID' “}1, “security_groups”: [”" $SG_ID" ], “device_owner”:
" $DEVICE_OWNER' “ 1}’ | ja

%1 FrontNetwork 81> IPCOM VA2 Dtk IP 7 KL X
%2 BackNetwork {81c> IPCOM VA2 XX IP7 KL X
%3 FrontNetwork 81> IPCOM VA2 Dtk IP 7 KL X
X4 CONRTA—AE TREARE1/E2BAKRE/E2Y—Cav)] AFORE— A RERLGY, HARE3HE
HAE3IN—U3 ] TIRREDINGA—RIZHYET,
10-2 : IPCOM VA2 LS ORI IP (LIS T B9 —R— MeERk
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% 11& [SC]IPCOM VA2 SC O¥JHAERTE

AZET(E IPCOM VA2 SC D¥ERERE(COWVWTERBBLEF T .

11.1 KRANZENRT—ROETE(SC)
IPCOM VA2 SC (CUE-RI>Y-IOT4>% U TRANGE N AD— R ELE T, (K 11-1)
NXAGRTELIPF (& SSH TOJA U, BIETEET,

mESAN

ipcomit configure

ipcom(config)# load running-config

ipcom(edit)# user admin

ipcom(edit-user)# password “/EE D password” X1
ipcom(edit-user)# exit

ipcom(edit)# hostname vipcom-sc 32

ipcom(edit)# user-role remote

ipcom(edit-user-role)# match user admin 3

ipcom(edit-user-role)# exit

ipcom(edit)# commit force-update

Do you overwrite “running-config” by the current configuration? (y|[n]):y
Do you update “startup-config” for the restarting system? (y|[nl):y
vipcom-sc (edit)# exit

vipcom-sc (config)# exit

H1 NRAT—FREIEEICHBSABOFEIEZRELTLESL, B XFULENODEBFIEEFRE L =-XFI ZHE)
%2 KRR MEIFEETT,
X3 NRAT—FRZEH/ELEH. adnin 22— —0 remote 7Y &R ZHFALET,

11-1 : RANZENRDT—ROEETE(SC)
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11.2 A>9-J1—ZHTE(SC)
IPCOM VA2 SC 01 >49—J1—ADEERITVET, (K 11-2)

IR

vipcom-sc> admin

vipcom-sc# configure

vipcom-sc(config)# load running—config

vipcom-sc (edit)# protect checksum-inspection disable 1
vipcom-sc(edit)# interface lan0.0

vipcom-sc(edit-if)# ip address 192. 168. 100. 30 255. 255. 255.0 32
vipcom-sc (edit-if)# description IPCOM-VA2-SC-front-net ¢3
vipcom-sc (edit—if)# mtu 8950 x4

vipcom-sc (edit-if)# exit

vipcom-sc(edit)# interface lan0. 1

vipcom-sc(edit—if)# ip address 192. 168. 120. 30 255. 255. 255. 0 35
vipcom-sc(edit-if)# description IPCOM-VA2-SC-management—-net 36
vipcom-sc (edit—if)# mtu 8950 37

vipcom-sc (edit-if)# exit

vipcom-sc(edit)# ip route 0.0.0.0/0 192.168.100.1 distance 2 8
vipcom-sc (edit)# commit

Do you overwrite “running-config” by the current configuration? (y|[n]):y
Do you update “startup-config” for the restarting system? (y|[nl):y

X1 Ty bDF Ty ET5HEEXK ETIXERALAWNWTESWD, FPHELABENREZSEELAHY ET .
%2 K5 TE|ZSttzFrontNetwork BID IP 7 RLRFIRELTLEE W

X3 BREAXDI=HEETY

>4 IPCOM VA2 @ MTU {E(&. {F8%E : IPCOM VA2 & laaS DBIERTED E-T MTUEDHREFZSEICKRTEL TL S,
%5 Kb TEIH Eh 7= ManagementNetwork D IP 7 FLRZEIBEL T =&

X6 REAXDE=-HIEETT,

37 IPCOM VA2 @ MTU {E(%. {F8% E : IPCOM VA2 & [aaS MBIERED E-7 MU EDREESEIZKREL TLE &L,
8 REIL—BDAVEZ—Tz—RETIFIIMT— b Iz AIZRELET,

11-2 1 KA RZE/ ST — ROFETE(SC)
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£ 12 & [SC]IPCOM VA2 SC DOI7A7—"IA—IHEBEDERTE

AZET(E IPCOM VA2 SC (CBFBT71 7 —IA— VDR EFIEZRALET .

12.1 IPCOM VA2 SC J747—="A=)LDKTE
T7PA7—UA=)V&E&TE T BIz8h. IPCOM VA2 SC TIL—IUERRB LU > —TJ1—ANDIN—LEREZITVET
AEKTEHIT(E. FrontNetwork (C dns(53)DEFE]. ManagemantNetwork (CIZRSFARIREY —/{NBD SSH.
WebConsole 772 ADHFEILE T,

@ IPCOM VA2 SC TIPAT7=A=IDI =) ZERRLET . (K 12-1)
N> Rl

vipcom-sc> admin

vipcom-sci con

vipcom-sc (config)# load running—config

vipcom-sc(edit)# access—control default-deny 1

vipcom-sc (edit)# no access—control configuration 2

All the definitions for the access control map are deleted if the access control rule is changed to enable. Are
you sure?(y|[n]) :y

vipcom-sc(edit)# class-map match—any dns—access 3
vipcom-sc (edit—cmap) # match destination-port 53/udp
vipcom-sc (edit—cmap) # match destination-port 53/tcp
vipcom-sc (edit-cmap)# exit

vipcom-sc(edit)# class-map match-al|l mng-access ¢4
vipcom-sc (edit—cmap) # match destination-port 22/tcp
vipcom-sc (edit—cmap) # match source-address ip 192.168. 120. 30
vipcom-sc (edit-cmap) # exit

vipcom-sc (edit)# class-map match-al|l webconsole-access 3¢5
vipcom-sc (edit—cmap) # match destination-port 82/tcp
vipcom-sc (edit—cmap) # match source-address ip 192.168. 120. 30
vipcom-sc (edit-cmap) # exit

vipcom-sc (edit)#

X1 rule ICERBLEVWLDIEIRATHELET,

%2 access control rule #FMIZLET,

%3 DNS(53) #)L—ILICIEE

X4 BRFRRBY—/1\DSDHSSHT7 I EREHFATEESIL—ILICEELET

X5 RErAREY—/ NS DOH IPCOM VA2 D GUI (82 B R— R ATV ERHFRITBIL—ILEIEELET,

12-1 : IPCOM VA2 SC J747—=0A=IDIL—ILOVERK
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@ VERURETITAT—IA= DI~V EA 29— T1—AHEELES, (K 12-2)

IR

X1
%2
#3
¥4
X5

vipcom-sc (edit)# interface lan0.0

vipcom-sc (edit-if)# rule access 100 in dns—access accept audit-session-normal audit-match-normal 31
vipcom-sc (edit-if)# rule access 110 out dns-access accept audit-session-normal audit-match-normal 32
vipcom-sc(edit-if)# exit

vipcom-sc(edit)# interface lan0. 1

vipcom-sc (edit-if)# rule access 100 in mng-access accept audit-session-normal audit-match-normal ¢3
vipcom-sc (edit—if)# rule access 110 in webconsole—access accept audit-session-normal audit-match-normal %4
vipcom-sc (edit—if)# rule access 120 out any accept audit-session-normal audit-match-normal %5
vipcom-sc (edit-if)# exit

vipcom-sc (edit)# commit

Do you overwrite “running-config” by the current configuration? (y|[n]):y

Do you update “startup-config” for the restarting system? (y|[n]):y

AN KD web 7 & REFA]

T RINDY KD web 79 & REFH]
RFARBEY—/ 5D SSHT7 U REFT
RFRREY—/3\0 5 D WebConsole (82) AT
T RN RIET RTEHA

12-2 : IPCOM VA2 SC J7A7="TA=)LDIL—)%eA>H—T1—RITEH

rule access JY> RICT audit-session-noramal / audit-match-normal $&EUO0J%H 9 3BR(IC(E. logging
collection-level AX> RICTOT LA EZRTEL T RSV BE. FFHACOVTIE UTFOXZ17IN2SBUTT 20,
IPCOM EX SM—=XJX>RUT7L>AHA R
2.1.2.12 logging collection-level

2.16.2.6.1 rule access
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% 13 & [SC]IPCOM VA2 SC O DNS BEEEDEETE

AZET(E IPCOM VA2 SC (CH175 DNS HEEDEEFIEZERBLET .

13.1 DNS O&7E
DNS %Z:&E 9 fz6h. IPCOM VA2 SC T DNS V(L - RDEEKEZITVET , ABITIEipcom-va2.com WS
BIDY —>%{ERRLTHNET ., (K 13-1)

N> Rl

vipcom-sc> admin

vipcom-sci con

vipcom-sc (config)# load running—config

vipcom-sc(edit)# dns-server—-config

vipcom-sc (edit-dns—server)# zone ipcom-va2. com 31

Register new zone. OK?([yl|n):y

vipcom-sc (edit-dns—server—-zone) #f type master 32

vipcom-sc (edit—dns—server-zone)# soa-data all 20170427 10800 3600 604800 86400 600 master ipcom-va2.com. $¢3
vipcom-sc (edit-dns—-server-zone) # host dns NS 34

vipcom-sc (edit-dns—-server-zone) # name-server dns 34

vipcom-sc (edit-dns—server—zone) # host—ip—address dns 192.168. 100. 30 3¢5
vipcom-sc (edit-dns—server—zone) # host webserver A %6

vipcom-sc (edit—dns-server-zone) # host-ip—address webserver 192.168. 100. 200 37
vipcom-sc (edit-dns-server-zone) # exit

vipcom-sc (edit-dns-server)# exit

vipcom-sc (edit)# commit

Do you overwrite “running-config” by the current configuration? (y|[n]):y

Do you update “startup-config” for the restarting system? (y|[nl):y

X1 DNSDY—2x#HELET ., SMEIE lNipcomva2. com] EWSEZBIDY—VFERLET,

%2 IRA—MDNS & LTEELET,

X3 SOAZH/ELFET USSA—FFHMIT IPCOMDaT Y FI=aT7ILSHR),

%4 NamaServer ZE&ELEY,

%5 DNS BEEDEZHIRRIL—ILEEZLET ., &BITIELSC D FrontNetwork BIDA 2 —T7x—RZHEELET,
%6 WebServer DALa—FKFZEXELET,

X7 ABITIXIPCOM VA2 LSDIRE IP 7 FLREHEELET,

13-1 : IPCOM VA2 SC DNS 9—/\Ds%TE
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% 14E [LS/SC]IPCOM VA2 0:EFRIRtA

14 1 4&"_.\“/ 90)7)_”{) Uj_)b)b_)bo)srﬂbﬁ
AR —HDT7A 7 —=IA—=IDIL— UL T ERISTRUIGEDEZEL TF 20,

FrontNetwork BackNetwork ManagementNetwork
192.168.100.0/24 192.168.110.0/24 192.168.120.0/24
IPCOM VA2
primary WebServerl
o i IPCOM VA2
o secondar
Internet Y
& RHITOIRARIL—IDFWIEL FOLICRELET., \
# BackNetwork 1 >47—J1—RlEmetadata SO+ L OEEOEDIFRLNATI, ABITEBE>ATOEH
ETOBEEFERLET.
* 7°D RLIEHTTP,HTTPS, DNSL{E.GJ(}'}J«FTLJ TN thLﬁuﬁ'
Deny 192.168.110.0/24 - any
Deny = 192.168.110.0/24 = any
Allow = = 53 udp =
Allow = = 80 tcp
Allow = = 443 tcp
Allow - 192.168.100.0/24 - any
Deny any
® PWDRE A Taas #EEsRIAE | B LU Taas APIVIrL YR 12 EZBL TSN, /

X 14-1 : IaaS LOARRBIL —HIDT7A 7 —TA—)LEETE

TURABAOD IPCOM VA2 TR —-FIDI7A 7 -9 - e FIRULIEBEZITIES . A RDEEZFFIISI7(17
—9A=I—IHBETY,
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14.2 [LS)IPCOM VA2 LS ORA8 IP 7 RLZIJO—/VL IP P RL A% &I
IPCOM VA2 LS 048 IP 7 RLA(FO—/UL IP 7RLZZEIZH U, IPCOM VA2 LS OERZRMIALET. (K 14-2)

A0-)0L IP 7RLADE|HEEDETE/NTA—SMEF. [BREARSE 1/55 2. BEASE 1/58 2)->3> BT OEE/(TA—
HEF—EBRRDFT, 35M(E. LUTFTD X 14-2 : IPCOM VA2 LS OfRA8 IP 7RLR(CHO-/VL IP PRLAZEY %25
BRL TIZa0N,

mEZN ]

[root@K5-Host 1# PORT_NAME=ipcom_va2_virtual_server

[root@K5-Host ]# NETWORK_ID= “FrontNetwork @ ID”

[root@K5-Host 1# SUBNET_ID= “FrontNetwork @+ J 4w k ID”

[root@K5-Host 1# FIXED_IP_ADDRESS=192.168. 100. 200 1

[root@K5-Host 1# SG_ID= “lSecurityGroup M{ERL] THERL L 7= SecuriryGroupID”
[root@K5-Host 1# DEVICE_OWNER="nuage:vip” %2

# R IP7 KL X (virtualserver D R— kDT KLR)DE I —R— M E4ERL

[root@K5-Host 1# curl -X POST -s  $NETWORK/v2.0/ports -H “Content-Type:application/json” -H
“Accept:application/json” -H “X-Auth-Token: $0S_AUTH_TOKEN “ -d ' {"port”: {“network_id”:”" $NETWORK_ID ”,
“name” : “" $PORT_NAME’ ”, “admin_state_up”: true, “fixed_ips”: [{"ip_address”:
“" $FIXED_IP_ADDRESS' ”, “subnet_id”:”" $SUBNET_ID' “}], “security_groups”: [”" $SG_ID" ], “device_owner”:
“" $DEVICE_OWNER' ” }}’ | Ja .

# ERR LTz R— bk (virtualserver @7R— rD7 FLR)IZHO—/S)LIP 7 FLREE|Y

[root@K5-Host 1# NETWORK_ID= “4'O—/\)L IP vy k7 —4 @ ID”

[root@K5-Host 1# VM_PORT_ID= “$F#E4ER L f=7/K— F® ID”

curl —-s $NETWORK/v2.0/floatingips —X POST -H “X-Auth-Token:$0S_AUTH_TOKEN” -H “Content-Type:application/json”
-d ' {"floatingip”: {"floating_network_id”:”" $NETWORK_ID" ”, “port_id”:”" $VM_PORT_ID' “}}" | ja .

X EERREESE T %, WebServer MBHRSE NS H—/NOTF I+ I TS —F I A DHREEHERL. 18—y kD BY
B—N)LIP7RLRIZZIERL, BEZHZELTLS OREFETTY .

X1 TREFESBMEEDNSRE] TERLE-ARSHAGREIP7FLA
X2 CONFA—ZF TREXE/E2BAXEI/E2)—2ar] ATOREG— b4 FEELGY, TRAKXES &
AREIN—Uarv] TRBADNFA—=FITHYET,
14-2 : IPCOM VA2 LS OfR#8 IP 7 RLRICJ O/l IP 7 RLUAZEI
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14.3 [SC]IPCOM VA2 SC O FrontNetwork o IP 7 RLZ(CJO—/CL IP 7 RLAZEIH

IaaS R—4JL T IPCOM VA2 SC 0 FrontNetwork Ao IP 7 RL A (4 0—/VL IP 7RLA%EIHU. IPCOM VA2 SC
DOERZFIBLET, (M 14-3)

==

=
240L45— ] 4 1-2{F/2 % s M
: R I-TEE
H-b Ry LD PFEVA J0—10uP i PR
1a4c809c-Ted1-4edc.., ManagementMetwark 192.168.120.5 iprom-va2-  AO—U)LIPE| LiEEE

b0BAc0B6-9892-42¢a... FrontMetwork 192.168.100.5 ipcom-va2-5G

14-3 : IPCOM VA2 SC @ FrontNetwork o IP 7RLZ(CF0—-/CL IP 7 RUAZEIH

M ETAEBCETZBASHIOFHAEHE T T,
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{F8% A : [BRTESEHIIIPCOM VA2 LS @ running-config

ARZEDOFECHREVEREZITORIBED LS 01> J44 (running-config V> REITHER ) 2L FICRUET .
X running-config IY> ROFEM(E IPCOM EX SW—XIYY RUT7L Y AHA REZSIBZE,

running-config I¥> ROEITHER

dns-server primary ipv4 133.162.193.9
dns-server secondary ipv4 133.162.193.10
hostname vipcom-pri vipcom-sco

fixup protocol dns 53/udp

fixup protocol ftp 21/tcp

fixup protocol http 80-83/tcp

fixup protocol http 8080-8083/tcp

fixup protocol https 443/tcp

cluster mode primary

clusterid 1

cluster secret-key vipcom

access-control default-deny

access-control audit session-normal match-normal
protect checksum-inspection disable
interface lan0.0

ip address 192.168.100.100 255.255.255.0

ip address primary 192.168.100.10

ip address secondary 192.168.100.20

description IPCOM-VA2-front-net

mtu 8950

ip-routing

rule src-napt 10 ipv4 web-server to 192.168.100.200 10000-20000

rule no-src-nat get-metadata

rule access 100 in web-access accept audit-session-normal audit-match-normal
rule access 110 out web-access accept audit-session-normal audit-match-normal
rule access 120 out dns-access accept audit-session-normal audit-match-normal
cluster sync-interface

cluster vrid 10

interface lan0.1

ip address 192.168.110.100 255.255.255.0

ip address primary 192.168.110.10

ip address secondary 192.168.110.20

description IPCOM-VA2-back-net

mtu 8950

ip-routing

rule src-napt 10 ipv4 server to auto 10000-20000

rule access 100 in web-access accept audit-session-normal audit-match-normal
rule access 110 out web-access accept audit-session-normal audit-match-normal
rule access 120 in dns-access accept audit-session-normal audit-match-normal
rule access 130 out ping-moniter accept audit-session-normal audit-match-normal

- 76 -




cluster sync-interface
cluster vrid 20
!
interface lan0.2
ip address 192.168.120.100 255.255.255.0
ip address primary 192.168.120.10
ip address secondary 192.168.120.20
description IPCOM-VA2-management-net
mtu 8950
ip-routing
rule access 100 in mng-access accept audit-session-normal audit-match-normal
rule access 110 in webconsole-access accept audit-session-normal audit-match-normal
rule access 120 out any accept audit-session-normal audit-match-normal
cluster sync-interface
cluster vrid 30
!
ip route 0.0.0.0/0 192.168.100.1 distance 2
slb real-server web-serverl
distribution-address 192.168.110.30
!
slb real-server web-server2
distribution-address 192.168.110.40
!
slb-rule 100
virtual-server 192.168.100.200 80/tcp
transit-mode round-trip
transfer-mode ip-address
distribution-rule 100
class-map any
distribution-mode round-robin
persistence mode http-session cookie ipcom
persistence guarantee-time 180
persistence cookie-mode persistent-cookie 1800
monitor level application
monitor level ping
monitor check-interval 60
monitor check-timeout 10000
real-server web-serverl
port-map virtual 80 real 80
!
real-server web-server2
port-map virtual 80 real 80

|
!
slb-rule 200
virtual-server 192.168.100.200 443/tcp
transit-mode round-trip
transfer-mode ip-address
distribution-rule 100
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class-map any
distribution-mode round-robin
persistence mode node
persistence guarantee-time 180

persistence cookie-mode persistent-cookie 1800

monitor level application

monitor level ping

monitor check-interval 60

monitor check-timeout 10000

real-server web-serverl
port-map virtual 443 real 443

!

real-server web-server2
port-map virtual 443 real 443

!
class-map match-all any
match any
I
class-map match-all dns-access
match destination-port 53/udp
!
class-map match-all get-metadata
match source-address ip 192.168.110.0/24
match destination-address ip 169.254.169.254
I
class-map match-all mng-access
match destination-port 22/tcp
match source-address ip 192.168.120.40
I
class-map match-all ping-moniter
match icmp ping
!
class-map match-any server
match destination-address host-group snapt
!
class-map match-any web-access
match destination-port 80/tcp
match destination-port 443/tcp
!
class-map match-all web-server
match source-address ip 192.168.110.0/24
I
class-map match-all webconsole-access
match destination-port 82/tcp
match source-address ip 192.168.120.40
[
host-group snapt
host ipv4 192.168.110.0/24
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|

user-role administrator
description "Default user role"
display-name "IPCOM administrators"
match user admin

!

user-role remote
description "Default user role"
display-name "IPCOM access via network"
match user admin

!

user-role user
description "Default user role"
display-name "IPCOM operators"

!

user admin
valid
secret-password 000180b918874ade72ba
authentication pap
description "Default user"
display-name "IPCOM administrator"
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{38% B : [ZXTEZHEHIIIPCOM VA2 SC @ running-config

ARZEDOFECHRVERERITORIBED SC OI>J4% (running-config V> REITHER )2 FICRUET .
X running-config IY> ROFEM(E IPCOM EX SW—XIYY RUT7L Y AHA REZSIBZE,

running-config I¥> ROEITHER

hostname vipcom-sc

fixup protocol dns 53/udp

fixup protocol ftp 21/tcp

fixup protocol http 80-83/tcp

fixup protocol http 8080-8083/tcp

fixup protocol https 443/tcp

dns-server-config

zone ipcom-va2.com 0

type master
soa-data expire 604800
soa-data max-cache-ttl 86400
soa-data max-ncache-ttl 600
soa-data person-domain ipcom-va2.com.
soa-data person-user master
soa-data refresh 10800
soa-data retry 3600
soa-data serial 20170427
host dns NS
host webserver A
host-ip-address dns 192.168.100.30
host-ip-address webserver 192.168.100.200
name-servers dns

I
access-control default-deny
access-control audit session-normal match-normal
protect checksum-inspection disable
interface lan0.0
ip address 192.168.100.30 255.255.255.0
description IPCOM-VA2-SC-front-net
mtu 8950
rule access 100 in dns-access accept audit-session-normal audit-match-normal
rule access 110 out dns-access accept audit-session-normal audit-match-normal
!
interface lan0.1
ip address 192.168.120.30 255.255.255.0
description IPCOM-VA2-SC-management-net
mtu 8950
rule access 100 in mng-access accept audit-session-normal audit-match-normal
rule access 110 in webconsole-access accept audit-session-normal audit-match-normal

rule access 120 out any accept audit-session-normal audit-match-normal
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ip route 0.0.0.0/0 192.168.100.1 distance 2
class-map match-all any
match any
!
class-map match-any dns-access
match destination-port 53/tcp
match destination-port 53/udp
!
class-map match-all mng-access
match destination-port 22/tcp
match source-address ip 192.168.120.40
!
class-map match-all webconsole-access
match destination-port 82/tcp
match source-address ip 192.168.120.40
!
user-role administrator
description "Default user role"
display-name "IPCOM administrators"
match user admin
!
user-role remote
description "Default user role"
display-name "IPCOM access via network"
match user admin
!
user-role user
description "Default user role"
display-name "IPCOM operators"
!
user admin
valid
secret-password 0001cd5d29e805d6fa4b15550e812fea47d6
authentication pap
description "Default user"
display-name "IPCOM administrator"
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{38% C : TaaS _£® IPCOM VA2 DR R— MiEE

C-1 RYR-MEgE—&
IPCOM VA2 3)—-X VA2 1-Y-XHARDI1-2-1 $2HHEEE | TEEESN TLSIRHIKAEDSS., TaaS ETHRYR—
hOBREZ LA T (CECELET .

C-1-1 LAV 2 Rkt
IaaS £® IPCOM VA2 THRYR—MRDEREZLATITRUET

HERE B

VLAN R—K VLAN IaaS t® IPCOM VA2 Troitikse(d. Sti—
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802.1p 97EB%E

C-1-2 LAV 3 hilkHEEE(IPv6)
IaaS £® IPCOM VA2 THBM—MRZMEEZA T (ORULET

FERE Bz
V=717 (IPv6) RA IaaS £® IPCOM VA2 TASCHERE(L. FROR—
AITAY) hT9,
RIPNng
MTU IP J3T40N
MTU EZE
T45I> (IPV6) XS IPV6 7RLZ
IP flow label
TCP src/dst port
TCP syn/ack
UDP src/dst port
LAY 3 dhiitEe On/Off

C-1-3 Y—N\&fR=IE
IaaS £® IPCOM VA2 THRBMR—beRDHBEZUTITRUET .

HEE iEA
BCE73% - BFE—R WHNET )y IaaS £® IPCOM VA2 Troicheld. RYMR—
Y-\ DE07K =UA RN =T hCTY,

&\ FNA LU #
HMPEESIR(BERA ) BEEHAI -1 NEER
VMware View B9 EEE




C-1-4 )2 IEREDHEL

IaaS £® IPCOM VA2 THRYR—MRDEREZATITRUET

HEHE

FEA

UO7ING-23>

7O RS 494

A2 RS T4y

IW—5EAR/ IL—MEEHR/SLA BER
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T H-BEVEX

FEEEIHIFOBEUINEREL
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DR
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B/INIRT3

IaaS £ IPCOM VA2 TH-iHERE(E, SRYR—
hTY.

C-1-5 IPS #gE

IaaS £® IPCOM VA2 THRYIR—MRDEREZATITRLET

S RF v —NR—ZDIE AR/ BT

SJxFr—0H>0-R

IRFIN) S —DVERR (Y — VI — L DIRELIRTF)

RENRYS — D)\ 7y FEUR N7

FABROREFE | RAAA> DY
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C-1-6 Web I>7>Y - J1IL9)> 1 ¥ike

IaaS £® IPCOM VA2 THRYR—MRDEREZATITRUET

PEEE FEA
URL 7—=AR—-X FEBAENTIY TaaS £® IPCOM VA2 TAEoHEEd. RUR—
—fgH7a) hTY,
HAFLATTY
EBFE—R JO0FSE-R
ERE-R
EEE— REERST IP 7 RUARRRE—R)

C-1-7 7>F 1) AHEEE

IaaS o IPCOM VA2 THRBR— MDA TICRUET,

HhE Bl
Jokaw SMTP IaaS £® IPCOM VA2 TrAoitHRE(d, RYHR—
POP3 NG
HTTP
FTP
BEE—R FOFSE-R
FBE-R

ERE— REEHIE IP 7 FUARRRE—R)

TAVAING=>D074 | BE

WOPYTT—h F&

AINLX=)Lt R SMTP

POP3

C-1-8 7 RLRZEHAtERE

IaaS £® IPCOM VA2 THRUMR—beRIHEEZUTITRUEFET .

HEHE

Bl

A1F2YIR= -7V -2 3> 3t

IaaS £® IPCOM VA2 TI-soHRE(L. RYR—
NG
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C-1-9 IPsec-VPN #14gE

IaaS £® IPCOM VA2 THRYR—MRDEREZATITRUET

RS —~R—2 IPsec-VPN

Hub and Spoke Hi

IP J39X>

IPsec b>RIVADHT(U> TG BUER)

IPsec RIVFR—324

JKZMTU 74 ZH/N/MSS ESHZ

FEERFD SA BEhEIR

HAF2yIry NI —IDHR—

Commit Ewhk

TFIVFT1\SA TR TEDEIL

EIRHERERAZHIIR

NAT RS-

D74 T7IA— ) EE

TREIEMEE HRRTHA Manual
IKE
IKE SR3EA T Pre-shared Key

Digital signature

IKE Phasel =R | Main mod

IKE Phase2 £—R | Aggressive mode

Diffie

Quick mode
Hellman(DH)
PFS Group 1,2,5,14

HRE Bl
IPsec BIfFE—I rRIVE-R IaaS £ IPCOM VA2 TrHiohéRE(E. RHR—
3151947 AH(UT LA BHiEE hTY,
ESP(UTL A Bitiae
S 7V L DES
3DES
AES(128/192/256)
SREE7 VIV MD5
SHA1
SHA2(256/384/512)
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C-1-10 L2TP/IPsec #kE
IaaS L@ IPCOM VA2 TRYMN— MNRSHEEZU FICRULET .

Hhe i8R
FOEIERLRE YEiGLERETE IaaS £@ IPCOM VA2 TAioHERE(L. FRPR—
Ry hTY.
KD — Rz Harkae
BETRMkRE L2TP - 751 Jt4ke
EEEERNEE
BRATYI A ISRES R AE
Ty a iR/ EEmANEE

TrAT7IA—)ViEE

7 R ZZE S

IPsec-VPN &

T2F 1) A RS ES

Web O>7 Y- T1V5U> ) kRS
VPN 593wE > #aE
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C-1-11 SSL-VPN #5E
IaaS L@ IPCOM VA2 TRYMN— MNRSHEEZU FICRULET .

PEEE St

T7IEAAN HTTP UN-ZJO0%+> IaaS M IPCOM VA2 TAiHiBE(X. RYR—
R—RJA9—F1>4 (Java/Active-X) NG

L2 J#9—-F1>% (Java/Active-X)
R=4E) Web 75955 —-EX

Windows J7/ILl8—EX
WebFTP #—-EX

Tvo3=1

U S ANE SSAY

HAHIRAZX

U>

FoIL—NZ&EB U ARIRAR
I—-YEREE (21— UERAERE LS

1—Y5R5E SECUREMATRIX i#E

AP I1-50-IR-X

Y —-2ZR—-Z

D317 NEEBN-Z

IVRRA> MeFaUT¢ DA T NFIYN

Fryv>a))-F

H=N1U>HI

7oe04 (tya>nd)

{R48 SSL-VPN 27 L

TrATIA—)VEHE

QoS I (F sk )= HE

U ETE S BUERS

TOF I EYE Web 127>/ AU %

C-1-12 SiSFRMrLRE
IaaS t® IPCOM VA2 THRYM—beRDHREZ U TICRUFET .

BEEE B
LAN ZZ1k [aaS t® IPCOM VA2 T ihERE(E. SRYR—
USIT7ING~23> hCY,
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C-1-13 EREIRARSTHAE
IaaS L@ IPCOM VA2 TRYMN— MNRSHEEZU FICRULET .

HRE Bl
fRSTHERE U7IWAA L-EZH IaaS @ IPCOM VA2 T Web I>Y-IL0DiE
FA-RTOBEEOEZFHEEER. IFPIR—KTY,
JE— MEEI—F1UF1(ipcompass) IaaS £ IPCOM VA2 T ECHEEE(L. SRYR—
hTY.
MIB MIB-II IaaS £® IPCOM VA2 TAiCHERE(L. FRPR—
¥L5R MIB hTY.
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{38k D : IPCOM VA2 LU TaaS D&k

D-1 IPCOM VA2 01 >A—J1—2A¢ 1aaS OR— bR
AEIT(& IPCOM VA2 DA >A—J1—2¢ 1aaS OR— hDBRICDOWVWTERBALE Y . [aaS M IPCOM VA2 hB{E%1T
(& AT OMAFTINELGEEEEN TV ENHDE Y,
IPCOM VA2 W5R5#9 21 >9—J1— ARV EDIERRERE
[aaS Oi—h

OIS OARRE FRITRUET .

IPCOM VA2

config MERFE A A—

interface </>%—J1—2X 0>
ip address .....

interface </>4—J1—X 1>

ip address .....
1259-J1—X0 AVB—=TT—R 1 | eeeee
l :
! |
! 1
laaS : !
ﬂi\)_ I\ O /—ﬁ_ |\ 1 -----

IPCOM VA2 Tl&, 79yFEN TV IaaS Oik— a1/ >H—J1—-RELTERHMUET .

IPCOM VA2 (B3 B1>F—T1— ADFEHNEE(FLL T O8N TY,

@ IPCOM VA2 {EpkBF(CEEIE RSNz TaaS ORk—b

@ IPCOM VA2 (L T7AyFUIz TaaS OR—b

IPCOM VA2 (CBIF21>A—T1— A& [NanX.YI(IX1ETY(FENEN 0~3 OFES )ORZR TN S,

IPCOM VA2 (&, BDROA >4 —J1— ADsR:#IBE(CRE>TIan0.01. [an0.1]. llan0.2]. [lan0.31.
MNan1.0]-- - (LABF, &BE)DLICA>H—T1—A%E0HUFT .

IPCOM VA2 %% TE I BBR(3. config DA >H—J1—AEMERCBVNT, RIRDOA >4 —-TJ1—2 %L [aaS OR—h
(CHIET BRY NI — IR EZATOINENHDET

IPCOM VA2 [C7HyFED IaaS Oik—MeTAayFUIHEE. TaaS DZ=EM— MRS 21 >9—-J1—- 24 EHUI
IBEN IPCOM VA2 [CBWTTERRDET,
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IPCOM VA2 (C7AYFED TaaS OiRk—MNeTAvFUTe# . IPCOM VA2 OBREEN (TGS ZEHR— NI T
%1>49—J1—2 (& IPCOM VA2 TIIERSNBBRDNET , ZOFRMINRRfA > F—T1—-ADAFIE. EHDR
EEDA A —TJ1-RCEIDEDET , COBF, 1>F—-J1—-220EFES([NanX.Y DI X1ETY 1085 ) (FNEZECEID
HIhFE T, HIZ(ET1an0.01—>M1an0.2 |0&L3(CM1an0.1 |ZRU T L5BFBEHDER A

IPCOM VA2 W89 21 >4—J1—AEDWTIE. IPCOM VA2 31)—-X VA2 1-H—-XH4R [1-1-1 IPCOM
VA2 SN)—=-ZXDTZYy IA—=LIDMFER LAN 1>45-J1—- |#SBUTIRE W,

FERAREOBIELEICRUET . ABITE, I FOELHIED IPCOM VA2 R EUSEICOVTIELTLET,
IPCOM VA2 {EREE. TaaS O 2 DOik— MeEBIAER( FRIOIR—k 0J[R—k 1])
IPCOM VA2 (3L, 2 20— M 7yF(FROMR— 21TR—k 3])

IPCOM VA2
config DFETEARA—>
Interface lan0.0 Interface lan0.1 Interface lan0.2 Interface lan0.3

ip address <lan0.0 @ IP> ip address <lan0.1 @ IP> ip address <lan0.2 @ IP> ip address <lan0.3 @ IP>

lan0.0 lan0.1 lan0.2 lan0.3
Iaas
R—=hK0 Mm—h1 R—h2 R—hK3
N e e = = \'I _________________ L2 O \'I _________________ /

IPCOM VA2 YERKBS(CEENAERKLTR— b IPCOM VA2 (C7AvFUTeR— bk

BNRDA >4 —J1— ADRHIEF OARRISRUILIED AHITE, R—b 0~R—b 3 fENEN lan0.0~1an0.3 £LT
IPCOM VA2 (ZERFENF T,
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D-2 XY NI — KRR E B DA > —J1 - ABRERZE FIIE
IPCOM VA2 (&, Ry NI — B ZEE(HES laaS DiR— D7 AYFIT Ay FIRIECLZEERND %, BEMICEIERH TS
FtA. IPCOM VA2 (CX1T3 laaS DR— MNDTAYFITAYFIRIEZITIMR(E. ZNUCEDE T L TFOFIEICLD IPCOM
VA2 DA >A—J1— AR EERZBRTELTIZE,
RB. REICEEEHINTVZIYY ROEITHERIBITT . EROENIEREEERZIIBENDDET .

(1) 1BRRTERDIEEE
RIEOEA - T1—- ARBRERONBEIEZ TSV RICEBREREIRBEBLE T, ITFOIV MERITUTEE
Vo CCTIERTENAI. kD1 >H—J1—AEBREEDB R ERERULEY.
ipcom# save “LEEOREHI7ILA"

(2) 129=J1—ZAIEMERDREETE
EA2H-TJ1-RADEEZ. LT OLIAREEL TUZEW AVEEE. BIROFNEICHVT, TaaS DER—hE
IPCOM VA2 W&R5# 921> —J1— DM ISR T DI ETT,
ipcom(edit)# interface <{REXTEIRDA>H—-T1—I>
ipcom(edit-if)# ip address <{E&E® IP 7RL-X>
ipcom(edit-if)# exit

(3) REREZEEIRFOIBRERCRTT
REDFEZ IPCOM VA2 EEIFFOIBRERCHRFLET . LT OOV REEITUTZE0,
ipcom(edit)# save startup-config

(4) IPCOM VA2 D1k
IPCOM VA2 Z{Z1EUEFET . ATOIV> REFEITUTIZEL,
ipcom# poweroff

(5) IaaS DRy NI—IFEREE
IaaS OxwRNI— IR ZEEZ T TEEV HEIEUT IPCOM VA2 (x93 IaaS Oik— M T7HYF/THvF%
1TOTIZA0N,

(6) IPCOM VA2 DiCEh
IPCOM VA2 %28 TR,
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(7) IPCOM VA2 D1 >A—J1—2A¢& TaaS Oik— ~ORAGROIERR

IPCOM VA2 W29 51>5—J1— ¢ [aaS OR—heDRIFRE, mED MAC 7RLZN—ELTLIHESHTH

WITEET U TFOFIEICLD, £1>F-T1—AEE TaaS Oi— hOREGREZZNENHESRL TZEL,
-IPCOM VA2 W\5R589 281 >F—J1—AND MAC 7 RL 2% 529 %,
ipcom# show interface
ipcom# lan0.0 MTU: 1500 <LINKUP>
ipcom#  Type: gigabit ethernet
ipcom# _Description:
ipcom# | MAC address: fa:16:3e:00:d4:0f
ipcom# [P address: 192.168.10.10/24 Broadcast address: 192.168.10.255
o U
-TaaS OR— D MAC 7RLA%HEERT 3
IaaS MD[5.5.5 List ports]API OEITHERMNS, 3%2HR— D MAC 7 RURAZHESRL TXEE L,
# curl -k -s $NETWORK/v2.0/ports -X GET -H "X-Auth-Token: $OS_AUTH_TOKEN" | jq .

{
"ports": [
{
B ...
"mac_address": "fa:16:3e:00:d4:0f",
Y - S
"fixed_ips": [
{
"subnet_id": "33f92d78-9a2a-4688-9f4b-4bd467bf8d89",
"ip_address": "192.168.10.10"
¥

1

(8) 19— J1—ADIBREERDEE

AR (7) THEEBLIA > A —TJ1— ¢ TaaS OiR— hDOBIMFRZTTIC. IPCOM VA2 D1 >4 —J1— 2B E &R 2B EL

TLIZ& L,
® MAC 7RLZA%7T(C, TaaS Oik— NI ST 21>49—J1— 2% lanX.Y Z45ET 3.

@ IPCOM VA2 OD1>A—-J1—AERkEZ  interface lanX.Y (X533 IaaS D— b IP 77 RLAEERL

ERZHTEI Do
FERFREDR. BREIEUT, (1) THERRASI-J1- B EREZSIRLU T,

IaaS OR—bDEFL. IPCOM VA2 D1 >H—-T1— B ERN—L T2 FE 2R, IPCOM VA2 [RTED

KRR EERZANRFRIRUE T, AT OOV F2RITUTIZEV,
ipcom(edit)# commit
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(9) BREHEs?

IPCOM VA2 [ZBVT, IRTDA>AH—T1—ADIREENT LINKUPI(CIR TV EZ2HEERLE I . AT OOV RZEST

LTLIEE,
ipcom# show interface
ipcom#|1an0.0 MTU: 1500 <LINKUP>
ipcom#  Type: gigabit ethernet
ipcom#  Description:
ipcom#  MAC address: fa:16:3e:00:d4:0f
ipcom# IP address: 192.168.10.10/24 Broadcast address: 192.168.10.255
o U

BAH—T1— AU SMEBDSIBIENTESE 2L TS,

FEFIRCHNT, AREENTLINKUPIHCBS ROV > - JI-AMFIES DiHE. Fld SMEENSOBENTERA
A=J1-ZANMFEI 35S, 1aaS OiR— k& IPCOM VA2 DA >4 —J1— AR EERN—EL TLRWVETREEN S F
9, ANR(7)DFNEZITL 1>5-T1— ¢ TaaS OR—bOBRICEEDHRUVNMETRL TIZEW, 3RDN oI5 A. (8)
BB DFIEz B EML TS,
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BRUERBICR TVWBEOMERZ MU TEE0,

(1) H@EswE

IPCOM VA2 ([ ERIHERTEE FTRICRULET .

A)IPCOM VA2OARFEH — )V 4ERk
subnetl subnet2
B) A - I T— ABREEDRTE
o QI —T1 I DT
_C )' ,
Internet%*a IPCOM VA2
L—4 config
E)Z5T 49— D)B{SAFI I AEE
TATOETE
FFWORE
|
E-1-1 : TaaS _t® IPCOM VA2 [CHBRERTE

A) IPCOM VA2 DIRABY —N\Z/ERULET . ¥ (. IaaS APIUJ7L> X (BREARY-T3> 3 /FHA)->3

> 3)

M[1.3.2 Create Server |#ZHER<IZEW, EfTHIE. 4.1 [LS]IPCOM VA2 DERL(LS

primary )z HERIZE LN,
IPCOM VA2 ORAEY — N\ ZVERRUTE& (. I AT 0% EZNEFICITo TS,

®

)
®

@

®

[license key ]OY>RT. IPCOM VA2 (S0 R2EERU TIZEW, E1T61(E. 5.2 [LS]IPCOM
VA2 LS DI AF—Eira RIS,

[poweroff IIY> RT. IPCOM VA2 &3 vy MU TS,

laaS APIUTJ7PL>R (BEBEARU-3> 3 /HAY->3> 3) D[2.3.2 Create a volume]API T,
IBARY1—LZVERRL TLIEE W, [1.3.49 Attach a volume to an instance]API T, IPCOM VA2
([GBAR)1—LZT7AYFUTIZEW, EITHIE. 5.3 [LS1EMMRY1—ADVERRB LU T7FYF(LS
primary )z HEERIZE0N,

[aaS APIUTJ7L>R (BEBARYU-3> 3 /FAHA)-T3> 3) DI1.3.18 Start Server JAPI Ffz(&
R=FIHA RLD, IPCOM VA2 %FEEIL TZEL,

[user]. password]. [hostname D& IV RT, I-H—%. NXT—R, RAMEZZNENERTEL
TLIZEW EATHIE, 7.1 RARRENRT—RDEKTE(LS primary)z CiEsR<IZE,

B) A A-J1—AMBRRERZRELET, sEMll(d. E-4 129 TJ1—2BRREEDREEHESRIZE W FATHI
(&, 7.2 429-J1—-ETTRALEKTE (LS primary)z ChEsR<IZE 0,
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(2) Y—/\EfaEUERE
Y-\ B2 B AR ERRTEZ TRICRUET . [aaS O IPCOM T, @@R TNy (B -/ 80
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L Z&EE# R UABRR (W FN BTy S DrER% . MAC 7 RUZAZH, 157 /\1 REHEDE) EHR— MU TEDFE A,
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B)&araaEd S{EE Y —/thsInternet
FEOEEZRIPCOM VA2([CPI 355 TE
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By —)(1

config
Eﬁﬁﬁﬁiﬂ: P
O NEESEOEEL A8 —)(2
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A)

B)
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D)
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IPCOM VA2—->& R DB SRAREAY —/( BREDEIRIEY—/U | IPCOM VA2
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IRA > A—J1— RO TaaS Oii— NI U, IRA8 TP 7 RL A@EF DiBEF e 2R ELE T . sFHll(E. E-2
TaaS OR— hOBISEF IR EZ CHEER<IZE L,

{RA8 IP 7 RUZRDAZ—R— MAERRUE T . 35ll(E. E-3 H=—R— NOVERRZCHERRIZE,
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ARERTEE. FTRIDLSRT 7 — ©MBRRDIHZEBRRCEML TUZEW, BIRD B)ZARIEI —FBIDA 5 —T1— A&
EHEIGEELTIZE,

subnetl

S

Internet

IPCOM VA2
config

A EESEHS
ARy /(1

BREIDETR
A8 —)(2

E-1-4 : [aaS £t 1 DOP TRy NC IPCOM VA2 BRI EIRIRED — N\ 2B EUIZD> 7 — L8Rk
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T7A 7= UA— )EREERRFCHERFRTEZ TRIRULEF T,
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N\
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config

Internet

E-1-5 : IaaS tDOI7A7—0A— VBRI CH B REETE
A) IPCOM VA2 DIERRTERER(CTITA 7 —IA—IDI - ZEELFT . 5Fillld. IPCOM EX SU-X 1-H
—ZHARDI2-10 TyA 7 —A—)VEERE 17Z2 THEFRLIZE LN,
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TURIEBRICREREEZ FRICRULET
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