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YRR P NV —2a EEfR A ) () ° x X

=

(L1v7-7)
H PR ELAR URL U514k ) () ° x X
(AT>awae B]Z URL YF1LIK ) () ° x X
HTTP IS—Xyt—J%mx [ o ° X X
x>ty b [ [ ° X X
3> -Un/\U— [ [ ° X X
m—hZE1L ° ° ° x X
T ZEOHI R BRAIRISAE ) ° ° x X
BRAITA TN ) ° ° x X
w7y TH—)( ° ° ° x X
347> NOBEED S [ [ ° X X
Y — )RS HIE ° () ° X X
20—24— IR ) ° ° x X
ZEiET )\ AEEDEY ) ° ° x X
[IOP &7asraR X X X X X
PESTR/ oy MOEHHERE ) ° ° x X
BackToBack H&EE ) ) ) X X
HTTP Keep-Alive B7E19EX ° ° ° X X
o : EARBEE x: FKRUR-b

1-2-6 QoS Il (FEishliE) HEee
AHEEET, RRIEIRHTIEEEQGLU T OERDTT.

HiR—hal&
HEHE 100 LS | 220LS | 220LS | 100 SC | 220 sC
PLUS PLUS
BFE—R TOySE-R ° ° ° X X
I—5E—R ) ) ) X X
BIeEmX [ [ ° X X
ERIKFIEAREE ° ° ° x x
RATEIE (FEEIR) () ) ° x X
{RAEEIHROPEEL ) ) ° x x
NSD1w 5348 TR —44 ) [ ° X x
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BR— &

HEgE 100LS | 220LS | 220LS | 100 SC | 220 SC
PLUS PLUS

HAFYIR=- 7T )r—23 () () ° x x

D20%:%:1 Rak:3E|

AT AT AL T DR - 5358 () ° ° x x

AN =225 - 7T —23>0 ) () ° x x

skl - D%E

P2P 7Ur—2a>0#5! - 53 () () ° x x

g3

IEIP RSD1vID:5 - 5358 o () ° X X
HEEINHT S M2==Lv] [ ° ° X X

J—REE{i] [ ° ° X X

Bkt IP 7 RLRBEfL ) ° ° x X

BRXST IP 7 RURBEfL ) ° ° x X
7 Ry 3>l B WE ZFAN VA ° ° ° x X

2N

SIP EZ -l ) ° ° x X
INVryNSA D8 | IP I39X> T4 ) ° ° x x
b IP I3 4>~ L ) () ° x x

TCP &©JX>74>% (MSS ) ° ° x x

BEESHR)
VLAN 1-H-T51 AT/ -X—F>4 X X x x x
ToS ¥—F+>% (IPv6 Traffic Class ¥—F>7%)) X X X X X
|EEE 802.1Q/ToS ¥wE>% (IPv6 Traffic Class X X x x x
vE>Y)
MS=2521-U>) ° ° ° X X
J1-IA=N=XXIAH [ ° ° X X
RAF1I-HAXADHAINAX [ ° ° x X
HikRAEE R ) ° ° x X
NZD19 71 XN [ ° ° x x

® : EAMEE x: RYR-h

1-2-7 UG EkEE
AEETEFPR-MLTOEEA.

1-2-8 J39RTOFHRE
AEETEFPR-MTOEEA.

- 14 -



1-2-9 T4 7—"IA—)LHEEE
AHEEET, BRI DMEEIUA T OESDTY,

HiR—ha]&
Hge 100 LS | 220LS | 220LS | 100 SC | 220 sC
PLUS PLUS
EEE—R TOySE-R ) () ) ° °
I—9E-R ° ) ) o )
1B ERR PO -V ) () ) ° )
TOEZHIEY T ) () ) ° °
PO | ATV ° () [ ° )
AL FZYIR=K-7IVr—23>0 ® ° ° ° °
1B
P2P 7)o —23>miBh () ) ° ° °
XT AT A4 T DIEER () ) ° ° °
AN==25 - 7T —23> DBk () ) ° ° °
TOeAHE | ZFE(ACCEPT) ° [ ° ° °
793> %2 (DROP) ° [ ° °® °
Faslt(auth) X X X X X
{E&(REJECT) ° ° ° ° °
ALK ) ° ) ° °
(REDIRET)
E3ib ° () ° ) °
(REMOVE)
y2aon) (BRERR/WELF AZx) ° ° ) ° °
o : EAHEE x: ERYUKR-bk
1-2-10 IPS #gE
AHERET, HERTEICIRMI HBE AT OEBDTT,
HR—hal&
HEHE 100 LS | 220 LS | 220LS | 100 SC | 220 SC
PLUS PLUS
7IXVBLIPS | BMEE—R | JUySE-R ) ° ° ° °
I—=5E-R ° ° [ ° °
BOLWLY | EREIL—IL ° ° [ ° °
TABLY | WER | EE ° ° [ ° °
DoS % | fil (DROP)
OIRERs | 7723 | Jovy () () () ° °
i (BLOCK)
POLRRE | EGTIRTSATE ) ) ) ° °
AR Il BR
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HiR—hal &
HEgE 100 LS | 220LS | 220 LS | 100 SC | 220 SC
PLUS PLUS
=2 T vl B D5 ° [ ° ° °
Gl [
yza>ny ° ° ° ° °
(FR#EERZTVWELF A2
SOXFr—B | BFE-R | JUySE-R X x x X X
IPS I—=FE-R X X X X
SIXF—NR—=2AD X X X X
2R/ BT
SHEFr—0FI>0-R X x x X X
RN —DVERK X X x X x
(V== IV OIRELFT)
REIR)S—0 X x x X X
N7y TE)ZRNT
BABHRO | #&E1~R> -0 X X X X x
REFLEAT | ARENAARD ROA—) X X X X X
(IEF> XS (@xN)
ADUREEL | EARKN Ty R X x x X X
RTZ. R 1R7F S8
#r) WEHETIFIROR X X X X X
fFLE&EET
WEIRAREER &R X X x X X
7~
SHRFv—FHFHIPS A ADA X X X X X
N> MEA
yazny (BERR/WELF #2 X X X X X
=)

® : EARMEEE x: RHKR—h

1-2-11 WAF #gE
AHEEET, B LRI DMEEEFIUATOESDTY,

DU NEIES
HaE 100 LS | 220 LS | 220 LS | 100 SC | 220 SC
PLUS PLUS

BFE—R TOySE-R ° X ° X X
I—HE-R ) X ) X X

VatilEres HE ° X ° X X
(7923>) S ° X ° X X
I5—R-IE ° X ° X X
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PZIS IS
Hge 100 LS | 220 LS | 220 LS | 100 SC | 220 SC
PLUS PLUS
DAL LY NEE () X ° x x
BaEtRE DITRANSA A8 [ X ° X X
HTTP AwA—33Hl ° X ° X x
Ayt —TRT 1 FH () X ° X x
ICIA—=H -3 o X ° X X
T4 ERX AR ° X ° X X
tEA [ X ° X X
TICRER [ X ° X X
RfES5 I EE B 1 [ X ° X X
J0-F>7 HTTP LR ZAYS — ° X ° X x
(IBEHRFER) HTTP LZRYADZAFT—HZAI—R [ ) X [ X X
HTML JX> b ° X ) X X
JL>yhh—RES [ X ° X X
NAF>I)I\— [ X ° X X
B () X ° X X
WAF 04 ° X ° X X
IREDA N> hDX—) L@ A ° X ° X x
AfEES 4L R— b ° X ° X X
o : EARBEE x: FRUR-b
1-2-12 Web J>7>Y- T4 T HkE
AERBTEFYR-MTOER A
1-2-13 7>F 1)L AHEE
AHERET. HERCU(TIRMHI MBI T OESDTT,
el M= S
Hge 100 LS | 220 LS | 220 LS | 100 SC | 220 SC
PLUS PLUS

pjulall SMTP X X X X X
POP3 X X X X X
HTTP X X X X X
FTP X X X X X
EEE—R JOF>E-R X X X X X
EEE-R X X X X X
EERE-R (T IP 7RLR X X X X X

fERRE—R)
DAIVANA->T | BE X X X X X
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S M= S
HhE 100 LS | 220 LS | 220 LS | 100 SC | 220 SC
PLUS PLUS
7ANDTYTT—
~ FHh X X X X X
AINLX=)L3t5 | SMTP X X X X X
POP3 X X X X X
o : EAHEE x: EKUKR-bk
1-2-14 RAVBIIREE NI SRIEIEERE
ABBTEIFHR-MUTOER A
1-2-15 7RLAZ ke
ABERET. M E(IRHIDIMBEFLLTDESBDTT,
e M= S
HEHE 100 LS | 220LS | 220 LS | 100 SC | 220 SC
PLUS PLUS
IX(E7T IP 7 RUAZEHA(SNAT) ° ° ° ° °
X(ETT IP 7RUR/ R—NEHE(SNAPT) ° ° ° ° °
HTH IP 7 RLUAZH(DNAT) ) ) ) ) )
HTH IP PR/ R—NEHE(DNAPT) ° ° ° ° °
HAF2YIIR= T TV =3 ® X ® X [ P [ P< [ P<

® : EARMEEE x: RHKR—h

XIBERREET NAT ULIRVMBRL TIER I 3I5SICRDYR— M T, TaaS L ORABIL—H (3 EHEREZBL TLRLZ.

J0-)VL IP Z{ERUBIE TR, EATEEE A,

1-2-16 I1—-Y—5R5HERE

ABERET. BT E(IR I IMEBEF LU T OESBDTT,
Sl M= S
Hge 100 LS | 220LS | 220 LS | 100 SC | 220 SC
PLUS PLUS

FoslE BEE/CXT—-R (PAP A=) ) ) ) ® °

JZX0—R | EENZXT—R (CHAP A=) ) ) ) ° °
BEFE/XT-R (MS-CHAP-V2 75 X X X X X
) (L2TP/IPsec B)
S/Key 72454 LNISAT—R X X X X X
SecurlD T>454 L)I{XT—R X X X X X
X.509 FZA)EEEAE (SSL- X ° ° X X
VPN/SSL 77t35L—4—kF)
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PREE

BR— &

100 LS
PLUS

220 LS

220 LS
PLUS

100 SC

220 SC

EAP (L2TP/IPsec HF)

X

1-Y— | O-hILERE

PRELE | RADIUS &

i LDAP

TACACS+

I1—Y—-OIEHMHAREE

R RISAF IR

1—-5—-0-)LiBIREZAORREE

e & o 0 o o o X

I—-H—-0O0-)IR-ZDOT7H A

® & 06 06 o6 o6 o o X

® & 0 06 6 o6 o o X

1-2-17 IPsec-VPN ##gE
AHERET . RmTEIRMHIDMBERILATOLSEDTT .

» EAMEEE x: RUR-b

PREE

YR—halE

100 LS
PLUS

220 LS

220 LS
PLUS

100 SC

220 SC

IPsec {FE—R | F>RILE-R

X

174 AH  (UTLABh1EIERE

54T

ESP (VT 1RsfitkaE

BES7IJUXL | DES

3DES

AES(128/192/256)

SREE7IIUXL | MD5

SHA1

SHA2(256/384/512)

RS —~R—2Z IPsec-VPN

Hub and Spoke Hfik

IP I3 Xk

IPsec b>RIVIER (U2IEEDEGER)

IPsec YILFK—=2%

JKAMTU T4 ZAHINUIMSS EEHZ

PRERID SA BEEIR

HAF )2y ND—IDHR— b~

Commit Ewh

TFIUTANSA-F—ZTE DGR E

[B) By oo am A ELHI PR

NAT ~5/\-Y),

X |IX [ X |X | X[X|X[X|X[X|[X|X|[X|X|X]|X|X|X]|X|X

X |IX[X|IX[|[X[X[|X[X|X[|X|[X|X|[X|X|[X|X[X|X|X|X]|X

X | X[ X[ XX |X[X|X|X[|[X|[X|X|X|[X|X|X|X|X|X]|X

X | X [X [ X |X|X[X|[X|X[|[X[X|X|X[X|X|X|X|X|X]|X]|X

X [IX[X|IX[|[X[X[|X[X|X[|X|X|X|[X|X|[X|X|[X]|X|X|X]|X
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PUISNEIES
HEHE 100 LS | 220 LS | 220 LS | 100 SC | 220 SC
PLUS PLUS
T7A7—=0A—)EH X X X X X
REIPHEE | B Manual X X X

IKE X X X X X
IKE EREF/AT | Pre-shared Key X X X X X
Digital signature X X X X X
IKE Phase1 Main mod X X X X X
E-K Aggressive mode X X X X X
IKE Phase2 Quick mode X X X X X

E-R
Diffie Hellman | Group 1, 2, 5, 14 X X X X X

(DH)
PFS X X X X X

o : EURHEEE x: RYR-b
1-2-18 L2TP/IPsec #&gE
ABERE T, RRIE(IRHEITDHEEELU T OESDTT,
YIR—halE
HERE 100 LS | 220 LS | 220 LS | 100 SC | 220 SC
PLUS PLUS
soslLHERE | HEiaos X X X X X
1-Y-5%85 X X X X X
IS0 — RZEEHERE X X X X X
ESIRMEEE | L2TP F—T 731 JHke X X X X X
HESEIRLRE X X X X X
BRI A BRI ESRALRE X X X X X
YA EiEE EEErAtEE X X X X X
TrAT7—0A—=)EHE X X X X X
7 RLRZHoEE X X X X X
IPsec-VPN iEiE X X X X X
7> F 1) AEEEELS X X X X X
Web 25> - T1IL5)> T BkeES X X X X X
o : EAMEE x: EKHR-b
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1-2-19 SSL 77t5L—45—1HkE
AHEEET, BRI DMEEIUA T OESDTY,

YR—hal&
HEHE 100 LS | 220LS | 220 LS | 100 SC | 220 SC
PLUS PLUS
JObdJ)L | SSLv3.0 X ° ° X X
TLS v1.0 X (] L X X
TLS v1.1 X (] L X X
TLS v1.2 X (] L X X
TLS v1.3 X (] L X X
5 A(— | $#3%# | RSA, ECDHE_RSA
b~ ECDHE_ECDSA X ¢ ¢ % X
=1t | 3DES, AES, RC4,
AES_GCM X ® [ X X
ChaCha20-Poly1305
J\Ww>31 | MD5, SHA1, SHA256,
SHA384 X ° ° X %
H—-EX HTTPS, SMTPS, NNTPS, LDAPS, X [ ) [ X X
HA TELNETS, IMAPS, POP3S
HTTP Ay45—E&Hix X ) ° x X
547> NEREIE X ° ° X X
tz417—cookie X ) ) X X
o : EKHEE x: RKUR-b
1-2-20 SSL-VPN #gE
ABBTIEIFHR-MUTOER A
1-2-21 HTTP 127>V EHERE
ABERET ., M ECIRMHITIHEBE AT OEBDTT .
Sl M= S
HRE 100 LS | 220LS | 220 LS | 100 SC | 220 SC
PLUS PLUS
HTTP &{S [ [ [ ° ()
HTTPS &/ X ° ° X X

1-2-22 FNA )L —F1>Jt4kE
AEETEPR-MTOEEA.
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1-2-23 HTTP Ry hD—-I9—EXHEE
AHEEET, BRI DMEEIUA T OESDTY,

YR—halE

Hge 100 LS | 220 LS | 220 LS | 100 SC | 220 SC
PLUS PLUS
DHCP -/ X X X ° )
DHCP UL—-I->1>h X X X ) [ )
DHCP 73472k ) ) ) o [
DNS H-/)( X X X ° )
DNS JO+> X X X ° °
o : EARBEE x: KRUR-b
1-2-24 E2 1751/ HRE
AR TEFIR-MTOFEE A,
1-2-25 FP5IE- 180 — Mo HkaE
AEETEFIR-MTOFEE A,
1-2-26 =fEFEM4HRE
AHERET. HERCE(TRMHI MBI T OESDTT,
HiR—hel&
HEHE 100LS | 220 LS | 220 LS | 100 SC | 220 SC
PLUS PLUS
SELEES X X X X X
Ry RZT>)\A VRRP R—ZDHE ° ° °
(B5fRJ0KD
V)
Ry RRZ>INA [BIHAT — 78R () ) ° ° °
(fHhntae RIP #lfEl ({RA& IP T RIP 3% ) ) ) ® )
1)
J—-ho1A-J1-)-7 ° [ ° ) °
Y2 )\A 2 aTuEEK ° () [ ® °
(1#h%)
LAN —E1b X X X X X
DS T7INVT -3 X X X X X
UPS 75—L#& | Network 1>9—J1—2X X X X X X
pall
mE B X X X X X
FAN EStR X X X X X
CPU -XENEARARKRR ° () ° ° °
LAN /{//(Z (DUySE—REF) X X X X X
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PZIS IS
HERE 100 LS | 220LS | 220 LS | 100 SC | 220 SC
PLUS PLUS
O-U207y77—h (RETRICE) () ° ® °
REBRILEIL X X X X X
® : EKHEE x: RUR-b
1-2-27 RA(DURNETR
ABETEYR-MTOER A
1-2-28 EHEME/ R<FHLAEE
ABERET. R E(TIRHIDIMEBEFLLTDESDTT,
HiR—heE]ES
HERE 100 LS | 220LS | 220LS | 100 SC | 220 sC
PLUS PLUS
1B TER B ERELIHEE ) ) ) o )
RIETERBIROIRE 18T o ) ) o )
129-J1-ADENEERZLE () o ) ® )
(I/F OZE5E-1ENN-HIBR)
IR RSA2A>H—=TJ1—X(CLI) ° [ [ ° °
Web I>Y-) o ) ) o )
2T R547 X x X X X
75—LhFoRtEEE | BIREZT5-A X X X X X
FAN 1Zyh75—A X X X X X
IRSUEE 75— LA X X X X X
TERETI-A X X X X X
fR<F LAN(MNT) X X X X X
RFA>45— Serial X X X X X
J1—XK VGA(Local Console) [ ) () () ) ()
Telnet =/ ° o o ® °
SSH H-=/{ o o o ® °
SSH 347>k () ° ° ® °
FTP 347>k () ° ° ® °
TFTP J347>k () ° ° ® °
HTTP 9—/(BaE ° ° o ° [
{R<FAZRE local ) () () () °
remote ] [ [ [ o
NIV X X X X X
UPS LAN X X X X X
IRSTHERE IP RAMERE | ping ° ) ) () °
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PUISNEIES
HRE 100 LS | 220 LS | 220 LS | 100 SC | 220 SC
PLUS PLUS
traceroute [ [ [ [ [ ]
NTP 73472k ) ) ) o [
NTP H—/( ° [ [ () °
nlz) [ () () ° )
Syslog X (U314 7>N) ) ) ) ° °
AR NER] (A—)LERIX) () () ° ° °
AR NEX] (SNMP trap ¥r ° ° ° ° °
1X)
AN NBR] (09 J74)VER () ) ° ° °
1X)
XE'UH> T TJOCRH>T ) ° ° ° °
FYRI—-IRL—X ° [ [ ) °
T3> =R ) ) ) o )
FJORIARY RRL—R ) ) () ° °
VE— A>T F 2 ASH(REMCS) X X X X X
D7IAA L-EZH ) ° ° o [
FEs0+>J1-74)74 X X X X X
DE-MEEI-FT1U71 X X X X X
(ipcompass)
O MY —IL ° ° ° ° °
SNMP SNMPv1 ° ° ° ° °
SNMPv2c () (] (] [ ) [ ]
SNMPv3 ° [ [ ° °
MIB MIB MIB-II ° ° ° ° ()
5k MIB ° [ [ ° °
HETA VTS avh X X X X x
t-JE-R X X X X X
o : EAHEE x: ERYKR-bk
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g 2 & IPCOM VE2m CFIFDHEN

AET(E IPCOM VE2m ZZHI BV e DV EEDRNPER R(COVWTERBLE T,

2.1 IPCOM VE2m OfERFIEICOVT
IPCOM VE2m ZfERIBDICEIA I RF - EERDE T SV AT -2 AF IR LU T OHFBASTZECH
U NVTFRIFETTEREIZE W,

<FAEIAF-IWEHUOHREAET >

ZES
FAEIZAF—HVWHURER X SA T ZAF—DIWHURERIET 2 EEAMRELRDET
IPCOM &5l

- IPCOM VEZ2m 100 LS PLUS
- IPCOM VEZ2m 220 LS
- IPCOM VE2m 220 LS PLUS
- IPCOM VE2m 100 SC
- IPCOM VE2m 220 SC

SMEIAF—EANTSHETIE IPCOM VE2m ZEERU THEATEZEA (VY RANDSHIZIHIISNIEA) o
REUERRDSHRENEEERY), BETIHICHT S AF—DERBFEEITSILSSMNVELET,
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2.2 IPCOM VE2m s&TEDHN

AZTIL IPCOM VE2m 228> AT LDOIERESEHIEL T, IPCOM VE2m 0

ORNOEHRZRUET

BIEAER

1R8N > DVERL

Ban—1

TS EESALE T, X 2-1 (

W=F4>%9
ST R DERTE

H— )WL —T, xyb7—4, -3,
a7 44— TEDIPCOM
VE2M%EVERL 3 BIchlC i BIRESTE
EITWED .

IPCOM VE2ZmBLURSIET 5{RIE
Y—)VEERRLEY .

Lt ENBZFATA AT A1
[CRBOREASEHZE0.

IPCOM VE2mICSA P AF—22
L., FIAJEEMIABRICLES .,
FAULAFRBROIRE TRE L F
DFHERITRAFER Ao

IPCOM VE2m&Z )| —5ELTHIRT
BiEG, FNEEITVET,

(€=
API/IaaSi—ILOE{E

IPCOM VEZ2m
LSO¥HAEEE

(0]
APLIZ{F

IPCOM VEZ2m
LS OFWHEEED

=ur==

as AE

(F7fE=E]
IPCOM VE2m® Y — L84
(V- Oy —)LAEET)

BRI EHERED

o A

(E0FE]
APLIZ(E

IPCOM VE2m
LSHMIPE(SERE

IPCOM VE2m LSORA 4, /L
7B, TERALBRFOY B TES
TOFET, JTRD—FEHT, BEE
[CTEFEUTLREL,

IPCOM VE2m LSOFW®DSTER
TLFET.

IPCOM VE2m LSOETREaE
TR ELET .

IPCOM VE2mAH 29 —3y MBS
FALDOFRT AT T —FTOFC
FIEAS HIHDFRTETVET .

(F1FE]
IPCOM VE2m LSOOV —)URIE
(Ve RV LEFTZESSH)

IPCOM VEZm SC
DOHIRARTE

(FFE]
IPCOM VE2m LSOOV —)URIE
(VeI Y- LEFESSH)

IPCOM VEZ2m

SC OFWHERE

=an—

as AE

(FFE]
IPCOM VE2m LSOOV —)URIE
(Ve ROV LEFESSH)

IPCOM VE2m
SC MDNSE%TE

(F01FE]

APLIZ{F

IPCOM VE2m LSOO Y —)UR(F
(VE— ROV LEESSH)

IPCOM VEZ2m
ARG

IPCOM VE2m SCORA M4, /(X
7P, ME{bBREFO TS
TOFET, JIRD-FEHT, BEE

IPCOM VE2m SCOFWDEETEZ
TLET,

IPCOM VE2m SCODNSH /(%
HIELET.

IPCOM VE2m LSH 43— b
WBEFZRH. J0-/ULIPE
HELET.

(UE— ROV —LERESSH)

(UE— IV ILFIFSSH)

(UE— IV —LERESSH)

[CTEBEZULTTEEN,
(F01FE] (F0EE] €225 E22 ()
IPCOM VE2m SCOI>Y—)Li2FF | IPCOM VE2m SCOI>Y—)UEME | IPCOM VE2m SCOI>Y—JLIRIE | APHE(E

laaSm—4IL 127F

IPCOM VE2m ORI T LT OEZSIRU TR0,

2-1: IPCOM VE2m s&TEDHN

-5 ZFHER(IPCOM VE2m LS) ; 4/5/6/7/8/9/10/14 =
-3 > 1)L ¥ERL(IPCOM VE2m SC) ; 4/5/11/12/13/14 &
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2.3 BEFIR

VEEZINDBRICK 2 -1 DEBRFIRZILBFTHIIE,

x2-1: B=EFR

5%

=
BEEE

ZEHIDEES

{RABY—){947($ IPCOM VE2m 100 ; S-1 6LL(F S2-1/IPCOM 220 ;
C-4 BLL(& C2-4 ZIBTEL TIZEW ZELINOARARY -\ F1 TIETE LIS
A+ IPCOM VE2m DOEMEIRIEL TBDER A Flow A— AT —ILICEIFIEL
THEHER A

45

IPCOM VE2m (CEIDHT2T1A7MR)1—LAIEFHIEl boot KflC/dev/vda (C
4GB. ZDEDEINERET/dev/vdb (C 100GB EINHTFI, 2N OHA
AZIBTEURSE . IPCOM VE2m OEMWEIRIEL THDER AL Fo. RU1—LA
DOUHA ZPBINT7AYFIEIIIEL TBDER Ao

IPCOM VE2m OTTRACHEBEIVILF AZ 18R TIIERTEFE A,

NG}

TURALIBRKD IPCOM VE2m OARIEY —\Z/Epk 3 2R, BRI RAMLTE)
EF2d5. PoF7I4ZT4HBEZERTEL TIEE L\, Ffz. IPCOM VE2m (CEENH
STWBRH TRy b EOARIEY —IN(&, 7o F 7 T4 2T HERE DR EZHER L F T,

x~r

45

TFIIFLANE_LEDRS, admin 1-H—0/NZAT—REEEZ WS EhEL T}
20\ o, SMEMEHTA DR TE (/) (D — RO ERR(ICEHEL TS,

IPCOM VE2m Z#EET 2BEZ1TREY —/NEF—RT7D1>R— MR~
BOBSORHIORBEORNE 2RI DM ENHDET , sRE EAEEFIEIC
A UTATEMTETT . (*1)

IPCOM VE2m ([FF—R7ICEMHEUTEDFR Ao TDOIZD, F—R7HEE|NDHT
THF—ERAVNTOI A>T BEETEEE A

IPCOM VE2m (3RAED —/)\A >R— S LMRIRY — /NI 2R~ M@ IEL
THEHFEA.

IPCOM VE2m (FXFyT>ay MEREC[EXTIGL TEDER A,

10

ERE#HD IPCOM VE2m N5, ARBY -\ X—=S%AER T HLETEEE
Ao

11

SDK-WEB&DAI>O— RUIEES 1—-)LIE, IaaS_ETOEEEHR— N THEDF
B holaaS1> I35 EICT. SDK-WEB&LDAI>O— RUEES 1—)UICLBIV AN
=B LV TYTT— M EREURNTLEEL,

12

Web77t 51— a EES LUHTTP Keep-AliveBRIDEE(FERT 315
B DEIROWebY —/{OHTTPDOKeep AliveiXEZBRNCLTIZEL,

L EEHEEZFERURVEE. Keep AlivesSTEZEINICL TZE,

SFH(E. [TPCOM EX2 SMW—-X1-H-XHMR] 2-6-4-4 I>F7OVEMDE
AN EZESIRUTIEL,

13

IPCOM VE2m(&, IL—/N-DZEE(SHIELTOEE A,
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(*1)EBEHIE 7 OFF# : X97 - FBEDREICONT

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

AT —FBIEL(S AR — )\ ZHCEN T BEE(C TaaS MBI IHFRIRY — /(AT —HTOF2 )W SF-R7DF—1°
1RIBY — ) \OIRZA MG REDT —FZBUF I DD DBIEZIELET

BackNetwork EDRAES —/\hiXSF7 —9BE T BIehIC. LUTF ORENBEERDET . LUIFOEEIC T EEOAE

NEFNTHEDFIOT., whIRTELTZEN, (K] 2-2)
@ {RI8JIL—4¢& BackNetwork BJxw NaiEfcd 3
@ ARABIN—HCZAITAYIIIN—T1>) BT S

® destination . BackNetwork @ CIDR

® nexthop : IPCOM VE2m LS 1an0.0 @ IP 7RLA
@ RIBIL—HD FW (GX{EST IP i BackNetwork DEDIEIETZLTET S

lan0.0
192.168.100.10

LHREOM-A—
LS primary

192.168.120.1

168.100.20
lan0.1

FrontNetwork BackNetwork
192.168.100.0/24 192.168.110.0/24

ManagementNetwork
192.168.120.0/24

WebServerl

ethQ

IPCOM VA2 |is2.168.110.2

LS secondaryjano.2
192.168.120.2

(

@ {RABIL— 4 BackNetworkH T2y MIEELES, |
EFETDEULE, BackNetwork®H J 2w E(C#3
(RABH — U — A PR RIS CEE A

AATAVIN—T AN LT — S DROH

etho @ {RIBRouterlcAAT (VI —T+ > BNILET .
IPCOM VA2 LSolan0.0[#{EENET

lr<reo~— |

WebServer2

FETFWTEIELEY,

@AHIT(ZBackNetwork \OBEETHIPCOM VA2 LS
BEERTITOR®, {FEIL—FhSBackNetwok \DEREDIE(E

2-2 1 XIT—IBIEDHE
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2.4 RETERITDIATLIBRK
BIBEOET(L, [aaS £ T IPCOM VE2mM ZE AL AT LADRTES F2BHIELTRNMULTHNET  ABHIZSE(CL.
BEREITOYTUZEN, B 2-3 (L AEBTIER T2 AT L8R ERUET
ANZ1TIVCEEEUIBHI IO ICBIL TIE. IPCOM EX2 SU—XBHIERSUC TaaS X1 7SS,
API TfERTZI> RRA > MOZEICDOWT, UBEDEHBATE FseDFREZLTHDET . T RRA > NMCDOWTIE TaaS Y=
17N IESBRIZE,
® $COMPUTE : compute H—EZADI>RRA1> K
® 3$NETWORK : RyRNI—IH—-EZADI>RRA1> K
® $0OS_AUTH_TOKEN : B8UIz API D=2
® $PROJECT_ID :&E930>1Uh0 ID

FrontNetwork BackNetwork ManagementNetwork
192.168.100.0/24 192.168.110.0/24 192.168.120.0/24
DafaultGateway DafaultGateway DafaultGateway
192.168.100.1 192.168.110.100 U

lan0.0
192.168.100.10

IPCOM VEZm ‘a”f,'fes_m,l eth0:192.168.110.30
LS primary i S WebServerl

:192.168.110.100
{FEIP7RL-Z :1192.168.100.100
{RABIPT I, A4:192.168.100.200

n0.1 O #®

IPCOM VE2m |192.168.110.3

LS secondary |ano.2
192.168.120.2

IF1=192.168.100.1

:192.168.120.100
Internet

lan0.0
192.168.100.20

IPCOM VEZ2m
SC
lan0.0 lan0.1
192.168.100.30 192.168.120.
eth0:192.168.110.40
WebServer2
R=<TH
ABAH_— )\
ethD 4&:&.\‘5‘ }\ ethl
192.168.100.40 192.168.120.
MXARSTRRAEY —/N(Z IPCOM VE2m X2 T AOREZEBELTHNFET,

¥IPCOM VE2m SC [EARZBHICH LT DNS H—/{ELTOSEHEBNALTENET,

2-3 : IaaS £ IPCOM VE2m ZEL AT LHERK
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£ 38 (HERElRE%ER

AET(E, IPCOM VE2m {ERGRTIC E LR BDIRIBEMRIESEICOVTHRALE T,

3.1 RIERY NI —IDAVER
32T LTHIRYI2TFAR— bRy D —D%AERRLES

@ IaaS R=AIDSRIERY NI —IVERBEIEF CEBRLEFT . (K 3-1)

{RABFY b — ARk

© ®Exyro-y (2] ©
AZ jp-east-1a AZ
BBy NI—H% FrontNetwork
BERE up

3-1: {RIBFRY ND—J{FRRIEIE

@ Subnet. Gateway DEREZITVET, (K 3-2)

A8 Ry b —OFERK

@D ®ErIrI-2 2 JUpE BT 3
Y7 2w ER Hh

Y rwbs FrontSubnet
EEFy I HPRLA * 192.168.100.0/24
{F#f+w b - 51D

H—hazA Ho

F—hrazAIP 192.168.100.1

3-2: BIRYM U= hIT1 DFREH!
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® MNP >A—FyMNERZ1TIHE . DNS 23 ELFT . (K 3-3)

AR NI~ DR,

& FER9hI-s VT © vJrvbam o
DHCPEH) E=F7I
IPP RLAZIX T — )L =i}
133.162.193.9
DNSH—J{ 133.162.193.10
=i}
Destination MNexthop
EMONL—FEEE
=i}

3-3 : DNS s=EH!

FEROFNET, B 2-3 DIRATLERRIHEL, 3 DTFAN— Ry RI—D%ERRLET

[RyhT=541]
® FrontNetwork
» NetworkAddress :192.168.100.0
> GatewayIP :192.168.100.1
® BackNetwork
» NetworkAddress :192.168.110.0
> GatewayIP :192.168.110.1
® ManagementNetwork
» NetworkAddress :192.168.120.0
> GatewayIP U
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3.2 RABIL—HDIERK
S EREBTAROIRARIL — 52 ERLE T .

O RV —FZAERRLET . #24F(E API TITO TS, (K 3-4)

IR
[root@laaS—Host 1# ROUTER_NAME=Ext-Router X1
[root@laaS—Host 1# AZ=jp-east-la 2

[root@laaS—Host 1# curl -Ss $NETWORK/v2.0/routers —X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-
Type: application/json” —=d ' {“router”: {“name”: “" $ROUTER_NAME' ”, “tenant_id”: " $TENANT_ID"~,
“availability_zone”: " $AZ' “}} | iq .

X1 AEIFEETHEEL TS,

%2 ERFED A BER/ELTLEELY,

EITHERHGI

{

“router”: {

“status”: “ACTIVE”,
“external_gateway_info”: null,
“name”: “Ext-Router”,
“admin_state_up”: true,
“tenant_id": "abalfe34a4e6447d8487ea8225db64ced”,
“id”: "758dc549-2020-4492-b0ef-994eatcad4901”,
“availability_zone”: ”jp-east-1a”

3-4 : (RBIL—5DVERA)

Q@ AR —ZVERRIE. 12— T1— ADVERB JFMRIEIN —IND 7 AV FEITVET  AREIL - DA > - T1—RFAT O
&3(C APL TYERRLEF T,
B (A-J1—-R 1 OERR (X 3-5)
> HBIJRyh : FrontNetwork [CFRET 387y b
> IP7RLR AR —hI1A IP 2H#RLFT)
N> R451
[root@laaS-Host ]# PORT_NAME=FrontSubnetRouterPort X1
[root@laaS-Host 1# NETWORK_ID="FrontNetwork & ID”

[root@laaS-Host 1# SUBNET_ID="FrontNetwork @+ J v k ID”

[root@laaS-Host 1# FIXED_IP_ADDRESS=192.168. 100. 1 X2

[root@laaS-Host 1# AZ=jp-east-1a %3

[root@laaS-Host 1# curl -Ss $NETWORK/v2.0/ports —X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type:
application/json” -d ' {"port”: {"network_id”: “ $NETWORK_ID'“, “name”: "’ $PORT_NAME' ”, “availability zone”:
“"$AZ ", “fixed_ips”: [{“subnet_id”: “ $SUBNET_ID'”, “ip_address”: “’ $FIXED_IP_ADDRESS “}1}}’ | ja .

X1 (8] SHEEETHEELTIESN,
%2 [EE] R— O IP7RLRBEETY, (F— by IPERELET)
%3 [ER] fERED AL BEIRELTEEL,
SEITHERAI
{
roort” |
etatus” DO
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“name”: “FrontSubnetRouterPort”,
“al lowed_address_pairs”: [],
“admin_state_up”: true,
“network_id”: "0ffaf902-a320-44d7-a%9ac-0d3722¢71538",
“tenant_id”: “abalfe34ade6447d8487ea8225db64c4”,
“binding:vnic_type”: “normal”,
“device_owner”: ",
“mac_address”: “fa:16:3e:85:F2:XX",
“fixed_ips”: [
{
“subnet_id”: “44ad230c-df0c—4cf8-b670-b5abf40a9120”,
“ip_address”: “192.168.100.1”
}
1.
“id”: “2bdaf8e8-4340-4aac—bcc9-21¢9dcfe7683”,
“security_groups”: [
“aT4dbc40-1e75-4120-a014-133b6¢933b17”
1,
“device_id”: ",
“availability_zone”: ”jp-east-1a”

}

}

3-5 : FrontNetwork FBDA>45—J1—2Z 1 OVERA

B (>5-J1-R 1 ZREIL-HCTIFLET. (K 3-6)

mEN ]

[root@laaS-Host ~]# ROUTER_ID="4ERX L -{k#/)L—% D ID”

[root@laaS-Host “1# PORT_ID="ffp Lf=/ > 42— z—X 1 ® ID”

[root@laaS-Host “1# cur| —Ss $NETWORK/v2.0/routers/$ROUTER_ID/add_router_interface —X PUT -H “X-Auth-Token:
$0S_AUTH_TOKEN” -H “Content-Type: application/json” —-d ' {“port_id”: " $PORT_ID'” }' | iq .

SKATHERG!

{
“subnet_id”: “44ad230c-df0c-4cf8-b670-b5abf40a9XXX”,
“tenant_id”: “aba7fe34a4e6447d8487ea8225db6XXX",
“port_id”: “25daf8e8-4340-4aac-bcc9-21c9dcfe7XXX”,
“id”: "758dc549-2020-4492-b0ef-994eafcadXXX”,
“availability_zone”: ”jp-east-1a”

3-6 : FrontNetwork BBDA>A—-J1—X 1 ZARAEIL —H(C Ty F

B (2H-J1—22 OERk (X1 3-7)
> HBIJRvh : BackNetwork (CFREI2H TRy
> IP7RLA : BT —hJ1A IP =R UFT)
XA>A—-TJ1—2 2 (& WebServer B’ X7 —4T0F S EBIE T 2D ELR DIz T FRTEL TEEL)

IR

[root@laaS-Host 1# PORT_NAME=BackSubnetRouterPort X1
[root@laaS-Host 1# NETWORK_ID="BackNetwork & ID”

[root@laaS-Host 1# SUBNET_ID="BackNetwork M+ J % k ID”

[root@laaS-Host 1# FIXED_IP_ADDRESS=192.168.110. 1 X2
[root@laaS-Host 1# AZ=jp-east-1la X3
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[root@laaS—Host 1# curl -Ss $NETWORK/v2.0/ports —X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type:
application/json” -d ' {"port”: {"network_id”: “ $NETWORK_ID'“, “name”: "’ $PORT_NAME' “, “availability_zone”:
" $AZ 7, “fixed_ips”: [{“subnet_id”: “ $SUBNET_ID'“, “ip_address”: “ $FIXED_IP_ADDRESS “}1}}’ | Ja .

X1 [EE] &AIFEETEEL TS,
%2 [EE] R—FDIP7RFLRREETT., (F—rozA IPEHELFET)
%3 [EE] ERED AL BHEIBELTLESLY,

SRATHERGI

{
“port”: |
“status”: “DOWN”,
“name”: “BackSubnetRouterPort”
“allowed_address_pairs”: []
“admin_state_up”: true
“network_id”: “58f7f0ed-3b9c-4694-82a1-22326baftad44”
“tenant_id”: “abalfe34a4e6447d8487ea8225db64c4”,
“binding:vnic_type”: “normal”
“device_owner”: "
“mac_address”: “fa:16:3e:db:4b:XX"
“fixed_ips”: [
{
“subnet_id”: “5582755b—8480-4ccf-baac-3c2ddfc74eal”,
“ip_address”: “192.168.110.1”
}
]
“id”: "99472b16-feb6-45a4-9678-376eb160a311”
“security_groups”: [
“aT4dbc40-1e75-4120-a014-133b6¢933b17”
]
“device_id”: ",
“availability_zone”: ”jp-east-1a”
}
}

3-7 : BackNetwork DA >A—J1—2 1 OVERLATI

B (>5-J1—-R 1 ZAREIL-HCT7IYFLET . (K 3-8)

IR R

[root@laaS-Host “1# ROUTER_ID="{x#*E/)L—% ® ID”

[root@laaS-Host ~1# PORT_ID="4 >4 —2xz—R 2D ID”

[root@laaS-Host “1# cur| -Ss $NETWORK/v2.0/routers/$ROUTER_ID/add_router_interface —X PUT -H “X-Auth-Token:
$0S_AUTH_TOKEN” -H “Content-Type: application/json” —-d * {“port_id”: “"$PORT_ID' "}’ | jqg

SEAITHERG!

{
“subnet_id”: “5582755b-8480-4ccf-baac-3c2ddfc74eal”
“tenant_id”: “abalfe34a4e6447d8487ea8225db64c4”
“port_id”: "99472b16-feb6-45a4-9678-376eb160a311”
“id”: "758dc549-2020-4492-b0ef-994eafcad447”,

“availability_zone”: ”jp—east-1a”

3-8 : BacktNetwork RADA>5—J1—X 2 ZARIEIL—HICTHYF
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®

RABIL—FREEBRTA ARy NMITIERI Bt ARIBIL—FDYT — b1 FE THEMRIBERY NI — V% ELFT .

(& 3-9)
IR
[root@laaS-Host ~1# ROUTER_ID="{ERk L 1={k#E/)L—% D ID”
[root@laaS—Host ~1# EXT_NET_ID="4' B —/s\)L IP R kTJ—4H D ID” X1

[root@laaS—Host ~1# curl -Ss $NETWORK/v2.0/routers/$ROUTER_ID —-X PUT -H “X-Auth-Token: $0S_AUTH_TOKEN” -H
“Content-Type: application/json” —-d ' {“router”: {“external_gateway_info”: { “network_id":
“ $EXT_NET_ID' “}}}’

X1 AfITIE inf_azl_ext-net02 £ EELFE T,

SRITHERGI

HTTP/1.1 200 Gonnection established

HTTP/1.1 200 OK

X-Fcx—Endpoint-Request: EXECUTED_REQ004731206_200
Date: Fri, 14 Apr 2017 14:11:21 GMT

Server: Apache

x-openstack-request-id: req-f69b24b6-3e0d-41fc—-a7d0-d5c33ecf78a7
Cache—Control: no-cache

X-Request-Id: 2511c4fa-3e9e-4b25-ba01-c51e39e00124
X-Runtime: 1.491000

Connection: close

Content-Type: application/json;charset=UTF-8
Content-Length: 303

{"router”: {"status”:“ACTIVE”, “external_gateway_info”: {"network_id”:”6516b3b1-1c8c-46da-8bc5-
c12f4602817¢”, “enable_snat”:true}, “name”: “Ext-

Router”, “admin_state_up”:true, “tenant_id”:"a6a7fe34ade6447d8487ea8225db64c4”, “routes”: [1, “id”:"758dc549-
2020-4492-b0ef-994eafca9447”, “availability_zone”:” jp-stgla”}}

3-9 : ARIBIL—HDY — NITAEIE THVEMRABRY ND - V%% TE
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3.3 F—R7IIDOVT
IPCOM VE2m ([EF—R7ISHIELTORWES, FERR U —RT7EFIBL T, 0TI TEEE A
ZOlesD, F—RF(FEIDH TEURTHBLEE A,
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3.4 tF1UF1II—TOVER
IPCOM VE2m OtFaVFT 4 I —T%VERKUE T . API TULFZEREL TEE0N,

@ IPCOM VE2m BOtF1UFJ)—TaIERLETS . (K 3-10)

IR R

[root@laaS—Host ~1# SG_NAME=ipcom-VE2m-SG X1
[root@laaS-Host ~1# cur| -Ss $NETWORK/v2.0/security-groups -X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H
“Content-Type: application/json” —=d ' {“security_group”: {“name”: “" $SG_NAME' “}}

X1 [EE] BETFEETHEEL T LS,

SKATHERG!

HTTP/1.1 200 Connection established

HTTP/1.1 201 Created

X-Fcx-Endpoint-Request: EXECUTED_REQ010721482_201
Date: Thu, 20 Apr 2017 12:12:05 GMT

Server: Apache

x—openstack-request-id: regq-18e2a7fc-6148-40a7-95fd-dd7d59d648d2
Cache—Control: no-cache

X-Request-Id: 81df35d3-58fc-49dd-b6ed4-41bb1e58ab4f
X-Runtime: 1.212000

Connection: close

Content-Type: application/json;charset=UTF-8
Content-Length: 822

{“security_group”: {“tenant_id”: “77b97024974140ct921bb40834a383d0”, “description”: “”, “name”: “ipcom—
VE2m-SG”, “security_group_rules”: [{“remote_group_id”: null, “direction”: “egress”, “remote_ip_prefix”:
null, “protocol”: null, “ethertype”: "IPv6”, “port_range_max”: null, “security_group_id”: “80b6deee—c4a8-
4¢33-805c-daf15¢11786a”, “port_range_min”: null, “tenant_id”: “77b97024974140cf921bb40834a383d0”, “id":
“6b19ca09-cf4b-4b68-b8e7-117dc2db73e7”}, {“remote_group_id”: null, “direction”: “egress”,
“remote_ip_prefix”: null, “protocol”: null, “ethertype”: “IPv4”, “port_range_max”: null,
“security_group_id”: “80b6deee-c4a8-4c33-805c-daf15¢11786a”, “port_range_min”: null, “tenant_id”:
“77097024974140¢T921bb40834a383d0”, “id”: “b611e02f-dff0-413d-80a5-5e5b3fdfa7bb”}]1, “id”: “80b6deee—-c4a8-
4¢33-805¢c-daf15¢11786a”}}

3-10: IPCOM VE2m RO+ 1YF1J I —T=Emk

@ ERRULIZEF )T TN -TDI -V E2EERLES . APT TLUTFZ2EML TZEW, IPCOM VE2m (FRIEBT FW O

REZATOCD ABITELUT ORI - Z2RELTHEDFET
(R -]

egress IPv6 - (£5¥19])

egress IPv4 - (£3F0))

ingress IPv4 icmp 0.0.0.0/0 (£557])

ingress IPv4 tcp 1-65535 0.0.0.0/0(&£:F1])

ingress IPv4 udp 1-65535 0.0.0.0/0(&5F7])
ingress IPv4 112 (VRRP) 0.0.0.0/0(&5¥m])

%112( VRRP)[ITURICHEEEZER I IS I 2L TEE, . Tegress IPv4 - (£3F0]) [Z5&ELR

LA, [egress IPv4 112 (VRRP) 0.0.0.0/0(£5F8]) JZa%EL TEE,
%IPCOM VE2m AIEBT FW #ReEBLTVSIes. tF1UT1JI - T332 THRILET,
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B tcp Z2CHFEIIBI—IVEERL. BRLEFI. (X3-11)

IR R

[root@K5-HOST 1# DIRECTION=ingress

[root@K5-HOST 1# PROTCOL=tcp

[root@K5-HOST 1# MIN_PORT_NUM=1

[root@K5-HOST 1# MAX_PORT_NUM=65535

[root@K5-HOST 1# REMOTE_IP=0.0.0.0/0

[root@K5-HOST 1# SG_ID="#km Lf=txa )T« IL—T®D ID”

[root@K5-HOST 1# curl -Ss $NETWORK/v2.0/security—group-rules —X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H
“Content-Type: application/json” —d ' {“security_group_rule”: {"direction”: " $DIRECTION' ”, “port_range min”:
" $MIN_PORT_NUM' , “port_range_max”: ' $MAX_PORT_NUM' , “protocol”: “ $PROTCOL’ “, “remote_ip_prefix”:

” $REMOTE_IP" “, “security_group_id”: “" $SG_ID' “}}’ | jq .

SRATHERG!

{

“security_group_rule”: {
“remote_group_id”: null,
“direction”: “ingress”
“protocol”: “tcp”
“ethertype”: “IPv4”
“port_range_max”: 65535
“security_group_id”: “80b6deee-c4a8-4c33-805¢c-daf15¢11786a”,
“tenant_id”: “77b97024974140¢t921bb40834a383d0",
“port_range_min”: 1,
“remote_ip_prefix”: “0.0.0.0/0”
“id”: "688a124f-d2d8-433f-9¢50-0670c1f4fabc”

3-11:tcp FFRlL—ILERk

B udp ZE=TFFEI 92— ztErkL. BARLET . (K 3-12)

mEea Nl

[root@K5-HOST 1# DIREGTION=ingress

[root@K5-HOST 1# PROTCOL=udp

[root@K5-HOST J# MIN_PORT_NUM=1

[root@K5-HOST 1# MAX_PORT_NUM=65535

[root@K5-HOST 1# REMOTE_IP=0.0.0.0/0

[root@K5-HOST 1# SG_ID="#em Lf=tFxa VT4 5 IL—TD ID”

[root@K5-HOST 1# curl -Ss $NETWORK/v2.0/security-group—rules —X POST -H “X-Auth-Token: $0S_AUTH_TOKEN" -H
“Content-Type: application/json” —-d ' {“security_group_rule”: {"direction”: “" $DIRECTION ”, “port_range_min”:
" $MIN_PORT_NUM' , “port_range_max”: ' $MAX_PORT_NUM' , “protocol”: “’ $PROTCOL’ “, “remote_ip_prefix”:

”" $REMOTE_IP’ ”, “security_group_id”: “" $SG_ID' “}}" | iqg .

SEITHERG)

{

“security_group_rule”: {
“remote_group_id”: null,
“direction”: “ingress”
“protocol”: “udp”
“ethertype”: “IPv4”,
“port_range_max”: 65535,
“security_group_id”: “80b6deee—c4a8-4c33-805c-daf15¢11786a”,
“tenant_id”: “77b97024974140¢t921bb40834a383d0",
“port_range_min”: 1,
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“remote_ip_prefix”: “0.0.0.0/0”
“id”: "a3401741-T7aed-4fd2-bbca—ff8a373ef7bc”

3-12:udp FFRIL—ILZVER

B icmp ZE2GEFRII B —IVERkL. BRLF Y. (X 3-13)

IR R

[root@K5-HOST 1# DIRECTION=ingress

[root@K5-HOST 1# PROTCOL=icmp

[root@K5-HOST 1# MIN_PORT_NUM=0

[root@K5-HOST 1# MAX_PORT_NUM=255

[root@K5-HOST 1# REMOTE_IP=0.0.0.0/0

[root@K5-HOST 1# SG_ID="#km Lf=tx2 )T« IL—T®D ID”

[root@K5-HOST 1# curl -Ss $NETWORK/v2.0/security-group-rules —-X POST -H “X-Auth-Token: $0S_AUTH_TOKEN" -H
“Content-Type: application/json” -d ' {“security_group_rule”: {"direction”: “ $DIRECTION ”, “port_range_min”:
" $MIN_PORT_NUM' , “port_range_max”: " $MAX_PORT_NUM', “protocol”: “" $PROTCOL’ ”, “remote_ip_prefix”:

“" $REMOTE_IP’ ”, “security_group_id”: “" $SG_ID'“}}’ | ja .

SKATHERG!

{
“security_group_rule”: {
“remote_group_id”: null,
“direction”: “ingress”
“protocol”: “icmp”
“ethertype”: “IPv4”
“port_range_max”: 255
“security_group_id”: “80b6deee—c4a8-4¢c33-805c-daf15¢11786a”
“tenant_id": “77b97024974140¢t921bb40834a383d0”
“port_range_min”: 0
“remote_ip_prefix”: 70.0.0.0/0”,
“id”: "becf6ee7-a63c-459¢-89e8-58b728da%50"

3-13:icmp SFeIL =)L 2 /ER%

B VRRP ZFFE] S I —ILZEpkL. BRLEY . TTRICKEEZFIRETDIZE . /F) (X 3-14)

mEea Nl

[root@K5-HOST ]# DIREGTION=ingress

[root@K5-HOST 1# PROTCOL=112 %1

[root@K5-HOST 1# REMOTE_IP=0.0.0.0/0

[root@K5-HOST 1# SG_ID="#kmLf=EFxaUF15IL—TD ID”

[root@K5-HOST 1# curl -Ss $NETWORK/v2.0/security-group-rules —X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H
“Content-Type: application/json” -d ' {"security_group_rule”: {"direction”: “ $DIRECTION' “, “protocol”:

“" $PROTCOL’ ”, “remote_ip_prefix”: “ $REMOTE_IP'”, “security_group_id”: “ $SG_ID' "1}’ | iq .

1 VRRP OO FaLBESEX 112 TY,

SEAITHERG!

{

“security_group_rule”: {
“remote_group_id”: null,
“direction”: “ingress”
“protocol”: 112
“ethertype”: “IPv4”
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“port_range_max”: null,

“security_group_id”: “80b6deee—c4a8-4c33-805¢c-daf15¢c11786a”,
“tenant_id”: “77b97024974140¢cf921bb40834a383d0”,
“port_range_min”: null,

“remote_ip_prefix”: “0.0.0.0/0”,

“id”: "41e802e6-c883-4f4f-b71d-ed74d3778712"

3-14:VRRP FFul)L— )L ER%
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3.5 POFTPIAZTADFLE
IPCOM VE2m N TUERBAZHEDIHE(E RIRIRAN ETEMFI3LIME T DIhIC. 7oF 7 I ZTADEEZITVE
a-o ( 3_15)

X R
[root@laaS—Host ]# NAME=IPCOM_VE2m_ServerGr
[root@laaS—Host 1# POLICY="anti-affinity”
[root@laaS-Host 1# AZ="{ERLED AZ & Il : jp-east-1a”
[root@laaS-Host 1# curl -Ss $COMPUTE/v2/$PROJECT_ID/os—server—groups —X POST -H “X-Auth-Token:
$0S_AUTH_TOKEN” -H “Content-Type:application/json” —-d ' {“server_group”:{ “name”: “ $NAME'”, “policies”:
[ 7 $POLICY'” 1, “availability_zone”: “"$AZ'“}} | jaq .
EITHERGI
{
“server_group”: {
“members”: [1,
“metadata”: {},
“id”: "4a8bd960-688b—474f-83f9-el1ae72bf6cf6”,
“policies”: [
“anti-affinity”
1,
“name”: “IPCOM_VE2m_ServerGr”
}

3-15:7>F P IAZTADFKE
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£ 45 [LS/SCHARY —/{DIERK

AET(F, IPCOM VE2m SSLUEHES 2RAEY — /N FIRICOWTERALE T

GER]
EAAE 1/58 2 U-I3>, RAFRSE 1/58 2 U-I3YE, VT4 I RSLTCHBLTWER A IVT1 T RS 7'%48
FEULT IPCOM VE2m {FA8H —N\NZERRUBVTLEZ L,
FE, ¥ VT DOERDS, 7.1 RAMERENZAT—RORE(LS primary)lCTEEREBT/INAD—-RERETHFE
T.ssh ETUE—MOJA I TERREBICLBVTSEE N,

ccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccc

ccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccc

AESLVRED IPCOM VE2m {RABY—)\DIEEIL, & T /SN TSI FIRESDICEHEL TSREEW,
FSTNPFIEZAE THRGETERVMSEE, BEPO VE2m REY-NZBEELELTERENSPOELTEEWV,

4.1 [LS]IPCOM VE2m OYER%(LS primary)
IPCOM VE2m LS O primary Z/ERLET . AP TRATL TEEL\, (K 4-1)

IR R451

[root@laaS-Host ~1# VM_NAME=IPCOM_VE2m_LS_primary X1
[root@laaS-Host ~1# IMAGE_REF_ID="IPCOM VE2m LS @ ImagelID”

[root@laaS-Host ~1# FLAVOR_ID=1101 %2
[root@laaS-Host ~1# VOL_SIZE=4 %3
[root@laaS-Host ~]# DEVICE_NAME=/dev/vda X4
[root@laaS-Host ~1# SOURCE=image %5
[root@laaS-Host “1# DESTINATION=volume X6
[root@laaS-Host ~]# ISDELETE=1 X7
[root@laaS-Host ~1# INSTANCE_MAX=1 %8
[root@laaS-Host ~1# INSTANCE_MIN=1 %9

[root@laaS-Host ~1# NETWORK_ID1="FrontNetwork @ ID”

[root@laaS-Host ~]# NETWORK_ID2="BackNetwork & ID”

[root@laaS-Host ~1# NETWORK_ID3="ManagementNetwork @ ID”

[root@laaS-Host ~1# SG_NAME=" TSecurityGroup D{ERTHERR L1=1 TIL—T&”

[root@laaS-Host “1# GROUP_ID="7 > F 7 7 4 =T 4 DERETHER LI IL—T ID” %10

[root@laaS-Host “1# AZ="{#ER%d AZ & fjl : jp-east-1a”

[root@laaS-Host “1# curl -Ss $COMPUTE/v2/$PROJECT_ID/servers -X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H
“Content-Type: application/json” —d ' {“server”: {"name”: " $VM_NAME “, “availability_zone”: “ $AZ" ",
“imageRef”: “”, “flavorRef”: ” $FLAVOR_ID'”, “block_device_mapping_v2”:[ {”"boot_index”: “0”,

“uuid”:” $IMAGE_REF_ID'”, “volume_size”: " $VOL_SIZE' ”, “device_name”: “ $DEVICE_NAME' ”, “source_type”:
“"$SOURCE’ ”, “destination_type”: “ $DESTINATION ”, “delete_on_termination”: '$ISDELETE'} 1, “max_count”:
" $INSTANCE_MAX', “min_count”: ’$INSTANCE_MIN', “networks”: [{“uuid”: " $NETWORK_ID1"“}, {"uuid”:

“" $NETWORK_ID2' “}, {"uuid”: " $NETWORK_ID3' “}1, “security_groups”: [{“nhame”:

“" $SG_NAME’ “}1}, “os:scheduler_hints”: {“group”: “" $GROUP_ID" “}}’

3 $COMPUTE (& compute H—E XD APl T2 F7RA > FZEIBEL TSN,
¢ $PROJECT_ID I ZFIFA®D Project @ ID ZIBE L T FZELY,
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X1 [EE] RAIFEETEEL TS,
%2 [EARE] FREY—N\24TIDETRESELZEL,
IPCOM VE2m 100 ; 1101(S-1) % L <& 2101 (S2-1) LWFhMEBIRL T2 &Y,
IPCOM VE2m 220 ; 1303(C-4) % L < (& 2303 (C2-4) WFhhEFIRL T &L,
%3 [EE] YEEEHFDOR) 2 —LALIF4BEETT,
X4 [(Ex]
%5  [E%E]
X6 [Ex]
%7 [4£E] IPCOM VE2m DHEIBREFICAR Y 2 — LB HIBRT SIBHEFIEEL T LELN,
%8 [E%E]
%9 [@Ex]
X100 [EE] REEBRZHECEEE. HELTLEEL,

4-1: IPCOM VE2m OYERL(LS primary)
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4.2 [LS)IPCOM VE2m DO{ER%(LS secondary)
IPCOM VE2m LS 0 secondary Z{ERUFET . API TEITUTZEW, (K 4-2)

IR

[root@laaS—Host ~1# VM_NAME=IPCOM_VE2m_LS_secondary X1
[root@laaS—Host ~1# IMAGE_REF_ID="IPCOM VE2m LS @ ImagelID”

[root@laaS-Host ~1# FLAVOR_ID=1101 %2
[root@laaS-Host ~1# VOL_SI1ZE=4 %3
[root@laaS-Host “1# DEVICE_NAME=/dev/vda 4
[root@laaS-Host “1# SOURCE=image %5
[root@laaS-Host ~]# DESTINATION=volume %6
[root@laaS-Host ~]# ISDELETE=1 X7
[root@laaS-Host ~]1# INSTANCE_MAX=1 %8
[root@laaS-Host ~1# INSTANCE_MIN=T %9

[root@laaS-Host ~]# NETWORK_ID1="FrontNetwork & ID”

[root@laaS-Host ~]# NETWORK_ID2="BackNetwork & ID”

[root@laaS—Host ~1# NETWORK_ID3="ManagementNetwork @ ID”

[root@laaS-Host ~1# SG_NAME=" TSecurityGroup MIERL TR LIzl T IL—TFL&”

[root@laaS-Host "1# GROUP_ID="7 U FF7 74 =T 4 DERETHER LI IL—T ID” %10

[root@laaS-Host “1# AZ="1Emis%kd AZ & 4| : jp-east-1a”

[root@laaS-Host “1# cur| -Ss $COMPUTE/v2/$PROJECT_ID/servers —X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H
“Content-Type: application/json” —=d ' {“server”: {"name”: " $VM_NAME' “, “availability_zone”: “' $AZ' ",
“imageRef”: ””, “flavorRef”: ” $FLAVOR_ID'”, “block_device_mapping_v2”:[ {“boot_index”: “0”,

“uuid”:” $IMAGE_REF_ID"”, “volume_size”: “" $VOL_SIZE'“, “device_name”: “" $DEVICE_NAME' ”, “source_type”:
”" $SOURCE’ ”, “destination_type”: ”" $DESTINATION' “, “delete_on_termination”: '$ISDELETE'} 1 , “max_count”:
" $INSTANCE_MAX', “min_count”: ' $INSTANCE_MIN', “networks”: [{“uuid”: " $NETWORK_ID1" "}, {"uuid”:
“" $NETWORK_ID2' “}, {"uuid”: " $NETWORK_ID3' “}1, “security_groups”: [{"name”:

”" $SG_NAME’ “}1}, “os:scheduler_hints”: {“group”: “’" $GROUP_ID" “}}’

X $COMPUTE (& compute H—E XM APl T FiRA v FEIEELTLFEELY,
3¢ $PROJECT_ID (X ZFIFB®D Project ® ID #IEE L TL &L,

X1 [EE] BElXEETHEEL T EZSL,
2 [EE] REY—124TIDIE. FiEESEIZSL,
IPCOM VE2m 100 ; 1101 (S-1) % L <& 2101 (S2-1) LWFhMEBIRL T2 &Y,
IPCOM VE2m 220 ; 1301 (C-4) % L <& 2301 (C2-4) WFhMEBIRL T 2SN,
%3 [EE] YEEHHORY) 1 —LIX4BEETT,

X4 [ERE]
%5  [E#E]
%6  [ERE]
%7 [4£E] IPCOM VE2m DHIBREFICAR Y 2 — LB HEIBRT HIHEFIEEL T LEL,
%8  [E=E]
%9 [ERE]

10 [EE] TREBAZHETCEHESE, EEL TS,

4-2: IPCOM VE2m DOfEBRK(LS secondary)
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4.3 [SCJIPCOM VE2m OFERK(SC)
IPCOM VE2m SC Z{ERLET . 7> F 7 IHZFA THERR S BD T, API TEATLTLIEEL, ( 4-3)

IR

[root@laaS-Host ~1# VM_NAME=IPCOM_VE2m_SC X1
[root@laaS—Host ~1# IMAGE_REF_ID="IPCOM VE2m SC @ ImagelID”

[root@laaS-Host ~1# FLAVOR_ID=1101 %2
[root@laaS-Host ~1# VOL_SI1ZE=4 %3
[root@laaS-Host “1# DEVICE_NAME=/dev/vda 4
[root@laaS-Host “1# SOURCE=image %5
[root@laaS-Host ~]# DESTINATION=volume %6
[root@laaS-Host ~]# ISDELETE=1 X7
[root@laaS-Host ~]1# INSTANCE_MAX=1 %8
[root@laaS-Host ~1# INSTANCE_MIN=T %9

[root@laaS-Host ~1# NETWORK_ID1="FrontNetwork @ ID”

[root@laaS—Host ~1# NETWORK_ID2="ManagementNetwork @ ID”

[root@laaS-Host “1# SGNAME="t ¥ l)F 4 T IL—T&"

[root@laaS-Host "1# GROUP_ID=" T7 > F 774 =T 4 DHRETI ERLI=FIL—TF ID” %10

[root@laaS-Host "1# AZ="{Emi%kdD AZ & #I : jp-east-1a”

[root@laaS-Host “1# cur| -Ss $COMPUTE/v2/$PROJECT_ID/servers —X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H
“Content-Type: application/json” —=d ' {“server”: {"name”: " $VM_NAME' “, “availability_zone”: “ $AZ' ",
“imageRef”: “”, “flavorRef”: “" $FLAVOR_ID'”, “block_device_mapping_v2”:[ {"boot_index”: “0”,

“uuid”:” $IMAGE_REF_ID"”, “volume_size”: “" $VOL_SIZE'“, “device_name”: “" $DEVICE_NAME' ”, “source_type”:
”" $§SOURCE’ ”, “destination_type”: “ $DESTINATION' “, “delete_on_termination”: '$ISDELETE’} 1, “max_count”:
" $INSTANCE_MAX', “min_count”: "$INSTANCE_MIN, “networks”: [{“uuid”: “" $NETWORK_ID1"“}, {“uuid”:

“" $NETWORK_ID2' “}1, “security_groups”: [{“name”: “" $SG_NAME’ “}1}, “os:scheduler_hints”: {“group”:

“" $GROUP_ID" "} }’

X $COMPUTE (& compute H—ERD APl T2 KR4 >V FEIBELTL &L,
3¢ $PROJECT_ID (XZFIFB®D Project ® ID #IEE L TL &L,

X1 [EE] BElXEETHEEL T EZSL,
2 [EE] REY—124TIDIE. FiEESEIZSL,
IPCOM VE2m 100 ; 1101 (S-1) % L <& 2101 (S2-1) WFhhEJIRL T LY,
IPCOM VE2m 220 ; 1301 (C-4) % L <& 2301 (C2-4) WFhMEBIRL T IZELY,
%3 [ExE] YEEHHORY) 12— LK 2BEETY .,

X4 [ERE]
%5  [E#E]
%6  [ERE]
X7 [{EE] IPCOM VE2m DHIBREFICARY) 21— LB HIBRT 2FZEFHEEL TLZ SN,
%8  [E=E]
%9 [E=E]

10 [EE] TREBAZHETCHESE, FEEL TS,

4-3: IPCOM VE2m OER%(SC)
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4.4 BEDEISRIRIEY —/\OIERK
BRI ROREY —/((WebServerl, WebServer2)Z/EpUE Y . (K] 4-4)
BUF (& WebServerl OFERAITY . [BIERIC WebServer2 R TKZEW, X DEBF UIMEIBEZFRDERDEER
OET R

X R

[root@laaS-Host ~]1# VM_NAME=WebServer1

[root@laaS—Host ~1# IMAGE_REF_ID="WebServer & L THIF L =LMEE D Image ) 1D”

[root@laaS-Host ~]# FLAVOR_ID="{xZ8H—/SX~Xw 4% ID ] S-1:1101"

[root@laaS-Host ~J# VOL_SIZE="7K1) 2 —LH 4 X (GB)”

[root@laaS-Host ~1# DEVICE_NAME=/dev/vda

[root@laaS-Host “1# SOURCE=image

[root@laaS-Host ~]# DESTINATION=volume

[root@laaS-Host ~]# ISDELETE=1

[root@laaS-Host ~]1# KEYNAME="F—%"

[root@laaS-Host ~1# INSTANCE_MAX=1

[root@laaS-Host ~1# INSTANCE_MIN=1

[root@laaS-Host ~]# NETWORK_ID1="BackNetwork & ID” X1

[root@laaS—Host ~1# NETWORK_ID2="ManagementNetwork @ ID” X2

[root@laaS-Host “1# SGNAME="t ¥ )T 4 T IL—T&"

[root@laaS-Host “1# GROUP_ID=" T7 U F 774 =T 4 DHRETI ERLI=FIL—TF ID”

[root@laaS-Host “1# AZ="1Emiskd AZ & 4| : jp-east-1a”

[root@laaS-Host “1# cur| -Ss $COMPUTE/v2/$PROJECT_ID/servers —X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H

“Content-Type: application/json” —=d ' {“server”: {"name”: " $VM_NAME' “, “availability_zone”: “' $AZ' ",

“imageRef”: ””, “flavorRef”: ” $FLAVOR_ID'”, “block_device_mapping_v2”:[ {“boot_index”: “0”,

“uuid”:” $IMAGE_REF_ID"”, “volume_size”: “" $VOL_SIZE'“, “device_name”: “" $DEVICE_NAME' ”, “source_type”:

”" $SOURCE’ ”, “destination_type”: ”" $DESTINATION' “, “delete_on_termination”: '$ISDELETE'} 1 , “key_name”:

“" $KEYNAME' “, “max_count”: " $INSTANCE_MAX', “min_count”: " $INSTANCE_MIN', “networks”: [{"uuid”:

“" $NETWORK_ID1" “}, {"uuid”: " $NETWORK_ID2' “}1, “security_groups”: [{"hame”:

”" $SG_NAME’ “}1}, “os:scheduler_hints”: {“group”: “ $GROUP_ID "}}’

X $COMPUTE (& compute H—E XM APl T FiRA v FEIEELTLFEELY,
3¢ $PROJECT_ID (X ZFIFB®D Project ® ID #IEE L TL &L,

X1 HIFNETHERL L 1= BackNetwork ZE L TL £ &Ly,
X2 BIFIETYER L 7= ManagementNetwork 35 L TL &Ly,

4-4: BRIDBIRORIEY —/\DOIERK
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4.5 {RPRURIBY —/OIER
RTHAOIRES —N\ZERRUET . LUTF (MRSTFRMREY —/)NDIERBITT , X DEF D LUIMNIB EZRDIERDIBEERDET,

> MaESEATHESR I

[root@laaS—Host ~1# VM_NAME=MngVM

[root@laaS-Host ~1# IMAGE_REF_ID="+A *—< ID”

[root@laaS—Host “1# FLAVOR_ID="{R#EH—/"ZARw % ID”

[root@laaS-Host ~1# VOL_SIZE="/R1) 1 —LH 4 X(GB) ~

[root@laaS-Host ~1# DEVICE_NAME=/dev/vda

[root@laaS-Host “1# SOURCE=image

[root@laaS-Host ~]# DESTINATION=volume

[root@laaS-Host ~]# ISDELETE=1

[root@laaS-Host ~1# KEYNAME="F¥—R7DF—42"

[root@laaS-Host ~1# INSTANCE_MAX=1

[root@laaS-Host ~1# INSTANCE_MIN=1

[root@laaS-Host ~]# NETWORK_ID1="FrontNetwork @ ID” X1

[root@laaS—Host ~1# NETWORK_ID2="ManagementNetwork @ ID” X2

[root@laaS-Host “1# SGNAME="t ¥ )T 4 T IL—T&"

[root@laaS-Host "1# GROUP_ID=" T7 U FF7 74 =T 4 DHRETI ERLI=FIL—TF ID”

[root@laaS-Host “1# AZ="1Emis%kd AZ & 4| : jp-east-1a”

[root@laaS-Host “1# cur| -Ss $COMPUTE/v2/$PROJECT_ID/servers —X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H

“Content-Type: application/json” —=d ' {“server”: {"name”: " $VM_NAME' “, “availability_zone”: “' $AZ' ",

“imageRef”: ””, “flavorRef”: ” $FLAVOR_ID'”, “block_device_mapping_v2”:[ {“boot_index”: “0”,

“uuid”:” $IMAGE_REF_ID"”, “volume_size”: “" $VOL_SIZE'“, “device_name”: “" $DEVICE_NAME' ”, “source_type”:

”" $SOURCE’ ”, “destination_type”: ” $DESTINATION' “, “delete_on_termination”: '$ISDELETE'} 1 , “key_name”:

“" $KEYNAME' . “max_count”: ' $INSTANCE_MAX', “min_count”: " $INSTANCE_MIN', “networks”: [{"uuid”:

“" $NETWORK_ID1" “}, {"uuid™: " $NETWORK_ID2' “}1, “security_groups”: [{"name”:

“" $SG_NAME’ “}1}, “os:scheduler_hints”: {“group”: “ $GROUP_ID' "}}’

X $COMPUTE (& compute H—E XM APl T FiRA v FEIEELTLFEELY,
3¢ $PROJECT_ID (X ZFIFB®D Project ® ID #IEE L TL &L,

X1 BIFIETYER L7T= FrontNetwork 2 5FE LT &Ly,
X2 BIFIETYER L 7= ManagementNetwork 35 L TL &L,

4-5: {RTRMRAEY — ) \DAERY
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58 [LS/SCIMt> A&

AZET(E IPCOM VE2m (L T2 A%2E TR I D FIRZHRALET .

5.1 [LS)IPCOM VE2m LS [CUE—RI>Y-)L051>
IPCOM VE2m LS ([CUE-FIV-OT1U. LUIBEOEEEEMRUET

tFIVF1DERDSE, 7 BEIRAMAL)RAD— ROFRE ICTHEERBE B T/(AT— RE/EISET, ssh FTUE-hH
OJ4 > TEFRBICLBVTLEE L,

IaaS R—AIN THRORAED - DFI>3> TUE- IV -ILEIEEL, JE-RI>Y-ILTOJ12LFET . (K 5-1,5-2)

mgmtNetwork
192.168.120.12
O 2500-LS-sec - fronthetwork C34 - Active g2pstg-2a MNone Running 1 week, 4 days Create Snapshot | -
192.168.100.3
backNetwork

192.168.110.2

mgmtNetwork
192.168.120.6
O 2500-LS-pri - (i E s C34 - Active g2pstg-2a None Running 1 week, 4 days Create Snapshot | =
192.168.100.10
backNetwork

192.168.110.8

5-1: UE-hI>VY-IADTA>

Connected (encrypled) Serd CirlAatDel | Refresh Keyboard | Hide Local Gursor [ GiriLack [ AtLock] Hit Key | [tide ) v
Welcome to IPCOM Shell

ipcom#t _

5-2 : JE=RIDY-INADTA L EDEE
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5.2 [LS]JIPCOM VE2m LS D312 XA+ —&Ex
IPCOM VE2m LS 2 BICZENZTNUE-RIDYV-ILTOT( %, A2+ —%FHRUET, (K 5-3)
IR
User: admin
Password: (#JHA/ SR T — KIEZT 74 I P CHRESNTOVEWEHZEOEFFI VA —F—ZHTLTLEEL, )
ipcomit |icense key <S4t RXF¥—>
The license “VE2-220 LS Software License” is registered
After registering the license, the system will shutdown to activation

Are you sure?(y|[nl):y X1
Please select either reset or power off. (r|p): p 2

Broadcast message from root (Tue Feb 11 05:52:52 2020) :
The system is going down for system halt NOW!
<INFO> Wait for a moment until powering off this system.

Xl SA VU RF—EER., VRATLOYV Yy b OURRERED, Tyl ZBIRL TS,
X2 INT—A7T Tpl #ERLTLESLY,

XAPRIEIL Primary, Secondary TN EFNEML T FZELY,
5-3 : IPCOM VE2m LS Q31> &%

[ER]

B, 5.4 [LSIEMARY1—-ADERRS V7 HYF(secondary) 5T T I35F T, IPCOM VE2m DERENZITD
BOWTCEEV EBMRY 1-AADTIYF N TERBRDFET,
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5.3 [LSIENR)1—LDIERRB LU 7HYF(LS primary)
Primary il IPCOM VE2m LS O3 X5 LRI —LZERRL. 7AYFUET,

© MUTOMETAN~>% primary O ZATLMU1—AEUT 1 DPERRL TLIZEW, (K] 5-4)
f&hl - M1

S8 : 100GB(EE)

AN —=2Y=R : ZZORU1—LA

AZ : IPCOM VE2m H'FhlE 9% AZ

X EDMBOMEICOVWTHMERTT

IR
[root@laaS—Host 1# NAME=ipcom_VE2m_LS_pri_vol X1
[root@laaS—Host 1# SIZE=100 X2

[root@laaS-Host 1# AZ="{Em5%cdD AZ % 5l : jp-east-1a”

[root@laaS-Host 1# cur| -Ss $BLOCKSTORAGE/v2/$PROJECT_ID/volumes —X POST -H “X-Auth-Token: $OS_AUTH_TOKEN"
-H “Content-Type: application/json” -d ' {"volume”: {"name”: “" $NANME' ”, “size”: "' $SIZE'”,
“availability_zone”: " $AZ' "}} | iq

X1 AFIFEETT .
%2 K1) a—Ly4A X(F1006B EETY,

SKATHERG!

{
“volume”: {
“status”: “creating”,
“user_id”: "cf29bf6bab4f479€93ba7938961d7b01”,
“attachments”: []
“links”: [
{
“href”:"http://10. 3. 0. 201/v2/77b97024974140¢t921bb40834a383d0/vo |umes/b5872d8a-a6fa—-446e-91b6-
3cffbf448elc”
“rel”: "self”
1
{
“href”:"http://10.3.0.201/77b97024974140ct921bb40834a383d0/vo | umes/b5872d8a—a6fa-446e—91b6-
3cff5f448elc”
“rel”: “bookmark”
}
]
“availability_zone”: “jp-east-1a”
“bootable”: “false”,
“encrypted”: false
“created_at”: “2017-04-21T00:47:14.991210”
“description”: null,
“volume_type”: “M1”
“name”: “ipcom_VE2m_LS pri_vol”
“source_volid”: null,
“snapshot_id”: null,
“metadata”: {
“readonly”: “False”
B
“id”: "bb872d8a-abfa-446e-91b6-3cffbf448e1c”
“size”: 100
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5-4 : 25 KU1 —LFER(LS primary )

@ ZAN—SERSE T, 21ELTLVS IPCOM VE2m LS @ primary (C7AyFUTLIEE W, (] 5-5)

IR

[root@laaS-Host 1# DEVICE=/dev/vdb

[root@laaS-Host 1# SERVER_ID="IPCOM VE2m LS primary ®+—s\ ID”
[root@laaS-Host 1# VOLUME_ID="D TR L 1=7R') 2 —L®D ID”

[root@laaS-Host 1# cur| -Ss $COMPUTE/v2/$TENANT_ID/servers/$SERVER_ID/os—volume_attachments —-X POST -H “X-
Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type: application/json” —d ' {“volumeAttachment”: {”server_id”:

“" $SERVER_ID’ ”, “volumeld”: "' $VOLUME_ID’ ”, “tenant_id”: “ $TENANT_ID' ”, “device”: “" $DEVICE “}}" | iq

EITHERG!

{
“volumeAttachment”: {
“device”: “/dev/vdb”
“serverld”: “eaf95c2a-8995-45¢7-9915-0dd3acc79a44”
“id”: "bb872d8a-abfa-446e-91b6-3cffbf448e1c”
“volumeld”: “b5872d8a-a6fa—446e-91b6-3cff5f448el1c”

5-5: X7 LNJ1—LDT7AYF(LS primary fll)
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5.4 [LSLENR)1—LADERS LU T75vF(secondary)
primary flEE#KR(C. secondary ] IPCOM VE2m LS O AT LM 1—-LZERRL. 7AyFUET,

@ BUITOETAR —>% secondary O AT Lm)1—AEUT 1 DPERL TLIZEW, (K] 5-6)
f&hl - M1

S8 : 100GB(EE)

AN —=2Y=R : ZZORU1—LA

AZ : IPCOM VE2m H'FhlE 9% AZ

X EDMBOMEICOVWTHMERTT

IR
[root@laaS—Host 1# NAME=ipcom_VE2m_LS_sco_vol X1
[root@laaS—Host 1# SIZE=100 X2

[root@laaS-Host 1# AZ="{Em5%cdD AZ % 5l : jp-east-1a”

[root@laaS-Host 1# cur| -Ss $BLOCKSTORAGE/v2/$PROJECT_ID/volumes —X POST -H “X-Auth-Token: $OS_AUTH_TOKEN"
-H “Content-Type: application/json” -d ' {"volume”: {"name”: “ $NANME' ”, “size”: "' $SIZE”
“availability_zone”: " $AZ "1} | Ja .

X1 AHIEEETYT,
%2 AR a—LyY4 XL 1006B EETY,

SKATHERG!

{
“volume”: {
“status”: “creating”,
“user_id”: "cf29bf6bab4f479€93ba7938961d7b01”,
“attachments”: []
“links”: [
{
“href”:"http://10. 3. 0. 201/v2/77b97024974140¢t921bb40834a383d0/vo |umes/ff82504e-30fc-41dc-bbee—
66556db66318”
“rel”: "self”
1
{
“href”:"http://10.3.0.201/77b97024974140ct921bb40834a383d0/vo | umes/f82504e-30fc-41dc—bbee-
66556db66318”
“rel”: “bookmark”
}
]
“availability_zone”: “jp-east-1a”
“bootable”: “false”,
“encrypted”: false
“created_at”: “2017-04-21T00:55:41. 336729”
“description”: null,
“volume_type”: “M1”
“name”: “ipcom_VE2m_LS_sco_vol”
“source_volid”: null,
“snapshot_id”: null,
“metadata”: {
“readonly”: “False”
B
“id”: "ff82504e-30fc-41dc—-bbee—66556db66318”
“size”: 100
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5-6 : X7 LNU1—LERL(LS secondary fil)

@ ZAN—SHERESE T, 21ELTLVS IPCOM VE2m O secondary (C7AYFUTLIZEW, (¥ 5-7)

IR

[root@laaS-Host ~1# DEVICE=/dev/vdb

[root@laaS—Host ~1# SERVER_ID="IPCOM VE2m LS secondary ®+H—/s\ ID”

[root@laaS-Host ~1# VOLUME_ID="DTER L= 2 —L®D ID”

[root@laaS-Host ~1# cur| -Ss $COMPUTE/v2/$TENANT_ID/servers/$SERVER_ID/os—volume_attachments -X POST -H “X-
Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type: application/json” —d ' {“volumeAttachment”: {”server_id”:

“" $SERVER_ID’ ”, “volumeld”: " $VOLUME_ID’ ”, “tenant_id”: " $TENANT_ID'”, “device”: " $DEVICE’ “}}’ | ia

SKATHERG!

{
“volumeAttachment”: |{
“device”: ”/dev/vdb”,
“serverld”: “28c8d1c1-7866-466b-acf6-b5d69e8b0317”,
“id”: “ff82504e-30fc-41dc-bbee-66556db66318”
“volumeld”: “ff82504e-30fc—41dc-b6ee-66556db66318”

5-7 : X7 LRJ1—-LD7AYF(LS secondary fll)
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5.5 [LS]IPCOM VE2m LS Ofc#)
{E1EL T3 IPCOM VE2m LS %#2ELET ., (X 5-8)
IPCOM VE2m D#2ENE@primary. @secondary DIEZE(CEMU TZEW,

192.168.120.3

IPCOM_VAZ LS secondary e SHUTOFF 192.168.100.3 jp-east-1a
192.168.1104
UgAZ
192.168.120.2
IPCOM_WAZ2_LS_primary e SHUTOFF 192.168.1004 jp-east-1a 28]
192.168.110.3

5-8 : IPCOM VE2m D &h

ZCh'513 IPCOM VE2m SC [CHUTSA 2o AERZ1TVET,
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5.6 [SC]IPCOM VE2m SC (CUE—hI>Y-IOJ1>
IPCOM VE2m SC ([CJE-hI2Y-IOTA U UBEOEZEZEMUET,

TFIVF1OERNSE, 12 BERAMEE) AT - ROEENCTHEREZT/AT— RER/ET ST, ssh FTYE-b
OJ4 > TERIRBICLBRVTLEZ W,

IaaS M—A THRORIES -\ D7 723> TUE- I Y-V ZIBEL, YE- I Y- TOJ12ULET, (B 5-9,5-10)

A = o 192,168.120.7 i YE—FIY—)l
WebServer2 ACTIVE -east-1 -~
e o 192.168.110.6 Jremse
192.168.120.6
WebServerl Q ACTIVE Jp-east-1a
182.168.110.5 w
Bl
e h i S 182.168.120.5 . -
IPCOM_VA2 SC @ active B e Jjp-east-1a FPrRAY ~
5-9 : UE—hI>V-lTOd4>
Connected (encrypted) Serd OtrlahDel | Refresh Keyboerd | Hide Local Cursor [ Cirilock [ AttLoek] Hit Key |[tide (77 v

to IPCOM She

ipcom#t _

5-10 : YE-RI>DY-ILTOIA OB E
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5.7 [SC)IPCOM VE2m SC O3/t A+ &%k
IPCOM VE2m SC (CUE—- IV -ILTOTA 1% SA O RAF—%E8FUFT, (B 5-11)
IR
User: admin
Password: (#JHA/ SR T — KIEZT 74 I P CHRESNTOVEWEHZEOEFFI VA —F—ZHTLTLEEL, )
ipcomit |icense key <S4t RXF¥—>
The license “VE2-220 SC Software License” is registered
After registering the license, the system will shutdown to activation

Are you sure?(y|[nl):y X1
Please select either reset or power off. (r|p): p 2

Broadcast message from root (Tue Feb 11 05:52:52 2020) :
The system is going down for system halt NOW!
<INFO> Wait for a moment until powering off this system.

Xl SA VU RF—EER., VRATLOYV Yy b OURRERED, Tyl ZBIRL TS,
X2 INT—F 7T Tpl #ERLTLESLY,

5-11 : IPCOM VE2m SC O31 > A&

BIf%, 5.8 [SCEEMRY1I—-ADIERELTF7HIVYF(SC)INRETISET, IPCOM VE2m DBREZEITOERNTS
EEW EBNMRYI-ANDTFIYFHTERBDET,

- 56 -



5.8 [SCLENRY1—LDIERKRS LU T7HYF(SC)
IPCOM VE2m SC O AT LRRY1—LZVERRL. 7AvFLET

@ MUTFOETAN —3% IPCOM VE2m SC D3 AT ARU1—AELT 1 DFERL TR, (B 5-12)
&5 : M1

2 : 100GB(EFE)

AN =YY= : ZZOR)1—-LA

AZ : IPCOM VE2m H'FhlE 9% AZ

XEZOMMDBEICOVWTIIERTT

IR
[root@laaS—Host 1# NAME=ipcom_VE2m_LS_SC_vol X1
[root@laaS—Host 1# SIZE=100 X2

[root@laaS-Host 1# AZ="{Em5%cdD AZ % 5l : jp-east-1a”

[root@laaS-Host 1# cur| -Ss $BLOCKSTORAGE/v2/$PROJECT_ID/volumes —X POST -H “X-Auth-Token: $OS_AUTH_TOKEN"
-H “Content-Type: application/json” -d ' {"volume”: {"name”: “ $NANME' ”, “size”: "' $SIZE”
“availability_zone”: " $AZ "1} | Ja .

X1 AFIFEETT .
%2 K1) a—Ly4A X(F1006B EETY,

SKATHERG!

{
“volume”: {
“status”: “creating”,
“user_id”: "cf29bf6bab4f479€93ba7938961d7b01”,
“attachments”: []
“links”: [
{
“href”:"http://10. 3. 0. 201/v2/77b97024974140¢t921bb40834a383d0/vo |umes/e9a9f4e5-56f4-4436-b7 71~
84f5ebeeebc7”
“rel”: "self”
1
{
“href”:"http://10.3.0.201/77b97024974140ct921bb40834a383d0/vo | umes/e9a9f4e5-56T4-4436-b77f-
84f5ebeeebc?”
“rel”: “bookmark”
}
]
“availability_zone”: “jp-east-1a”
“bootable”: “false”,
“encrypted”: false
“created_at”: “2017-04-21T01:36:51. 325182"
“description”: null,
“volume_type”: “M1”
“name”: “ipcom_VE2m_LS_SC_vol”
“source_volid”: null,
“snapshot_id”: null,
“metadata”: {
“readonly”: “False”
B
“id”: "e9a9f4e5-56T4-4436-b77f-84f5ebeeebc?”
“size”: 100
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5-12 : A5 LRY1—LIERN(SC)

@ AN —SHER5ET#. E1ELTW3 IPCOM VE2m SC (7Y FU TS, (K 5-13)

IR

[root@laaS-Host 1# DEVICE=/dev/vdb

[root@laaS-Host 1# SERVER_ID="1PCOM VE2m SC >+ —/\ ID”
[root@laaS-Host 1# VOLUME_ID="D TR L 1=7R') 2 —L®D ID”

[root@laaS-Host 1# cur| -Ss -X POST $COMPUTE/v2/$TENANT_ID/servers/$SERVER_ID/os-volume_attachments -H “X-
Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type: application/json” —d ' {“volumeAttachment”: {”server_id”:

“" $SERVER_ID’ ”, “volumeld”: " $VOLUME_ID’ ”, “tenant_id”: " $TENANT_ID' ”, “device”: " $DEVICE “}}" | iq

SKATHERG!

{
“volumeAttachment”: |{
“device”: “/dev/vdb”
“serverld”: “d8d4295a-c689-432b-866d-c6ef07f09d14”
“id”: “e9a9f4eb-56T4-4436-b77f-84f5ebeeebcT”
“volumeld”: “e9a9f4e5-56T4-4436-b77f-84f5ebeeebc?”

5-13 : ZRFLMNI1-LOTHYF(SC)
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5.9 [SC]IPCOM VE2m SC Di2&)
{Z1EL T3 IPCOM VE2m SC %#2&8LET . (K 5-14)

192,168.120.5

IPCOM _VA2_5C SHUTOFF jp-east-1 =
SRS D 192.168.100.5 ==k FIAY v
I
192.168.120.3 AP
IPCOM_WAZ_LS_secondary o ACTIVE 192.168.100.3 Jp-east-la
192.168.110.4 E

5-14 : IPCOM VE2m SC O &h
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E68 [LSU-F1>J5FRI0RTE

AETIE IPCOM VE2m Z)L—HELTHIA I 3% E D ECOVTERBALET .
A TIF IPCOM VE2m LS ML —F1>J%EITI 318, LS2 BICHUTHRES B2 e &L THDET .,

6.1 —T4>JEF]DETE
API #F)AU. #ER LTz IPCOM VE2m OR—METICH U TUL—T1 ) = RI 9 258 EXITVET .

(1) LS primary AD:%E(K 6-1)
IR
[root@laaS—Host ]# PORT_ID="FrontNetwork ®7~R— k ID”

[root@laaS-Host 1# curl -Ss $NETWORK/v2.0/ports/$PORT_ID -X PUT -H “X-Auth-Token: $0S_AUTH_TOKEN” -H
“Content-Type: application/json” =d ' {“port”: {”allowed_address_pairs”: [{"ip_address”:
“0.0.0.0/17}, {“ip_address”: “128.0.0.0/17}1}}" | iq .

[root@laaS-Host ]# PORT_ID="BackNetwork ®#x— I ID”

[root@laaS—Host 1# curl -Ss $NETWORK/v2.0/ports/$PORT_ID -X PUT -H “X-Auth-Token: $0S_AUTH_TOKEN” -H
“Content-Type: application/json” =d ' {“port”: {”al lowed_address_pairs”: [{”ip_address”:

“0.0.0.0/17}, {"ip_address”: “128.0.0.0/1"}1}}' | ja .

[root@laaS-Host ]# PORT_ID="ManagementNetwork ®7k— k ID”

[root@laaS-Host ]# curl -Ss $NETWORK/v2.0/ports/$PORT_ID -X PUT -H “X-Auth-Token: $0S_AUTH_TOKEN” -H
“Content-Type: application/json” -d ' {“port”: {”al lowed_address_pairs”: [{”ip_address”:

70.0.0.0/17}, {"ip_address”: “128.0.0.0/1"}1}}" | jq .

6-1 : IPCOM VE2m LS primary AD)L—F4 > ] DR TE
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(2) LS secondary AOEE (K 6-2)

IR

[root@laaS-Host ]# PORT_ID="FrontNetwork ®K— k ID”

[root@laaS—Host 1# curl| -Ss $NETWORK/v2.0/ports/$PORT_ID —-X PUT -H “X-Auth-Token: $0S_AUTH_TOKEN” -H
“Content-Type: application/json” —d ' {“port”: {”allowed_address_pairs”: [{"ip_address”:

“0.0.0.0/17}, {"ip_address”: “128.0.0.0/1"}1}}' | ja .

[root@laaS-Host 1# PORT_ID="BackNetwork ®d7k— k ID”

[root@laaS—Host 1# curl| -Ss $NETWORK/v2.0/ports/$PORT_ID —-X PUT -H “X-Auth-Token: $0S_AUTH_TOKEN” -H
“Content-Type: application/json” —d ' {“port”: {”al lowed_address_pairs”: [{"ip_address”:

“0.0.0.0/17}, {"ip_address”: “128.0.0.0/17}1}}" | iq .

[root@laaS-Host ]# PORT_ID="ManagementNetwork ®7k— k ID”

[root@laaS-Host 1# curl -Ss $NETWORK/v2.0/ports/$PORT_ID -X PUT -H “X-Auth-Token: $0S_AUTH_TOKEN” -H
“Content-Type: application/json” -d ' {“port”: {"al lowed_address_pairs”: [{”ip_address”:

“0.0.0.0/17}, {"ip_address”: “128.0.0.0/17}1}}" | iq .

6-2 : IPCOM VE2m LS secondary ADIL—F4 > sFa] DERTE
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% 7 & [LS]IPCOM VE2m LS O#JHEAGETE

AET(E. IPCOM VE2m OIEAFETER, TTRICBROEECOVWTHRIALET .

7.1 RANRENZT—ROEE(LS primary)
LS primary ® IPCOM VE2m (CUE—RI>V-)ILOT A > %LU TRARNZENRT— REERTELET, (K 7-1)

TFIVFALAELEDRSD, admin I-HF—0D/SRAT— REEE(TE X 1)28 9 RHUTKEEW, 2, SMEEsR0
SHEF/ SR D — ROEHTERICRIBL TCEE L.

IR

ipcomit configure

ipcom(config)# load running-config
ipcom(edit)# user admin

ipcom (edit-user)# password “{EZE M password” %1
ipcom(edit-user)# exit

ipcom(edit)# hostname vipcom-pri vipcom—sco %2
ipcom(edit)# user-role remote

ipcom(edit-user-role)# match user admin %3

ipcom (edit-user-role)# exit

ipcom(edit)# commit force-update

Do you overwrite “running-config” by the current configuration? (y|[n]):y
Do you update “startup-config” for the restarting system? (y|[nl):y

X1 NRT—RIIEHEICHASNBEWXFIZHRELTLESL, @ XFUENDERFREFREE LE-XFIEH#
%)

X2 RAMRIIUTOIBETIEELTLEELY,
hostname “primary M7RR F&” “secondary MR +F&”

X3 NRT—FHEHBEL=6, adnin 2—H—0 remote 7V R ZHALET .

7-1 : IRANAEINADT—ROFETE(LS primary)
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[SSH 14l DEBE S

A ZAERHIRSTRORIEY —/)UZEHS IPCOM VE2m A SSH 041> %A CUVEIRE., A ABEFEICEUR
ABH—)UhS SSH 074> I 2EUTOISRFRNMENENE T ARG E. 0T > 2R Ae1-F -0l /1-H—
$/.ssh/known_hosts |OsZH® IP 7 RUA(RHITIE 192.168.100.10)DIT%2HIBRL TIZEL,

R

[root@mngvm kbuser]# ssh admin@192. 168. 100. 10
00000eeEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEREEEEEEEE

@ WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED! @
00000eeEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEREEEEEEEE

IT IS POSSIBLE THAT SOMEONE IS DOING SOMETHING NASTY!

Someone could be eavesdropping on you right now (man-in-the-middle attack)!
It is also possible that a host key has just been changed

The fingerprint for the RSA key sent by the remote host is
30:b6:0f:bd:04:d8:bd:7b:66:4¢c:38:9f:b8:d4:e9:e0.

Please contact your system administrator

Add correct host key in /root/.ssh/known_hosts to get rid of this message.
0ffending RSA key in /root/. ssh/known_hosts:3

RSA host key for 192.168.100. 10 has changed and you have requested strict checking
Host key verification failed

7-2 : AT REFEO SSH 0V 1> BFOBEEIE
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7.2 A2A—=J1—AETTRALEETE(LS primary)
LS primary @ IPCOM VE2m D4 >A—JI1—AETTRILDEREZITVE T, (K 7-3)

IX> R

vipcom-pri> admin
vipcom-pri#t configure
vipcom-pri (config)# load running-config

vipcom—pri (edit)# protect checksum-inspection disable X1

vipcom—pri (edit)# cluster mode primary

vipcom-pri (edit)# cluster id 1 X2

vipcom-pri (edit)# cluster secret—key vipcom *3

vipcom-pri (edit)# interface lan0.0

vipcom—-pri (edit-if)# ip address 192.168.100. 100 255. 255. 255. 0 x4

vipcom-pri (edit-if)# ip address primary 192.168.100. 10 X5

vipcom—pri (edit—if)# ip address secondary 192.168.100. 20 6

vipcom—pri (edit—if)# description IPCOM-VE2m-front-net X7

vipcom-pri (edit=if)# ip-routing

vipcom-pri (edit-if)# cluster sync-interface

vipcom-pri (edit=if)# cluster vrid 10 X8

vipcom—pri (edit—if)# exit

vipcom-pri (edit)# interface lan0.1

vipcom-pri (edit-if)# ip address 192.168.110. 100 255. 255. 255.0

vipcom-pri (edit-if)# ip address primary 192.168.110.10 X9

vipcom-pri (edit-if)# ip address secondary 192.168.110. 20 10
vipcom—pri (edit—if)# description IPCOM-VE2m-back-net 11
vipcom—pri (edit-if)# ip-routing

vipcom-pri (edit—if)# cluster sync-interface

vipcom—pri (edit=if)# cluster vrid 20 12
vipcom-pri (edit-if)# exit

vipcom-pri (edit)# interface lan0.2

vipcom—pri (edit—if)# ip address 192.168.120. 100 255. 255. 255. 0 13
vipcom—pri (edit—if)# ip address primary 192.168.120.10 14
vipcom-pri (edit-if)# ip address secondary 192.168.120. 20 15
vipcom—pri (edit-if)# description IPCOM-VE2m-management-net 16
vipcom-pri (edit-if)# ip-routing

vipcom-pri (edit—if)# cluster sync-interface

vipcom—pri (edit—if)# cluster vrid 30 17
vipcom-pri (edit-if)# exit

vipcom-pri (edit)# ip route 0.0.0.0/0 192.168.100.1 distance 2 %18

vipcom-pri (edit)# save startup-config

Do you overwrite “startup-config” by the current configuration? (y|[nl):y
vipcom-pri (edit)# reset

Restarting of the system disconnects all communications. Are you sure?(y|[n]):y

X1 Ty bOF v EITIHEEET [aaS ETIIFERALEVWTLESL, FPHELEBESEZ2BENHY F3,
%2 idl(Xprimary, secondary TREI— id #RZELTL LY,

%3 secret-key X primary. secondary CRI—DEZFHREL TS,

x4 KRIP7 RLREHRE

X5 laaS TEIZH Eht-primary ® FrontNetwork I IP 7 KLRZEHEELTLFEEW

X6 laaS TEIY Eh- secondary @ FrontNetwork I IP 7 FLRZHELTL &L

X1 FREAXDE=HEETT

%8 1an0.0 @ vrid (X primary. secondary TRILIEZHREL TLEELY,

X9 laaS TEIYH Sht-primary @ BackNetwork I IP 7 FLRAZHEELTL &

%10 laaS TE|Y S hf- secondary @ BackNetwork I IP 7 FLAZEIEELTL =&Y
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X1 FHEAXDI=HEETT

X%12 lan0.1 @ vrid [ primary, secondary TRILEZHRELTLEELY,

XKIBRRIP7 FLRERE

X14 1aaS TEIZ &t t-primary ® Management Network ] IP 7 FLRZIEELTL &L
%15 laaS TE|Y S hf- secondary M Management Network I [P 7 KLRZIEELTLEEW
X16 FHEAXDI=HEETT

%17 1an0.2 @ vrid & primary. secondary CRICEZHZREL TLEELY,

KB REIL—FDA B —T2—RETIHIET—F I AIZRELFET,

7-3 1 A2A=J1—AETURALERTE (LS primary)
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7.3 IRARBREINRT—ROFETE (LS secondary)
LS secondary ® IPCOM VE2m (CUE—RI>Y-=)I0J 1 2% U TRANGENAD - REETELET . (K 7-4)

IR R

ipcomit configure

ipcom(config)# load running-config

ipcom(edit)# user admin

ipcom(edit-user)# password “{EE D password” X1
ipcom (edit-user)# exit

ipcom(edit)# hostname vipcom—pri vipcom-sco X2
ipcom(edit)# user-role remote

ipcom (edit-user-role)# match user admin 3
ipcom(edit-user-role)# exit

ipcom(edit)# commit force-update

Do you overwrite “running-config” by the current configuration? (y|[n]):y

Do you update “startup-config” for the restarting system? (y|[n]):y

X1 NAT—RIIBEECHA EINEOWXFIERELTLEELD, @ XFUENODERFIEEZTRELE-XFIEH#
32)

X2 KRR MRAIZLUTOIEFBTREH LTS EZEILY,

%3 hostname “primary MR +&” “secondary DR 4"

¥4 INRAT—RZEHFELEO. adnin 2—H—0 remote 7o R EZHFILET,

7-4 : IRAN&EINAD—ROFETE(LS secondary)
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7.4 A2A5-J1—AETURALEEE(LS secondary)
LS secondary ® IPCOM VE2m DA >4 —J1—AETTRALDFHEZITVES . (B 7-5)

X R

vipcom-pri (edit)# protect checksum-inspection disable X1

vipcom-pri (edit)# cluster mode secondary

vipcom-pri (edit)# cluster id 1 2

vipcom—pri (edit)# cluster secret-key vipcom %3

vipcom-pri (edit)# interface lan0.0

vipcom-pri (edit-if)# ip address 192.168.100. 100 255. 255. 255. 0 X4

vipcom-pri (edit-if)# ip address primary 192. 168.100. 10 X5

vipcom-pri (edit-if)# ip address secondary 192.168.100. 20 X6

vipcom-pri (edit—if)# description IPCOM-VE2m—front—net x7

vipcom—pri (edit-if)# ip-routing

vipcom-pri (edit—if)# cluster sync-interface

vipcom—pri (edit-if)# cluster vrid 10 8

vipcom-pri (edit—if)# exit

vipcom-pri (edit)# interface lan0.1

vipcom-pri (edit-if)# ip address 192.168.110.100 255. 255. 255.0

vipcom—pri (edit—if)# ip address primary 192.168.110.10 X9

vipcom-pri (edit—if)# ip address secondary 192.168.110. 20 10
vipcom-pri (edit—if)# description IPCOM-VE2m-back-net *11
vipcom-pri (edit=if)# ip-routing

vipcom-pri (edit-if)# cluster sync-interface

vipcom—pri (edit-if)# cluster vrid 20 12
vipcom—pri (edit—if)# exit

vipcom-pri (edit)# interface lan0.2

vipcom-pri (edit=if)# ip address 192.168.120. 100 255. 255. 255. 0 13
vipcom-pri (edit-if)# ip address primary 192.168.120.10 14
vipcom—pri (edit—if)# ip address secondary 192.168.120. 20 15
vipcom—pri (edit-if)# description IPCOM-VE2m-management-net 16
vipcom—pri (edit-if)# ip-routing

vipcom-pri (edit-if)# cluster sync-interface

vipcom—pri (edit=if)# cluster vrid 30 17
vipcom-pri (edit-if)# exit

vipcom—pri (edit)# ip route 0.0.0.0/0 192.168.100. 1 distance 2 18
vipcom—pri (edit)# save startup-config

Do you overwrite “startup—config” by the current configuration? (y|[n]):y
vipcom-pri (edit)# reset

Restarting of the system disconnects all communications. Are you sure?(y|[n]):y

X1 Ty bOF v FIT58EEE laaS ETIIFERALBEVWTLESL, FHELEENEZZ5EN/HY FI,
%2 id(Eprimary, secondary THE— id Z&&FE L T ZELY,

%3 secret-key & primary. secondary TRI—DEZHREL T ELY,

4 RERIP7 RLRERTE

%5 laaS TE|YEht=primary @ FrontNetwork I IP 7 KLRAZHEELTL &
%6 laaS TE|Y I ht-secondary @ FrontNetwork I IP 7 KLRZIEELTLEEW
X1 HBAXDE=HEETT

%8 1an0.0 @ vrid (L primary. secondary TRILEZEHRELTLEELY,

X9 laaS TEIZH Eht-primary @ BackNetwork BID IP 7 FLRZHELTL &L
%10 TaaS TE|Y S f- secondary @ BackNetwork I IP 7 FLAEIRELTL &Y
X1 FHREAXDE=-HEETT,

%12 lan0.1 @ vrid (X primary. secondary TRILEZHRELTLEELY,
MIBKRRIPT7 RLREHRE
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¥14 laaS TE|K &St primary O Management Network 1D IP 7 RLRZIEELTL &L
%15 laaS TE|Y & ht- secondary M Management Network {8l IP 7 KL RAZIEELTL &L
X16 FHEAXD=HEETT

17 1an0.2 @ vrid (& primary, secondary TRILEZHRELTLEELY,

KB FEBIL—FDA 3= —RETIAIN M= D AIZRELET,

7-5 1 428-J1—-RETURALEETE(LS secondary)
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7.5 TURAGEREDHER
primary #/z(& secondary T IPCOM VE2m DIURILERENEUGEE CETVBINMERLET .
IPCOM VE2m (C SSH 074> L TIATFOIN>Y REELTL. M8/ — REIEUGEREL TV MERLET . (K 7-6)
XAVEZE(T primary/secondary EB5TEEMBAIAETY

IR R

vipcom-pri> admin
vipcom-pri#t show cluster

SITHERGI

MAC/IP Address Information:

[FEZEARA > K]

Interface MAC Address IP Address Local & Peer @ IP/MAC 7 KL AHIE L <
RESNTWVEIMNTHEELFE SN,

lan0. 0 Delegate 00:00:5e:00:01:0a 192.168.100. 100 RRENTVHNES, X2 UTFa4J0L

lan0. 0 Local fa:16:3e:d9:66:15 192.168.100. 10 —JOFET RRP(112) AFFRI SN T ULV

lan0. 0 Peer fa:16:3e:e0:8d:5b 192, 168.100. 20 WATREENHY FF, X2 VT4 TI—
THRELCHEESNTNSZ L& THERL

lan0. 1 Delegate 00:00:5e:00:01:14 192.168.110.100 EEl.

lan0. 1 Local fa:16:3e:b1:ac:f8 192. 168.200. 10

lan0. 1 Peer fa:16:3e:¢9:22:2e 192. 168. 200. 20

lan0. 2 Delegate 00:00:5e:00:01:1e 192.168.120. 100

lan0. 2 Local fa:16:3e:45:d0:c9 192.168.120.10

|an0. 2 Peer fa:16:3e:94:b9:aa 192.168.120. 20

7-6 : TURALERTE DHER
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£ 8 & [LS]IPCOM VE2m LS O FW HEEEDESTE

AZET(E IPCOM VE2m LS (ZH13D FW OsEFIEZERALET .

8.1 FW D&E
FW ZE%E 3 31z, primary fll IPCOM VE2m LS TIL—IUERRB LU > —J1—ANDI =)L EETEZITVET .
AREGTEHIT(E. FrontNetwork & BackNetwork (C http(80)-https(443)-dns(53)DsF 0], £fz BackNetwork 0
HEEDEBIROIEY —N\ZER I 318 icmp D5FE]. ManagemantNetwork (CIERFR{REY —/(hS0 SSH
POCADHHBILET

® primary {8 IPCOM VE2m T FW OJL—I)LZ/ERLET . (K] 8-1)

X R

vipcom-pri> admin

vipcom-pri# con

vipcom-pri (config)# load running—config

vipcom—pri (edit)# access—control default-deny>1

vipcom—pri (edit)# no access-control configuration 32

All the definitions for the access control map are deleted if the access control

rule is changed to enable. Are you sure?(y|[n]):y

vipcom—pri (edit)# class—-map match-any web-access 3

vipcom—pri (edit—cmap)# match destination-port 80/tcp

vipcom—pri (edit-cmap)# match destination-port 443/tcp

vipcom-pri (edit-cmap)# exit

vipcom-pri (edit)# class-map match-all ping-moniter 4

vipcom—pri (edit-cmap)# match icmp ping

vipcom—pri (edit-cmap)# exit

vipcom—pri (edit)# class—-map match-all dns—access 5

vipcom—pri (edit—cmap)# match destination-port 53/udp

vipcom-pri (edit-cmap)# exit
(
(
(
(
(
(
(
(

vipcom-pri (edit)# class-map match-all mng-access %6

vipcom-pri (edit—-cmap)# match destination-port 22/tcp

vipcom—pri (edit-cmap)# match source-address ip 192.168. 120. 30 7
vipcom—pri (edit-cmap)# exit

vipcom—pri (edit)# class—-map match-all webconsole-access %8
vipcom-pri (edit-cmap)# match destination-port 82/tcp

vipcom—pri (edit-cmap)# match source-address ip 192.168. 120. 30 39
vipcom-pri (edit-cmap)# exit

%1 rule ICERELEBEVWEDIELTHELET,

%2 access control rule ZH&IZLET,

%3 HTTP(80). HTTPS(443) #)L—ILICHEEL T,

x4 icmp(ping) ZIL—ILITIERE

%5 DNS(53) #)L—ILIZIEE

%6 RFAREHY—/ DD SSH7YEREHATDHESIL—ILICIEELET
%7 BSFAREY—/ D Management Network @ IP 7 FLRAZHEELET .
%8 IPCOM VE2m @ GUI 82 BER— M) ATV ERTHIL—ILERBELET,
%9 BRFARBY—/I\DLDTIEADAHFATLET,

8-1: FW IL—JL¥ERk
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@ 1ERULIZ FW DIL—)L 21 >9—TJ1—RIAEELFT . (K 8-2)

IR R

vipcom-pri (edit)# interface lan0.0

vipcom—-pri (edit-if)# rule access 100 in web-access accept audit-session-normal audit-match-normal
vipcom-pri (edit-if)# rule access 110 out web-access accept audit-session-normal audit-match-normal
vipcom—pri (edit—if)# rule access 120 out dns-access accept audit-session-normal audit-match-normal
vipcom—pri (edit-if)# exit

vipcom-pri (edit)# interface lan0.1

vipcom—-pri (edit-if)# rule access 100 in web-access accept audit-session-normal audit-match-normal
vipcom—-pri (edit-if)# rule access 110 out web-access accept audit-session-normal audit-match-normal
vipcom-pri (edit-if)# rule access 120 in dns—-access accept audit-session-normal audit-match-normal
vipcom—pri (edit—if)# rule access 130 out ping-moniter accept audit-session-normal audit-match-normal
vipcom—pri (edit-if)# exit

vipcom-pri (edit)# interface lan0.2

vipcom-pri (edit=if)# rule access 100 in mng-access accept audit-session-normal audit-match-normal

(
(
(

vipcom-pri (edit-if)# rule access 120 out any accept audit-session-normal audit-match-normal
vipcom—pri (edit—if)# exit

vipcom—pri (edit)# commit

Do you overwrite “running-config” by the current configuration? (y|[n]):y

Do you update “startup-config” for the restarting system? (y|[n]):n

vipcom-pri (edit)# exit

vipcom—pri (config)#exit

X1 A2 FD web 79w REFA

X2 TN TUEDweb 7R

X3 T hINDYU EADDNS 749t REFA]

X4 AN ED web 74U REFA]

X5 T hINDL KD web 7Y REFA]

X6 A 2N\ KD web 7 REFH

X1 7 kAU RO icmp (ping) Z 357

X8 BRSERAWREY—/AHN50) SSH 79 & XEFA]
X9 BESFAREY—/3Hh 5D WebConsole (82) 8571
¥10 7 kY RIZLTHA

X1
X2
%3

X4
D3
X6
X7

%8

vipcom—pri (edit-if)# rule access 110 in webconsole—-access accept audit-session-normal audit-match-normal %9

*10

8-2 : FW L—)l%&A >4 —-J1—A(SEA
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8.2 FW Di%xE%Z secondary (C[FEA
primary Ts&EULRI>J14% secondary [CEEALE T, (K 8-3)

IX> R

vipcom-pri#t sync cluster primary—-to—secondary

This System: primary

primary (2017/01/25(Wed) 16:44:42) —> secondary (2017/01/24 (Tue) 18:27:11)
Are you sure? (y|[nl):y

8-3 : FW D% E%Z secondary (C[EIHA
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£ OE [LSIEm)AEEEDRTE

AET(E. IPCOM VE2m D& D EMEEE DR EFIEZRBALEY

9.1 BfEEMEEEDEE (LS primary)
primary fi] IPCOM VE2m LS T&REDEUL—IVZERRLET

secondary Il IPCOM VE2m LS OB EMLEEERTE (L. REDFIEA T secondary AQRHAICEDITOHNE T,

O BREIDEHEREDIL—ILEFRELFT . primary @ IPCOM VE2m TR T 2L TS0, (1 9-1)
IR

vipcom-pri#t config
vipcom—pri (config)# load running—config

vipcom—pri (edit)# slb real-server web-serverl X1

vipcom—pri (edit-slb-real)# distribution-address 192.168. 110. 30 %2

vipcom-pri (edit-slb-real)# exit

vipcom—pri (edit)# slb real-server web—server2 X3

vipcom—pri (edit-slb-real)# distribution-address 192.168. 110. 40 X4
(

vipcom-pri (edit-slb-real)# exit

X1 BRIBRDEHEE LTI, web-server! DA IFIEEDLHI T,
%2 WebServer1 @ BackNetwork I IP 7 FLRZIBE L TSN,
X3 AR RNEIEE LTI, web-server2 DA IFEEDZHITT ,
¢4 WebServer2 @ BackNetwork lD IP 7 KL RAZIEELTLEELY,

9-1: BENEROE R

Q@ BEREDEHEEEDIL—IV(HTTP)Z:RELE I . primary @ IPCOM VE2m LS T T =ML TZEW, ([ 9-

2)
IR
vipcom-pri (edit)# slb-rule 100
vipcom—pri (edit-slb-rule)# virtual-server 192.168.100. 200 80/tcp X1
vipcom—pri (edit-slb-rule)# transit-mode round-trip
vipcom—pri (edit-slb-rule)# transfer-mode ip—address
vipcom—pri (edit-slb-rule)# distribution-rule 100 X2
vipcom-pri (edit-dist-rule)# class—-map any
vipcom-pri (edit-dist-rule)# distribution-mode round-robin %3

vipcom-pri (edit-dist-rule)# persistence mode http-session cookie ipcom
vipcom-pri (edit-dist-rule)# persistence guarantee-time 180

vipcom-pri (edit-dist-rule)# persistence cookie—-mode persistent—cookie 1800
vipcom—pri (edit-dist-rule)# monitor level application

vipcom—pri (edit-dist-rule)# monitor level ping X4
vipcom—pri (edit-dist-rule)# monitor check-interval 60

vipcom-pri (edit-dist-rule)# monitor check—timeout 10000

vipcom-pri (edit-dist-rule)# real-server web-serveri X5
vipcom-pri (edit-dist-rule-real)# port-map virtual 80 real 80 X6
vipcom-pri (edit-dist-rule-real)# exit

vipcom-pri (edit-dist-rule)# real-server web-server?2 X7
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vipcom-pri (edit-dist-rule-real)# port-map virtual 80 real 80
vipcom-pri (edit-dist-rule-real)# exit

vipcom—-pri (edit-dist-rule)# exit

vipcom-pri (edit-slb-rule)# exit

X1 BEoHAOREIP7FLRERZLEFT ., RREF TIL FrontNetwork AD IP 7 FLRAZFHRELE T,

%2 IDIFEEDOHIETT,

X3 AHBREHITE., BFIEALIEISHY KOEVTHRELES,

¥4 AEHTIEping ITLBY—NERERELET, ping DFRETRET T r—2avDFIUEMIEINGENH,
BEBODVATLIZEHODET, ANLAFIVIDIL—ILERELTLEZL,

X5 BROHMBREOTHRE L-ATIENERERELET.

X6 HTTP(80) #ZIT1-15&. TDEFEHITP THELZET,

X1 AEOMEEOTCHRELEATOBERERELET,

9-2 : BENERIRI-IOEER(HTTP)

Q) BFEDEHEEEDIL—IL(HTTPS) 28 FELET . primary ® IPCOM VE2m T F&EREL TZEW, (B 9-3)

el

edit)# slb-rule 200ipcom-pri (edit)# slb-rule 200

edit-slb-rule)# virtual-server 192.168.100.200 443/tcp X1
edit-slb-rule)# transit-mode round-trip

edit-slb-rule)# transfer-mode ip—address

edit-slb-rule)# distribution-rule 100 X2
edit-dist-rule)# class-map any

edit-dist-rule)# distribution-mode round-robin %3
edit-dist-rule)# persistence mode node

edit-dist-rule)# persistence guarantee-time 180

edit-dist-rule)# persistence cookie-mode persistent-cookie 1800
edit-dist-rule)# monitor level application

edit-dist-rule)# monitor level ping X4
edit-dist-rule)# monitor check-interval 60

edit-dist-rule)# monitor check-timeout 10000

edit-dist-rule)# real-server web-serverl b
edit-dist-rule-real)# port-map virtual 443 real 443 6
edit-dist-rule-real)# exit

edit-dist-rule)# real-server web-server?2 X7
edit-dist-rule-real)# port-map virtual 443 real 443
edit-dist-rule-real) exit

edit-dist-rule)# exit

edit-slb-rule)# exit

Vipcom-pr i
Vipcom-pr i
Vipcom-pr i
Vipcom-pr i
Vipcom-pr i
Vipcom-pr i
Vipcom-pr i
Vipcom-pr i
Vipcom-pr i
Vipcom-pr i
vipcom-pr i
vipcom-pr i
vipcom-pr i
vipcom-pr i
vipcom-pr i
vipcom-pr i
vipcom-pr i
vipcom-pr i
vipcom-pr i
vipcom-pr i
Vipcom-pr i
vipcom-pr i

o~~~ o~~~ o~~~ o~~~ o~~~ o~~~ o~~~ o~

X1 BROMAOKRE IP7 FLREERE LET ., REREMF TIE FrontNetwork AD IP 7 FLRZERBELE T,
X2 IDIFEEOHIETT,

X3 AHZEHTIX, AESEARIEISHVROECTHRELED,

X4 ping ICKBERETVET,

X5 AMOMREDOTCHRELE-AFTIMARERELET,

X6 HTTPS(443) =2 IT1=ZE. TDOEFEHITPS THEMLET,

X1 AROMEEOTCHRELEATSBEREREELET,

9-3 BENEHFRI—ILOBLR(HTTPS)
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% 10 & [LS]IPCOM VE2m LS 04t ER@{EssE

AET(E, IPCOM VE2m LS HMEBLIBIE S BTeshCiERFEE(CDOWVWTERBALE T,

10.1 4 ERE{S5%TE/secondary A LB & EDEIHER
primary TZH885E DNS H—/{D5%E NAT DFEEZITV. CCETCDRTEZ secondary BICEHALE T, (K 10-1)

N>R

vipcom-pri (edit)# dns—server primary ipv4 133.162.193.9 X1
vipcom—pri (edit)# dns-server secondary ipv4 133.162.193. 10 X1
vipcom—pri (edit)# class-map match-all web-server 2

vipcom-pri (edit-cmap)# match source-address ip 192. 168. 110.0/24 %3
vipcom-pri (edit—-cmap)# exit

vipcom—pri (edit)# class-map match-all get-metadata X4
vipcom-pri (edit-cmap)# match source-address ip 192. 168. 110.0/24 X5
vipcom—pri (edit—-cmap)# match destination-address ip 169.254. 169. 254 6
vipcom—pri (edit-cmap)# exit

vipcom-pri (edit)# interface lan0.0

vipcom-pri (edit=if)# rule src-napt 10 ipv4 web-server to 192.168.100. 200 10000-20000 37
vipcom-pri (edit=if)# rule no-src-nat get-metadata X8
vipcom-pri (edit—if)# exit

vipcom—pri (edit)# commit

Do you overwrite “running-config” by the current configuration? (y|[n]):y

Do you update “startup-config” for the restarting system? (y|[nl):y

vipcom-pri (edit)# exit

vipcom—pri (config)# exit

vipcom-pri# sync cluster primary-to-secondary 9
This System: primary

primary (2017/01/25(Wed) 16:44:42) -> secondary (2017/01/24 (Tue) 18:27:11)

Are you sure? (y|[nl):y

X1 BEREMNSH—NDT7 KLRAZEELET,
X2 NATOXRREGBTIL—TERELET,
%3 BackNetwork O NW 7 KL R ZHELET,
X4 AR T—HBMBOBRNAELLTSERETT,
35 BackNetwork D NW 7 KL RZHELET,
X6 ARAT—RTOFXFTOT FLR(169.254.169. 254) #H_EL TL S,
T HEMERT HT-OIZTSRC-NAPT R ELFET. FRLRIIEEIP 7 FLRZHBELET,
X8 ART—RBEDLOICNAT ZMRLET ., XEEZTHLEVIEE, BackNetwork [CFIE T 2 REY—/\HF—R7
DEBEETZHLLLEEEH. BDTHRELTLLESL,
X9 primary A5 secondary [CaV T4 U ERRILES,
10-1 : AMERIB{SE%TE/secondary AD LB (& EDEIHA
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10.2 IPCOM VE2m LS O& MR IP (LT 25— R— NefERk
R IP KOS MR TRIORAEY — /N TEAINBRVES(CIZ—R— MAERRLE T . (K 10-2)

IR R

[root@laaS—Host ]# PORT_NAME=FrontSharelP

[root@laaS—Host ]# NETWORK_ID="FrontNetwork & ID”

[root@laaS-Host ]# SUBNET_ID="FrontNetwork @+ J 4 k ID”

[root@laaS-Host 1# FIXED_IP_ADDRESS=192. 168. 100. 100 X1

[root@laaS-Host 1# SG_ID=" TSecurityGroup M{ERK] THERL L 1= SecuriryGroup”

[root@laaS-Host 1# AZ="1PCOM VE2m HA\ER{i St TUL 3 AZ”

[root@laaS—Host 1# curl| -Ss $NETWORK/v2.0/ports —X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type:
application/json” -d ' {"port”: {"network_id”: “ $NETWORK_ID'”, “name”: “ $PORT_NAME’ ”, “availability zone”:
" $AZ 7, “fixed_ips”: [{"subnet_id”: “ $SUBNET_ID'“, “ip_address”: “ $FIXED_IP_ADDRESS “}1,
“security_groups”: [ $SG_ID' 11} | ja .

[root@laaS-Host 1# PORT_NAME=BackSharelP

[root@laaS-Host ]# NETWORK_ID="BackNetwork & ID”

[root@laaS-Host ]# SUBNET_ID="BackNetwork M+ J# k ID”

[root@laaS-Host ]# FIXED_IP_ADDRESS=192.168. 110. 100 X2

[root@laaS-Host 1# SG_ID=" TSecurityGroup M{ER] THER L 7= SecuriryGroup”

[root@laaS-Host J# AZ="1PCOM VE2m HA\ER{ St TUL 3 AZ”

[root@laaS-Host 1# curl -Ss $NETWORK/v2.0/ports -X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type:
application/json” -d ' {"port”: {"network_id”: “" $NETWORK_ID'”, “name”: "’ $PORT_NAME' ”, “availability_zone”:
" $AZ 7, “fixed_ips”: [{“subnet_id”: “ $SUBNET_ID'“, “ip_address”: “ $FIXED_IP_ADDRESS “}1,
“security_groups”: [“"$SG_ID’ “1}}" | ia .

[root@laaS-Host 1# PORT_NAME=ManagementSharelP

[root@laaS—Host ]# NETWORK_ID="managementNetwork @ ID”

[root@laaS-Host 1# SUBNET ID="ManagementNetwork M+ 7= k ID”

[root@laaS-Host 1]# FIXED_IP_ADDRESS=192.168. 120. 100 %3

[root@laaS-Host 1# SG_ID=" TSecurityGroup M {ER] THER L 1= SecuriryGroup”

[root@laaS-Host 1# AZ="IPCOM VE2m AEZfE = TULV5 AZ”

[root@laaS—Host ]# curl -Ss $NETWORK/v2.0/ports —-X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type:
application/json” -d ' {"port”: {"network_id”: “ $NETWORK_ID'“, “name”: “’ $PORT_NAME' ”, “availability_zone”:
" $AZ 7, “fixed_ips”: [{“subnet_id”: “ $SUBNET_ID'”, “ip_address”: " $FIXED_IP_ADDRESS “}],
“security_groups”: [7 $SG_ID' 11} | Ja .

%1 FrontNetwork {81 IPCOM VE2m dHRER IP 7 KL X
32 BackNetwork {81 IPCOM VE2m DXFER IP 7 KL X
%3 FrontNetwork {810 IPCOM VE2m &R IP 7 KL X

10-2 : IPCOM VE2m LS ORI IP (W5 BH I —R— MetERk
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10.3 X957 —5BIEFADEE
XG5 —H({RAEY — N DR TEREF —5) % BackNetwork (CFRB 3 BRAEY —) NBMS T 3 L5(CRERITVET .

ERERITHRVMEE. RIEY - NI T 2F—RT7IBEIHROBEFORA NZIBIROEEN TERV, T AR TEE L
TLIZ& L,

IRIBIV—HCRITAYIN—TFTA T ZEBILES . U T OREZITIHEDERITHZRLES . (K 10-3)
ATV =T 1> DFRTE(L. BackNetwork h'& 33y hI—40 CIDR 2 FOL3(C 2 BT TEREL THREL,

(E1741]
1 DEO destnation : 192.168.110.0/25 X AT —AEEUS I 2AREY — )\ PrE I 38 TRy
(AE&TEHIT(L BackNetwork @ CIDR DETH)

1 DBE® nexthop :192.168.100.100 %IPCOM VE2m LS @ FrontNetwork BIDZE IP 7RL- X

2 DE® destnation : 192.168.110.128/25 X X457 —4%EU593{REBY—)IKNFiE 925 Txwh
(AEEEFIT(E BackNetwork ® CIDR D)
2 DE® nexthop :192.168.100.100 %IPCOM VE2m LS @ FrontNetwork BIDZE IP 7RL- X

N> R4l

ROUTER_ID=6T642eb8-20d5-412¢-9973-¢53246b85bc6

ROUTES={¥"nexthop¥”:¥7192. 168. 100. 100¥", ¥"destination¥”:¥"192. 168. 110. 0/25¥%"}, {¥"nexthop¥”:¥"192. 168. 100. 10
0¥” ¥”destination¥”:¥"192. 168. 110. 128/25¥"}

$ curl -Ss $NETWORK/v2.0/routers/$ROUTER_ID -X PUT -H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type:
application/json” -d ' {“router”: { “routes”: [ $ROUTES' ] }}’

SEATHEERABY

{“router”: {"status”:”“ACTIVE”, “external_gateway_info”:null, “name”:“endrouter”, “admin_state_up”:true, “tenant_
id”:"384c0ee784814421998b42fa8394865", “routes”: [ {“nexthop”:“192. 168. 100. 100", “destination”:"192. 168. 110. 0/
25"}, {"nexthop”:”192. 168. 100. 100", “destination”:"192. 168. 110. 128/25"}1, “id": "6f642eb8-20d5-412¢-9973-
¢53246b85bc6”, “availability_zone”:” jp—east-1a"}}

10-3 : X7 BIERDRTE

- 77 -



10.4 RAEIL—HD FW JL—ILDETE
ARFEEHTE AR D FW IL—)UEE 10-4 (CRUZESDEETEL TS,

Internet

FrontNetwork BackNetwork ManagementNetwork
192.168.100.0/24 192.168.110.0/24 192.168.120.0/24

IPCOM VE2m
primary WebServerl

IPCOM VE2m
secondary

® ABTORIBIL—IOFWIHL FOLSCHELET. \
@ BackNetworkA\ 1 >4—J1—Z(Emetadata SO+ L OBIEDEHIERLHZE T I, A TIHBEEATHA L.

ETOEEERLIT .
* )” ObLEHTTP, HTTPS, DNSIBEDHETAIL, ENUSNIERILE T,
e e O g P
Deny 192.168.110.0/24 any
Deny = 192.168.110.0/24 = any
Allow = = 53 udp |
Allow = = 80 tcp
Allow = 443 tcp
Deny = = = any
® FWONETAETaasS #aESIAE |8 LU TIaas APIVIPL Y A &S RBLTIZEL . /

X 10-4 : [aaS EOARIEIL—HD FW JL—)LFETEH
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10.5 WebServer OF JA)L NF—NJIIAESTE
BackNetwork YTy DIL—F1> ) 1E#RZZEL. T IAI N —J1A(% IPCOM VE2m LS (CZZEULZET,
(B 10-5)

IR R

[root@laaS-Host ]# SUBNET_ID="BackNetwork M+ J =+ k ID”

[root@laaS—Host 1# HOST_ROUTES={¥"nexthop¥”:¥7192.168. 110. 100 (IPCOM VE2m ) BackNetwork {4tz

IP)¥”, ¥"destination¥”:¥70.0.0.0/0¥"}

[root@laaS-Host 1# curl -Ss $NETWORK/v2.0/subnets/$SUBNET_ID -X PUT -H “X-Auth-Token: $0S_AUTH_TOKEN” -H
“Content-Type: application/json” -d ' {“subnet”: { “host_routes”: [ $HOST_ROUTES ] }}’

HTTP/1.1 200 Connection established

HTTP/1.1 200 OK

X-Fcx-Endpoint-Request: EXECUTED_REQ000104230_200
Date: Mon, 27 Feb 2017 04:27:16 GMT

Server: Apache

x—openstack-request-id: regq-8bc1ffa3-f617-4143-bdb8-b34dae741354
Cache-Control: no-cache

X-Request-1d: 90a0480d-e7e5-4bd7-8632-e4b405387e5b
X-Runtime: 0.352000

Connection: close

Content-Type: application/json;charset=UTF-8
Content-Length: 496

{”subnet”: {"name”: “BackBackNetwork”, “enable_dhcp”:true, “network_id”:”702ae944-a86c—-4de7-b966—
d4275¢052bba”, “tenant_id”: “aba7fe34a4e6447d8487ea8225db64c4”, “dns_nameservers”:[], “al location_pools”:[{"sta
rt”:7192.168.110. 27, “end”:”192. 168. 110. 254"} ], “host_routes”: [{"nexthop”:”192. 168. 110. 100", “destination”:”0
0.0.0/07}1, “ip_version”:4, “gateway_ip”:”192.168.110. 17, “cidr”:7192. 168. 110. 0/24”, " id” : "0a055929-5176-4e2a-
9903-29¢89d1c812¢”, “avai labil ity_zone”:” jp—east-1a"}}

10-5 : WebServer OF7 Il NF—NIIA/%TE
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% 11& [SC]IPCOM VE2m SC O#IHAEE

AETIE, IPCOM VE2m SC OFJERERE(COVTERBALE T,

11.1 KRANZENRT—ROETE(SC)
IPCOM VE2m SC ([CUE—RI>VY-)IOT A > %L TRARNGEN AT - REETELE T, (K 11-1)
NXAGRTELIPF (& SSH TOJA U, BIETEET,

IR

ipcomit configure

ipcom(config)# load running-config

ipcom(edit)# user admin

ipcom (edit-user)# password “{EZE M password” %1
ipcom(edit-user)# exit

ipcom(edit)# hostname vipcom-sc X2
ipcom(edit)# user-role remote

ipcom(edit-user-role)# match user admin %3
ipcom (edit-user-role)# exit

ipcom(edit)# commit force-update

Do you overwrite “running-config” by the current configuration? (y|[n]):y

Do you update “startup-config” for the restarting system? (y|[nl):y
vipcom-sc(edit)# exit

vipcom-sc (config)# exit

X1 NRT—FIEEICHISABOVFIZRELTLESL, @ XFEUENOERFIREZTEE LI-XFI£H#
32)

X2 KRR FRIFEETT,

X3 NAT—RZH/ELEEOH. adnin 22— —0 remote 7o &R EZHFALET,

11-1 : RANZE/ ST — ROEE(SC)
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11.2 A>9-J1—ZZ&E(SC)
IPCOM VE2m SC 04 >9—J1—ADRERITVET, (K 11-2)

IX> R

vipcom-sc> admin
vipcom-sc#t configure
vipcom-sc (config)# load running-config

vipcom-sc(edit)# protect checksum-inspection disable X1
vipcom-sc(edit)# interface lan0.0

vipcom-sc(edit-if)# ip address 192.168. 100. 30 255. 255.255.0 X2
vipcom-sc (edit—if)# description IPCOM-VE2m-SC—front-net 3
vipcom-sc (edit-if)# exit

vipcom-sc (edit)# interface lan0. 1

vipcom-sc(edit-if)# ip address 192.168. 120. 30 255. 255.255.0 X4
vipcom-sc (edit-if)# description IPCOM-VE2m-SC-management-net %5
vipcom-sc (edit-if)# exit

vipcom-sc(edit)# ip route 0.0.0.0/0 192.168.100.1 distance 2 6

vipcom-sc (edit)# commit
Do you overwrite “running-config” by the current configuration? (y|[n]):y
Do you update “startup-config” for the restarting system? (y|[n]):y

X1 N7y bDOF v ET58EEE laaS ETIHERALAEWVWTLEESL, FTHELBENRIGE/HY ET,
X2 laaS TEIH &M 7= FrontNetwork BID IP 7 KLRZHELTLFE &N

X3 HEAXO-HEETT

X4 laaS TEIY &t - ManagementNetwork 1D IP 7 FLRAZIEFELTLE &L

Xb HBAXDEHEETT,

6 REL—FDA =T —RETIAHILIETF— O AIZERELET,

11-2 : RANZEZT— ROIEE(SC)
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% 12 & [SC]IPCOM VE2m SC O F WHEREDFSTE

AETIE, IPCOM VE2m SC (CH1FD FW D8 EFIEZERPALET .

12.1 IPCOM VE2m SC FW DEE
FW ZERE IS, IPCOM VE2m SC T —IUERSE LU > —I1—ANDI =)L EEEZITVE T,

AREETERFIT(E. FrontNetwork (C dns(53)D5F 1], ManagemantNetwork (C(3R<FRREY —/IHh5D SSH.

WebConsole 77t ADHFEIUET .

® IPCOM VE2m SC T FW DJL—JLEFERRLET . (2 12-1)

el

vipcom-sc> admin

vipcom-sc# con

vipcom-sc (config)# load running-config

vipcom-sc(edit)# access—control default-deny X1
vipcom-sc (edit)# no access—control configuration 2

Are you sure?(y|[n]):y

vipcom-sc(edit)# class-map match-any dns—access %3
vipcom-sc (edit—cmap)# match destination-port 53/udp

vipcom-sc (edit-cmap)# match destination-port 53/tcp

vipcom-sc (edit-cmap)# exit

vipcom-sc (edit)# class-map match-al| mng-access x4
vipcom-sc (edit-cmap)# match destination-port 22/tcp

vipcom-sc (edit—cmap) # match source-address ip 192.168. 120. 30

vipcom-sc (edit-cmap) # exit

vipcom-sc(edit)# class-map match-al| webconsole-access X5
vipcom-sc (edit-cmap)# match destination-port 82/tcp

vipcom-sc (edit—cmap) # match source-address ip 192.168.120. 30

vipcom-sc (edit—-cmap)# exit

vipcom-sc (edit)#

N~ o~~~ o~~~ o~ o~~~

X1 rule IZTRELEVEDIEETHELES,

X2 access control rule #A®IZLET,

%3 DNS(53) #IL—ILIZIRE

X4 BFRERES—/I DS DHSSHT I ERZHATDHESIL—ILICEEELET

X5 JREAREY—/AHNDSDOH IPCOM VE2m D GUI (82 BFrR— M) ATV RHFRITHIL—ILEIEELET,

All the definitions for the access control map are deleted if the access control rule is changed to enable

12-1 : IPCOM VE2m SC FW JL—=)LODYERL
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@ AERULIZ FW DLV Z2A>H—J1—RAHEELFT . (K 12-2)

IR

X1
X2
%3
X4
X5

vipcom-sc (edit)# interface lan0.0

vipcom-sc (edit-if)# rule access 100 in dns—access accept audit—session-normal audit-match-normal X1
vipcom-sc (edit-if)# rule access 110 out dns-access accept audit-session-normal audit-match-normal X2
vipcom-sc (edit-if)# exit

vipcom-sc (edit)# interface lan0. 1

vipcom-sc (edit-if)# rule access 100 in mng—access accept audit—session-normal audit-match-normal *3
vipcom-sc (edit-if)# rule access 110 in webconsole-access accept audit-session-normal audit-match-normal ¢4
vipcom-sc (edit-if)# rule access 120 out any accept audit-session-normal audit-match-normal X5
vipcom-sc (edit-if)# exit

vipcom-sc (edit)# commit

Do you overwrite “running-config” by the current configuration? (y|[n]):y

Do you update “startup-config” for the restarting system? (y|[nl):y

AN FD web 74 1 REFA]

T RN KD web 74 R
RTFAREY—N\H 5D SSH T U = X5
R=FRREY—/\H 5 D WebConsole (82) EFal
T hIADY RIFETHA

12-2 : IPCOM VE2m SC FW JL—=)L%&A>45—J1—AISEF
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% 13 & [SC]IPCOM VE2m SC 0 DNS H&BEDESTE

AET(F, IPCOM VE2m SC (Z851F5 DNS HEEDFREFIRZERALE T .

13.1 DNS O&7E
DNS %ZE&E I fz8h. IPCOM VE2m SC T DNS Y—-2¢L1—-ROFEEZITVET . ABIT(Eipcom-ve2m.com &L
SZFIDY—%ERRLTHENET . (K 13-1)

IR Rl

vipcom-sc> admin

vipcom-sc# con

vipcom-sc (config)# load running-config
vipcom-sc (edit)# dns-server—config

vipcom-sc (edit-dns—server)# zone ipcom-VE2m. com X1
Register new zone. OK?([yl|n):y

vipcom-sc (edit-dns—server—zone)# type master X2
vipcom-sc (edit-dns—server—zone)# soa-data all 20170427 10800 3600 604800 86400 600 master ipcom-VE2m. com. $¢3
vipcom-sc (edit-dns-server-zone)# host dns NS X4
vipcom-sc (edit-dns-server-zone) #f name-server dns X4
vipcom-sc (edit-dns—server—zone) # host—ip—address dns 192. 168. 100. 30 %5
vipcom-sc (edit-dns—server—zone) # host webserver A 6
vipcom-sc (edit-dns—server—zone) # host—ip-address webserver 192.168. 100. 200 37
vipcom-sc (edit-dns-server-zone) # exit

vipcom-sc (edit-dns-server)# exit

vipcom-sc (edit)# commit
Do you overwrite “running-config” by the current configuration? (y|[n]):y
Do you update “startup-config” for the restarting system? (y|[nl):y

X1 DNS DY —2ZEELET, SEIE MNipcom-VE2m. com] EWLWSERIDY—VEFERLET,

X2 IRZ—MDNS & LTEERLET,

X3 SOAZERELFET UNTA—FEFHMIEIPCOM DT Fx =27 ILEHR),

X4 NamaServer *E&ELET,

%5 DNS BEDRRIRRIL—ILEEEZLET . KFITILSC D FrontNetwork DA >4 —T z—REH/ELET,
X6 WebServer DA La—KEE&ZLET,

X7 AHITIE IPCOM VE2m LS DRI IP 7 FLRAFHELEF T,

13-1: IPCOM VE2m SC DNS Y —/)\D:%E
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% 14 & [LS/SC]IPCOM VE2m ODEFRIRIE

14.1 [LS]IPCOM VE2m LS O{RA8 IP 7 RLZIHO—/UL IP 7RL R %E]Y
IPCOM VE2m LS O{RAE IP 7RLZ(CHO—/UL IP 7RLZ%EI XL, IPCOM VE2m LS OER%RIIALET . (K
14-1)

IR

[root@laaS—Host 1# PORT_NAME=ipcom_ve2m_virtual_server

[root@laaS-Host 1# NETWORK_ID="FrontNetwork & ID”

[root@laaS-Host 1# SUBNET_ID="FrontNetwork @+ J % k ID”

[root@laaS-Host 1# FIXED_IP_ADDRESS=192.168. 100. 200 X1
[root@laaS-Host 1# SG_ID=" TSecurityGroup M{ERK] THERL L 1= SecuriryGroupID”
[root@laaS—Host 1# AZ="1PCOM VE2m M ER{E =N TL 3 AZ”

# R IP7 KL X (virtualserver O7FR— kD7 FLR)DH I —R— FZ4ERL

[root@laaS-Host 1# curl -Ss $NETWORK/v2.0/ports -X POST -H “X-Auth-Token: $0S_AUTH_TOKEN” -H “Content-Type:
application/json” -d ' {"port”: {"network_id”: ” $NETWORK_ID'”, “name”: "’ $PORT_NAME' ”, “availability_zone”:
" $AZ 7, “fixed_ips”: [{"subnet_id”: ” $SUBNET_ID'”, “ip_address”: " $FIXED_IP_ADDRESS' “}]
“security_groups”: [” $SG_ID'“1}}" | iq .

# ERLT=/R— bk (virtualserver ®7R— kD7 FLR)IZHE—/NJL IP 7 FLRZEY

[root@laaS-Host ]# NETWORK_ID="ext-network & ID”

[root@laaS-Host 1# VM_PORT_ID="$7#84ER L =7/K— +® ID”

[root@laaS—Host 1# AZ="1PCOM VE2m M ER{E =N TL 3 AZ”

curl -Ss $NETWORK/v2.0/floatingips —-X POST -H “X-Auth-Token:$0S_AUTH_TOKEN” -H “Content-
Type:application/json” —d ' {"floatingip”: {"floating_network_id”:”" $NETWORK_ID' ”, “port_id”:"”" $VM_PORT_ID ”,
“availability_zone”: " $AZ "}} | Ja .

N ERBRTEESTETH., WebServer DSIBEDNS H—/NOTFT ITA I CF— bz A DERFE(CK) FHEREL, 18—y b
MO a—NWIPF7RLRIZZIERAL, BEEHEALTLSDREFET T,

X1 TERPBHEEDRTE] CEELE-AFSHAOEREIP7RFLR
%2 WebServer T 74 JIL b5 — k™9 = A (& IPCOM VE2m ) BackNetwork BIDHKER IP ZIEEL TLEELY,

14-1 : IPCOM VE2m LS OARA8 IP 7 RL-Z(CFO—/VL IP PRLA%EIH
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14.2 [SC]IPCOM VE2m SC @ FrontNetwork 0 IP 7 RLZA(ZFO—)L IP 7 RL A% E| 2
IaaS R—%)L T IPCOM VE2m SC @ FrontNetwork flld IP 7 RLZ(ZF0—-/VL IP 7 RLZA%E| 2L, IPCOM
VE2m SC O:ER%RIALET . (K 14-2)

==

=
240L45— ] 4 1-2{F/2 % s M
: R I-TEE
H-b Ry LD PFEVA J0—10uP i PR
1a4c809c-Ted1-4edc.., ManagementMetwark 192.168.120.5 iprom-va2-  AO—U)LIPE| LiEEE

b0BAc0B6-9892-42¢a... FrontMetwork 192.168.100.5 ipcom-va2-5G

14-2 : IPCOM VE2m SC ® FrontNetwork I IP 7RLZICFO—/UL IP PRL A% EIH
M ETAEBCETDBASHIOHAEHE T T,

- 86 -



{38 A : [EREZEHI]IPCOM VE2m LS O running-config

AZEDOFECRVEREZITORIBED LS OI>J44 (running-config V> REITHER ) 2L FICRUET .
X running-config ¥ ROEME IPCOM EX2 S)—XIYY RUTFL O ZHA RETSIBEE,

running-config I¥> ROEITHER

dns-server primary ipv4 133.162.193.9
dns-server secondary ipv4 133.162.193.10
hostname vipcom-pri vipcom-sco

fixup protocol dns 53/udp

fixup protocol ftp 21/tcp

fixup protocol http 80-83/tcp

fixup protocol http 8080-8083/tcp

fixup protocol https 443/tcp

cluster mode primary

cluster id 1

cluster secret-key vipcom

access-control default-deny

access-control audit session-normal match-normal
protect checksum-inspection disable
interface lan0.0

ip address 192.168.100.100 255.255.255.0

ip address primary 192.168.100.10

ip address secondary 192.168.100.20

description IPCOM-VE2m-front-net

ip-routing

rule src-napt 10 ipv4 web-server to 192.168.100.200 10000-20000

rule no-src-nat get-metadata

rule access 100 in web-access accept audit-session-normal audit-match-normal
rule access 110 out web-access accept audit-session-normal audit-match-normal
rule access 120 out dns-access accept audit-session-normal audit-match-normal
cluster sync-interface

cluster vrid 10

interface lan0.1

ip address 192.168.110.100 255.255.255.0

ip address primary 192.168.110.10

ip address secondary 192.168.110.20

description IPCOM-VE2m-back-net

ip-routing

rule access 100 in web-access accept audit-session-normal audit-match-normal
rule access 110 out web-access accept audit-session-normal audit-match-normal
rule access 120 in dns-access accept audit-session-normal audit-match-normal
rule access 130 out ping-moniter accept audit-session-normal audit-match-normal
cluster sync-interface

cluster vrid 20
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interface lan0.2
ip address 192.168.120.100 255.255.255.0
ip address primary 192.168.120.10
ip address secondary 192.168.120.20
description IPCOM-VE2m-management-net
ip-routing
rule access 100 in mng-access accept audit-session-normal audit-match-normal
rule access 110 in webconsole-access accept audit-session-normal audit-match-normal
rule access 120 out any accept audit-session-normal audit-match-normal
cluster sync-interface
cluster vrid 30
!
ip route 0.0.0.0/0 192.168.100.1 distance 2
slb real-server web-serverl
distribution-address 192.168.110.30
!
slb real-server web-server2
distribution-address 192.168.110.40
!
slb-rule 100
virtual-server 192.168.100.200 80/tcp
transit-mode round-trip
transfer-mode ip-address
distribution-rule 100
class-map any
distribution-mode round-robin
persistence mode http-session cookie ipcom
persistence guarantee-time 180
persistence cookie-mode persistent-cookie 1800
monitor level application
monitor level ping
monitor check-interval 60
monitor check-timeout 10000
real-server web-serverl
port-map virtual 80 real 80
!
real-server web-server2
port-map virtual 80 real 80

I
!
slb-rule 200
virtual-server 192.168.100.200 443/tcp
transit-mode round-trip
transfer-mode ip-address
distribution-rule 100
class-map any
distribution-mode round-robin
persistence mode node
persistence guarantee-time 180
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persistence cookie-mode persistent-cookie 1800
monitor level application
monitor level ping
monitor check-interval 60
monitor check-timeout 10000
real-server web-serverl
port-map virtual 443 real 443
!
real-server web-server2
port-map virtual 443 real 443

class-map match-all any

match any

class-map match-all dns-access

match destination-port 53/udp

class-map match-all get-metadata

match source-address ip 192.168.110.0/24
match destination-address ip 169.254.169.254

class-map match-all mng-access

match destination-port 22/tcp
match source-address ip 192.168.120.40

class-map match-all ping-moniter

match icmp ping

class-map match-any web-access

match destination-port 80/tcp
match destination-port 443/tcp

class-map match-all web-server

match source-address ip 192.168.110.0/24

class-map match-all webconsole-access

match destination-port 82/tcp
match source-address ip 192.168.120.40

user-role administrator

description "Default user role"
display-name "IPCOM administrators"
match user admin

user-role remote

description "Default user role"
display-name "IPCOM access via network"
match user admin
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|

user-role user
description "Default user role"
display-name "IPCOM operators"

!

user admin
valid
secret-password 000180b918874ade72ba
authentication pap
description "Default user"
display-name "IPCOM administrator™"
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{38%B : [E&ESHI]IPCOM VE2m SC O running-config

ARZEDOFECHRVERERITORIBED SC DI J4% (running-config V> REITHER )2 FICRUET .
X running-config ¥ ROEME IPCOM EX2 S)—XIYY RUTFL O ZHA RETSIBEE,

running-config I¥> ROEITHER

hostname vipcom-sc

fixup protocol dns 53/udp

fixup protocol ftp 21/tcp

fixup protocol http 80-83/tcp

fixup protocol http 8080-8083/tcp

fixup protocol https 443/tcp

dns-server-config

zone ipcom-ve2m.com 0

type master
soa-data expire 604800
soa-data max-cache-ttl 86400
soa-data max-ncache-ttl 600
soa-data person-domain ipcom-VE2m.com.
soa-data person-user master
soa-data refresh 10800
soa-data retry 3600
soa-data serial 20170427
host dns NS
host webserver A
host-ip-address dns 192.168.100.30
host-ip-address webserver 192.168.100.200
name-servers dns

I
access-control default-deny
access-control audit session-normal match-normal
protect checksum-inspection disable
interface lan0.0
ip address 192.168.100.30 255.255.255.0
description IPCOM-VE2m-SC-front-net
rule access 100 in dns-access accept audit-session-normal audit-match-normal
rule access 110 out dns-access accept audit-session-normal audit-match-normal
!
interface lan0.1
ip address 192.168.120.30 255.255.255.0
description IPCOM-VE2m-SC-management-net
rule access 100 in mng-access accept audit-session-normal audit-match-normal
rule access 110 in webconsole-access accept audit-session-normal audit-match-normal
rule access 120 out any accept audit-session-normal audit-match-normal
I

ip route 0.0.0.0/0 192.168.100.1 distance 2
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class-map match-all any
match any
!
class-map match-any dns-access
match destination-port 53/tcp
match destination-port 53/udp
!
class-map match-all mng-access
match destination-port 22/tcp
match source-address ip 192.168.120.40
!
class-map match-all webconsole-access
match destination-port 82/tcp
match source-address ip 192.168.120.40
!
user-role administrator
description "Default user role"
display-name "IPCOM administrators"
match user admin
!
user-role remote
description "Default user role"
display-name "IPCOM access via network"
match user admin
!
user-role user
description "Default user role"
display-name "IPCOM operators"
!
user admin
valid

secret-password 0001cd5d29e805d6fa4b15550e812fead47d6

authentication pap
description "Default user"
display-name "IPCOM administrator"
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f18% C : >4 RS/ T%IEELUIZ IPCOM VE2m {RA8H — )\ OIEEEFIIE

FEEARSE 1/58 2 -3, RAXSE 1/58 2 V-IaY}, AVIT1IRSATICHBLTOWER A IVT1I RS51T %38
EUTIPCOM VE2m {RARY —NZ{ERRLRNTLIES L,

Fk. VT 0BRD 5, BEHKEZT admin I-Y—0D)RAD—RE/ETSFT, ssh FTUE-MOJI10TED
RREBICLBVWTEZ W,



{38k D : IPCOM VE2m B4LU TaaS DIERK,

D-1 IPCOM VE2m D4 >45—J1—A¢& TaaS Oik— bR
AEITIE, IPCOM VE2m D1 >4 —J1—A¢ 1aaS OiR— MOBMRICDOWTERBALE Y, IaaS £ IPCOM VE2m HYiE
E=ITIEHCE AT OMATINELGEGEEEN TV ENHDDE T,
IPCOM VE2m hE2589 31> —J1— ARUEDIERRTER
[aaS Oi—h

FEEOMIATIOARRE FRITRUET .

IPCOM VE2m

config MERFE A A—

interface </>%—J1—2X 0>
ip address .....

interface </>4—J1—X 1>

ip address .....
A259-J1—X0 AVB—=TT—R 1 | eeeee
l :
! |
! 1
laaS : !
7ﬁ_ I\ 0 /—ﬁ_ |\ 1 ooooo

IPCOM VE2m T(&. 7AvFENTUWS 1aaS OiR— N1 >A—-J1—AELTERHMUET S

IPCOM VE2m (CHBFBA A —T1—ADRIEE AT D@0 T,

@ IPCOM VE2m 1/ERkBFICEEBIERLENTE TaaS DR—b

@ IPCOM VE2m (L TT7AyFUIz TaaS DiRk— bk

IPCOM VE2m [CBIFBR1>F—TJ1—A(& TanX. Y I(IX1ETY1FZNEN 0~3 OFES )RR TIRONE T,
IPCOM VE2m (&, BIRDA > 45 —J1—ADFR:#IEZFCHE-Tlan0.0]. Man0.1]. llan0.21. lan0.31.
MNan1.0]--- (LB, AlR)DLICA - J1—-RZ:RHMUET .

IPCOM VE2m %:&TE I 2R, config RO >4A—J1— 2B ERICHV T, BIRDA>F—-TJ1—X%E TaaS DRk
— NS 2%y NI - EZITORENHDFT .

IPCOM VE2m [C7AYFED [aaS Oim— beTAvFUIZE. [aaS O ZHM— NI ST 31> 45—J1— A% EU
Jo@{EH IPCOM VE2m [CBVTTERRDET,
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IPCOM VE2m OJ7—ADI7iREN VO1LO4ANF0401 LDBIDIZE. 4129T1—ADMEARIFA T DED T,
IPCOM VE2m [C7AYFED 1aaS Oik—MeT74ayFUI&. IPCOM VE2m OBEEEZITo/mE . 3R —MNC
IHISF 21 >F—TJ1—R(E IPCOM VE2m TIIERFHESNRRDFT , ZOFRHSNBIR0IeA > A—T1—ADEAHFIE.
BIRDFRETEDA A —I1—RICEIDATDET , COKF, 1 >A—J1—A%0ES([lanX.Y DI XIETY 10EB5) (FNE
BE(CEIDHDFT, HIZ(ET1an0.01—>T1an0.2 J0&L3(Can0.1 2RI L5BBEHDHEFL A
KYRNI—IRERRFIEFID-2 Ry NI — IR E B DA >4 —J1— A B ERZE FIE 2SR TTEE,
IPCOM VE2m DOJ7—ADIT7REN VO1L0ANF0401 BIBEDIZE. 1>971—AD1Hk(E IPCOM VE2 SVU—-X
VE2 1-H—=XH4R [1-1-1 IPCOM VE2 OEG@THR1ZSBLTIZa0,

2V RD—IHERFIR(EID-3 Ry R — MR E B DA > 57— J1— B ERZEFIB(VO1L04NF0401 1L
b%) 12S8RUTIZE0,

IPCOM VE2m h'&2:89 21 >9—J1— A DL TIE, IPCOM VE2 SU—-X VE2 1-H—-XH4/R 1-1-1
IPCOM VE2 DR GIHRI1ZSBUTUZE,

LR ZLPFTRUET . AHITE LUTFORMHILD IPCOM VE2m ZEREUABEICOVTEEHL TVET,

IPCOM VE2m BB, TaaS O 2 DOR— M BB ( FRIOMR—K 0IMR—~11)
IPCOM VE2m (Z3U. 2 DOR— M 7AyF(FRIOIR—k 21TR—k 3])

IPCOM VE2m

config DFETEARA—>

IaaS

Interface 1an0.0 Interface lan0.1 Interface lan0.2 Interface lan0.3
ip address <lan0.0 @ ip address <lan0.1 ® ip address <lan0.2 ® ip address <lan0.3 @
P> P> P> P>
lan0.0 lan0.1 lan0.2 lan0.3
AR=h0 R—Hh1 m—h2 R—h3
N e e = = \'I _________________ L2 O \'I _________________ /
IPCOM VE2m /ERXBFICEEIAERRUIZR— b IPCOM VE2m (C7AyFUTiR— b

BNRDA >4 —J1— ADRHIEFOARRIORUIZIED AHITE, R—b 0~R—b 3 iENEN lan0.0~1an0.3 £LT
IPCOM VE2m (CF85#SNE T,
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D-2 Ry NI—IREREEIFDA > H—J1— AERERZEFIE
IPCOM VE2m (&, Ry NI — IR E B E(HD laaS OM— MOT7AYFITAVFIRVEICL D EE NS 7. HEI(C(EERH
TEFHA. IPCOM VE2m (CXT D laaS OiRk— ~D7AYFIT AYFARIEZITIBRIE, TNICEDET. LLFOFNECLD
IPCOM VE2m DA >4 —J1— 8RR EERZBREL TIZEL,
RB. REICEEEHINTVZIYY ROEITHERIBITT . EROENIEREEERZIIBENDDET .

(1) 1BRRTERDIEEE
WIEDRA - JI—- AR TEEDABZIEX TUEEV RIHEBREETREBILET . LU TFOINY REEITUTKEE
Vo CCTIERTENAR. kD1 >A—J1—AEREE DB R ERFERAULET.
ipcom# save “LEEOREAI7ILA"
(2) 129 —J1—AKERRERDRERTE
PAUH-TI-ANEEZ . BLFOLSIAREEL TZE W RIYEZEE. BIBOFIRICHNT, TaaS DFR—bE
IPCOM VE2m h52:# 9 21 >F—J1— AL DX LRI DI DICIETT,
ipcom(edit)# interface <{REXTEIRDA>H—-T1—I>
ipcom(edit-if)# ip address <{£&E® IP 7RLA>
ipcom(edit-if) # exit

(3) IR TEZICBIRF OB E (R TT
IRTEDEETEZ IPCOM VE2m EENRFOIERERCRIFLET . LT OOV REEITUTZEL,
ipcom(edit)# save startup-config

(4) IPCOM VE2m DfS1E
IPCOM VE2m ZEIELET . LT DIV REEITUTIZEW,
ipcom# poweroff

(5) IaaS ORYRNI—IHEHRZEE
IaaS Oy NI B ZEEZ 1T TSV HEITSUT IPCOM VE2m (X393 IaaS ORk— M T7AYF /Ty F

T TLIEE W,

(6) IPCOM VE2m DFZEh
IPCOM VE2m %A2BHL TR,
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(7) IPCOM VE2m D1 >4—J1—A¢ 1aaS Oi— MOESZRDIERR
IPCOM VE2m H'&R:#9 31 >4 —J1—A¢& TaaS Oi—heDBR(E. m&ED MAC 7 RLANR—ELTLBHEIHT
I TEET . LTFOFINECLD, £1>5-T1—-RE% [aaS Oik— MOBMRZENENHERRL TTEE0,
-IPCOM VE2m NER# I 2™ 1 >F—J1—AD MAC 7 RL A%ZHERT 5.
ipcom# show interface
lan0.0 MTU: 1500 <LINKUP>
Type: gigabit ethernet
Description:
MAC address: fa:16:3e:00:d4:0f
IP address: 192.168.10.10/24 Broadcast address: 192.168.10.255
. LU
-TaaS OR— D MAC 7RLA%HEERT 3
[aaS M[5.5.5 List ports JAPI OEITHERENS. 3%=HR— D MAC 7 RLZZHEFRL TIEE 0,
# curl -k -s $NETWORK/v2.0/ports -X GET -H "X-Auth-Token: $OS_AUTH_TOKEN" | jq .

{
"ports": [
{
B ...
"mac_address": "fa:16:3e:00:d4:0f",
Y S
"fixed_ips": [
{
"subnet_id": "33f92d78-9a2a-4688-9f4b-4bd467bf8d89",
"ip_address": "192.168.10.10"
¥

1

(8) 1>49—J1—-ADIBREEREDEE
AN (7) CHESRLILA > A —TJ1— ¢ TaaS Oik—bOBEETTIC. IPCOM VE2m DA >4—J1— AR E &R %
EUTIZEL,
® MAC 7RLZ%ZTTIC, TaaS Of—NIHIES 214>49—J1—R 4% lanX.Y Z4H5E T 3.

@ IPCOM VE2m OA>A—-J1— B EEinterface lanX.Y1ICX3593 [aaS OR—bo IP 7 RLAEHE
PREFRZERITE Y Do

LEFREDR. BE(EUT, (1) THER A >A—J1—ABREERZSRU TIZEL,
IaaS OR—hDTEFZE. IPCOM VE2m DA >4 —J1— B EZRN—EIL TL\SE %221, IPCOM VE2m (IR
TEOERRERZENRFRMUET, ATOIVY REETUL TR,

ipcom(edit)# commit
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(9) BREkER
IPCOM VE2m [CBVWTETDA >A—J1—ADIREENTLINKUPIICRO TWREZMERLET . LT OOV REET
LTLIEE,
ipcom# show interface
lan0.0 MTU: 1500 <LINKUP>
Type: gigabit ethernet
Description:

MAC address: fa:16:3e:00:d4:0f

IP address: 192.168.10.10/24 Broadcast address: 192.168.10.255
o BUFER- -

BAH—T1— AU SMEBHSIBIENTESE 2L TS,
FEFIRCHNT, ARENTLINKUPIHCBS ROV > - JI-AMFIES DiHE. Feld SMEINSOBENTERA
SA=J1-ZANMFEI %5, 1aaS OR—bhe IPCOM VE2m DA >4 —J1—AHBRREZEN—EL TLRVETEESEN D

DFET, BR(7)DFIEZITV 1>9—T1—R¢E [aaS OR—bOBIRISERONBVDFETRL TXEEW. BRDDY S OTIH A
(8) APz DFIEZFEE ML T,
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D-3 RYNI—UIBRRZE B DA >A—J1— A B ERZEFIIE(VOLL0ANF0401 LAFF)
IPCOM VE2m (&, Ry NI — IR EZE (LD laaS OR— MDY FIT Ay FIRVEICL2EBE NS %, BEIY(C(SERH
TEFHA. IPCOM VE2m (CXT D laaS DiRk— ~D7AYFIT AYFARIEZITIBRIE, TNICENDET. LLFOFNECELD
IPCOM VE2m DA >A—J1— 8RR EERZBREL TIZEL,
RB. REICEEEHINTVZIYY ROEITHERIBITT . EROENIEREEERZIIBENDDET .

(1) 1BRRTERDIEEE
RIEOEA - T1— ABRERONBEIEZ TSV, RICEBREREIRBUE T, ITFOIV MEERITUTES
Vo CCTIERTENAR. kD1 >A—J1—AEREE DB R ERFERAULET.
ipcom# save “LEEOREAI7ILA"

(2) IPCOM VE2m 0fS1E
IPCOM VE2m Z{E1EUFT . LTIV REEITUTIZEL,
ipcom# poweroff

(3) IaaS ORYNI—IIBRRZEE
IaaS DRV NI IR ZEEZ 1T TSV HEITSUT IPCOM VE2m (X393 IaaS OR— M 7AYF /Ty F
EITOTLIEE L,

(4) IPCOM VE2m D28}
IPCOM VE2m ##2EIL TR,
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(5) IPCOM VE2m D1 >4—J1—A¢ 1aaS Oi— MOEIZRDHERR
IPCOM VE2m H'&R:#9 31 >4 —J1—A¢& TaaS Oi—heDBR(E. m&ED MAC 7 RLANR—ELTLBHEIHT
I TEET . LTFOFINECLD, £1>5-T1—-RE% [aaS Oik— MOBMRZENENHERRL TTEE0,

-IPCOM VE2m NER# I 2™ 1 >F—J1—AD MAC 7 RL A%ZHERT 5.
ipcom# show system resource
CPU : 4
Memory : 7982MB
HDD : PRESENT
HDD size : 100GB
Cipher Card : NO_PRESENT

lan0.0

driver _virtio_net

MAC address: FA:16:3E:00:D4:0F
lan0.1

driver : virtio_net

MAC address: FA:16:3E:78:E1:7E
. BUFER- -

-IaaS Oik—bD MAC 7 RL A %5E:89 3
[aaS M[5.5.5 List ports JAPI OEITHERENS. 3%=HR— b MAC 7 RLZZHEFRL TIEE 0,
# curl -k -s $NETWORK/v2.0/ports -X GET -H "X-Auth-Token: $OS_AUTH_TOKEN" | jq .

{
"ports": [
{
...
"mac_address": "fa:16:3e:00:d4:0f",
Y - S
"fixed_ips": [
{
"subnet_id": "33f92d78-9a2a-4688-9f4b-4bd467bf8d89",
"ip_address": "192.168.10.10"
¥

1
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(6) 129—J1—-ADIEREZRDEE
AR (5) THERRUIZA >A—J1— A& TaaS Oi—hOREE%ZITIC. IPCOM VE2m DA >A—J1—AKERRIEEZBN
ELTLRE0,
@®© MAC 7RLZ%7t(C, [aaS OM— NI ET 21 >F—J1—2%& lanX.Y Z4FE I 2.
@ IPCOM VE2m O >4—-J1—2EpkEZ interface lanX.YICXHE9 3 [aaS OR— o IP 7RLZEHE
FRTEERZFHLTE T Do
ipcom(edit)# interface </>4—-J1—X&>
ipcom(edit-if)# ip address <IaaS OH—bD IP 7RLA>
ipcom(edit-if)# exit
[aaS OR—hDTEZEE. IPCOM VE2m D1 >4 —J1— B EEN—EU T\ 3B %MER4&. IPCOM VE2m (3R
TEOWERERZENRIRUET . UTOIV REEITUTZEL,
ipcom(edit)# commit
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(7) BREkEsR
IPCOM VE2m [CBVWTETDA >A—J1—ADIRRENTLINKUPIICRO TWR B ZMERLET . U TF OOV REEST
LTLIEE,
ipcom# show interface
lan0.0 MTU: 1500 <LINKUP>
Type: gigabit ethernet
Description:

MAC address: fa:16:3e:00:d4:0f

IP address: 192.168.10.10/24 Broadcast address: 192.168.10.255
o BUFER- -

BAH—T1— AU SMEBHSIBIENTESE 2L TS,
FEFIRCHNT, ARENTLINKUPIHCBS ROV > - JI-AMFIES DiHE. Feld SMEINSOBENTERA
SA=J1-ZANMFEI 355, 1aaS OR—be IPCOM VE2m DA >4 —J1—ZHBRREZRN—EL TLRVETEEHEN D

DFET, BR(5)DFIEZITL, 1>9—T1—R¢E [aaS OR— bOBIRISERONBVDFETRL TXHEEW. BRDDY S OTIH A
(6) AP DFIEZEEEMU T,
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{382 E : IPCOM VE2m ¢ laaS D@(E8TF

E-1 BESTE

OEE

IPCOM VE2m DhBEZITIRICHBMBEREDMEZL TITRUET . KEIZSIRL T BIERE. BLUEDRE
HERUEAECBOITWSIEOREERZ ML T2,

(1) HiBETE
IPCOM VE2m (O ERFHIBRTEZ TRITRLET .

A)IPCOM VEZmGJ{E,*E#—)T&{’FﬁﬁI

subnetl subnet2

B)>5— 1 - AR EEDRE
=TI DB

Internet4 n IPCOM VE2
L—4 config
BE)AST 1w — D)E{S%5F0] 9 D% E
T DETE
F)FWG)E&“E

E-1-1: IaaS £® IPCOM VE2m (LA ERIIEERTE

A) IPCOM VE2m OARAEY—N\Z/ERRLE T . 55fl(E. API UJ7L>X (Foundation Service #®) (&H
A1, MAAKSE 1, FEAASE 2) Ol1.3.3.17 Create server (1) 1 2ZHERZEV, EITH(E. 4.1
(LS]IPCOM VE2m DOYERK(LS primary)%&HESRIZE0N,

IPCOM VE2m OARAEH —N\ZVER LI (. oS AT O EZIBE (T TIEE,

B)

®

)
®

@

®

[license key ]OY>RT. IPCOM VE2m (L1 EAZEFRL TLIEEW, E4THI(E. 5.2 [LS]IPCOM
VE2m LS O34 2 AF—EiFEHERIZE,

[poweroff IIY> RT. IPCOM VE2m &3 vy MU TLEE,

API JJyL>R (Foundation Service f) (REAS 1, AEASE 1, AEAE 2) O
[5.2.2.6 Create volume (1)JAPI T, I/ 1—LZ/ERRL TIZEW, [1.6.2.3 Attach
volumelAPI T, IPCOM VE2m (SGEIINU1— L% 72y FUTIZEW, 4761, 5.3 [LS1ENIRY
21— LDVERRB LU T7HYF (LS primary) &z FESBIZE 0N,

API JJyL>R (Foundation Service fi) (REAS 1, EASE 1, AEAE 2) O
[1.4.3.7 Start server]API £z[F/R—FILH A ~&D. IPCOM VE2m ZFEEIL TIZEL,

[user]. password]. [hostname D& IV RT, I-H—%. NAD—R, RANGZENENHTEL
TLEEW F=ATHIE. 7.1 RAREENNAT—ROFETE (LS primary)zlFESR<ZE 0,

A2A-JI- B EEZRTEVET . 5EMll(E. E-4 1>29—J1—2BEEDRTEZ HERIZEL, EATHI
(&, 7.2 429-J1—-AETTRALEKTE (LS primary)z ChEaR<IZE0,
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C) TIAN—NITABLUFEIN—T1 ) %RTELET . 55#ll(E. IPCOM EX2 SU-X I RUTIPL A
A1RMDI2.25.2.1.6 ip route |2 THESRIZE, BZHFRTE (L. [aaS DY TRy hDFETE (1
[host_routes], [gateway_ip)(CHLTEEMIICIRRENEE A

D) IaaS OM—NIHU. BEFAZRTELET, ¥l E-2 [aaS OR— hOBISHFaI R EZ CHEFREE

E) ARIEIL—HHU. X7 —FBIEDIDDRITAYIN—T1 I ZBILES . EITHIE. 10.3 X97-58
ERORTER CHERIZE,

F) ARIEIL—HHU. FW -V ZERTEUET, sEM(E. TaaS #EREARZ D[ 5.6 J7(/7—I4—) |2 CHERLIE
W\, SRTEHIE. 10.4 ARIEIL—FD FW JL—ILDFRTE%Z CHESRTZE W,

(2) U—N\EEDEEEE
Y- N\EREDEEEE RO ERRTEZ TRICRUET,
AEITE, D27 = LMBRROY —NEREDEICIGUIGERTE R EZSR L TVWET, 2O BEDEISRIRET -\
H5 Internet AMEDEE% IPCOM VE2m [CMAIF2ERE(TFEEIB) )M AEDHEHID 10.5 WebServer 07 J4
IWNT = NIIAREERBRDET DT, TERIZELN,

subnetl AV NERS OB EETESE
B) BRI B SR{EIEY —/UhSInternet
AEOEEZIPCOM VE2mICE 2557E

subnet2

ANH= EEDER
I IPCOM V.EZm (REH— )01
Internet config
ﬁﬁﬁ’ﬁ*ﬁ?? xR
O — B HOBSE {RAET—)(2

ISR

DHFAEIPT FL 2 DS —7R—EfERK,
E)4/0—/ULIPT RLAMERELEINY T

E-1-2 : [aaS LOY—/\&EIDEWEREE AR N R RRTE

A) AR IP PRLAZIEEL T, Y—/NERIDEHDIBRESR (slb-rule) ZesELE Y . 3FHll(E. IPCOM EX2
SN-X 1-Y=ZXHARDI2-6 Y—)\EEIEULEE . [2-6-9 1BRERIBIROREN 12 HERRTE
(AN

B) A>7-J1—ZBRREE(C. BEDEISREY —/\mihE{EmXEsT IP 7L A% IPCOM VE2m O IP
7 RLRICZEHAY B3 TE (sre-napt) 2472 TIEE W AERE(ICED, IPCOM VE2m EEF R DB SRARERY —
NORBICHEITBBERFATOLICRDET,

&R E-1-3: IPCOM VE2m ¢t ERDE RIS —/\ED@IEDFE LS LUEE T IP 7RLA

WB{S7318] 585% IP 7 LR X{E7T IP 7RLR
IPCOM VE2m—>&RIDEN SRS -/ | BEDESMEEY—/U | IPCOM VE2m
BEDEBSRIREY —/{>IPCOM VE2m | IPCOM VE2m BREERSREY -/

C) ¥IBA>A-J1—-R(CHROIK TaaS OR— MU, ARAR IP 7 RL A OBISEF e 238 ELE T . FHll(d. E-
2 IaaS OM— hOBISEF RIS EZIHERRIEE LN,
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D) 1&RIEIP 7RLAADMAIZ—HR—MefERUE T, 5EMll(E. E-3 H=—R— MOVERRZCHERIZE,
E) Internet h3i@E21T3HE. IRAE IP 7RLA%SO—/VL IP 7 RL RS DI TZE W, 3543, E-5 4
O-/CL IP 7 RUADEKTEZ ZHERIZE L,

AEGTEF. FTRIOLSRTD T — ©ERDGEERIRICGETEL TEEW, Bk B)DFEEERIEI —SBINA>5—-T1—-X
B ER(TATOTZAL,

subnetl

IPCOM VEZm
config

Internet

A EESER
AR —)(1

BEDER
R8T —)(2

E-1-4 : [aaS £D 1 2OH TRy N IPCOM VE2m ¢ BRI EIRIREY — BB D> 7 — L8R

(3) FW #gE
FW HEREERBF (O ERFEEZ TRITRULEY .

subnet1 subnet2
A)FWODEETE

Internet \]PCOM VEZ2m
% config +

E-1-5: IaaS t® FW H¥EEERIFICHEREYTE
A) IPCOM VE2m OFERRER(C FW IL—ILZsSELE T . sFfl(Z. IPCOM EX2 IN-X 1-Y—-ZTHAR
DI2-10 TPAT—IA—)HERE 1% CHESRIES L\,
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(4) TTRAIEIBAL
TURIEBRICREREEZ FTRICRULET

A A= JI— AR ERICRTRIPFRL A,
subnetl YBA A —J1—ADIPY Rl AZERTE subnet?

BYLRIPFFLAEIS
BEETA I DERIE

JPCOM VE2m
) primary (
config

Inter_net

IPCOM VE2rh
secondary: (

config

CYRFEIPT ELARDAZ—R— FOFERR
D)InternethSOiBEZ TGS
J0—JULIPY FLAGEUSERINHT

E-1-6 : IaaS LOTURICIBARICIHERELTE

A) XX IP 7RLAE Primary/Secondary O¥YPIBA>A—J1—2D IP 7 RLRA%A >A—J1—AERRER(CER
EUET . FHl(E. E-4 1>5—J1—AIBRRERDRTEZ CHEFRIIE,

B) R4 >A—-J1—RICHRD< TaaS OM— ML, A IP 7RLAMIFOBEFn 25 ELE T . 55, E-
2 laaS Oik— hOBISFF AR TEZ TR T,

C) HFRIP 7RUAADIZ—R—MeERRLET . 5¥#l(E. E-3 F=—R— NOVERRZTHESRIZE0,

D) Internet MK IP 7RLABIID@EEZITIHE. AF IP 7RLRAZSO—/UL IP 7 RVAISHFE DT
220\, 3. E-5 J0—/)VL IP 7 RLADETE R ZHESRIZEL,

E-2 [aaS Oi— hNDIB{SEFrIE%TE
IPCOM VE2m OEYPIRA > A —TJ1—A(THRDK TaaS Oik— NMOBESFI () —T4>J 550 ) 255 ELE Y.
IaaS APIUJ7L >R (Network #) (GEBEARSE 1, AEASE 1, AEAXRE 2) DI1.5.2.4 Update port|API (C
&0, BZER— NOBESHF IR EZBINL TEEW, API ONFA—H(E, LTFORER TIBEL TUZEW. & API DT
(F. 6.1 —T1 Rl DFRTER HESRTZE
#F E-2-1:T11.5.2.4 Update port]API ([C3ETFET B/(5AX—4

NIA-5% HENE fm%
allowed_address_ MAC 7 RLA(“mac_address”)[FIETEULRVTLIZE,

pairs PiEEZF P I3%5. "0.0.0.0/1"¢"128.0.0.0/1"%

%1 FBEL TLZEL,

%1 lallowed_address_pairs |(CIETE I 21EEFFR] 7 RLARVEUC(E RN ®HDET . 55l [aaS BEEEIARZD
[A.1 HIPRME DI Ry NI—DICEE S BHIBRE (LoD R— NMIERTE B BERBISEF 0] 7 RU AR TER & CHESRIZE L,

E-3 AZ—R—bOYERK
IRAE 1P 7 RUZR. A&k IP 7 RLZARDAZ—R— M ERR L E Y
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IaaS APIUJ7L>Z (Network #R) (REEAXREZE 1, AEAZE 1, FAEAE 2) DI1.5.2.2 Create port]API (C
&0, HZ—R—MeERRL TIZEW API OJUSA—=A(E. U TFORR TIREL TUEZEL,
< E-3-1:T11.5.2.2 Create port]API (3BT B/\5X—-4

&l HEANS 2=

fixed_ips {RA8 IP 7 RLR/AER IP 7RLAEMIET 2H TRy b ID
ZEELET,

security_groups IPCOM VE2m O¥PI8A >A—J1— KB DIR— b+
UF49)—T D ID #EFELE T,

E-4 4>9—J1— B EEDKTE
A9 —-J1—-ZRERREBRERTELE T, 5EMll(E. IPCOM EX2 SU—-X IXVRUTPLOZAARDI2.4.2.15 interface %
CHESRCIZE W, A 25— J1— AR EE (interface 1anX.Y)IIBET S IP 7RL A, U TFORR TIBEL T2,
IPCOM VE2m O IP 7 RLAD:¥#H(E. D-1 IPCOM VE2m DA >4—J1—2R TaaS Dik— MBI ZRECHESRIZSN,
R E-4-1: 12H-J1-ABRERICERTET S IP 7RLR

12H-J1-BREE | HERS GES
DEE
ip address TLERALBRDIZS . AR IP 7RLAZIEELE T,

SO AERROIBE . YNIEA > —J1—AICHRD< TaaS Ol

—hD IP 7RLVAZIEELET .

ip address primary TLRALAERRDIZE . Primary OYPIEA > 5 —-J1—RIKHD
< IaaS OiR—hkD IP 7RLAZIBETELE T

ip address secondary | TUERALIBRRODIZS . Secondary OYIIEA>H—J1—RI(C
#fHO< 1aaS OR—bD IP PRLZZIBELET

E-5 J0-/UlL IP 7 RLADEKTE
Internet H'5 IPCOM VE2m (C@E{E%21T3354E. IPCOM VE2m (CEETEUR IP 7RLZ%SJ0—/VL IP 7 RL RIS RED
(3£9,. 1 D0 IP 7RLZA%EE DI O—/CL IP 7 RL AT S D RVTLZZE N,
+ E-5-1:70-)UL IP PRLAICMIEDH2 IP PRLA

LS 70-)0L IP 7 RLRICHIE D3 IP 7RLA 8%

S-N\EEDEmEE | REIP 7RLR

TURACABREFDIBIE RERIP7RLR

> IABRR B DBIE YIEBA>5—J1—AD IP 7RLA

E-6 FIvIY MBEDRBDRTE
FIviY MEOMRBEEITOHEEE (protect checksum-inspection)ZEERNCL TEEW AHEBEZBZNICUIEE A,
IPCOM VE2m TERIVRAVMEENIREL TUESIENHDFT,

E-7 MTU {EDZSTE
IaaS £® IPCOM VE2m @ MTU {E(&. :BEDEBE bDizsh. 1500 LUT GREZBEEF : 1500)(CLTZE0N,
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